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Microsoft Identity and Access Administrator Sample Questions (Q252-Q257):

NEW QUESTION # 252

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings
for the User admmistrator role as shown in the following exhibit.

. ContosoAzureAD > Identity Governance > Privileged Identity Management > ContosoAzureAD > User Administrator

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

& Edit
Activation
SETTING STATE
Activation maximum duration (hours) !eﬂ;rr(s) ”
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None
Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the mformation presented in the
graphic.
NOTE: Each correct selection is worth one point.



A user who requires access to the User administration role must perform
multi-factor authentication (MFA) every [answer choice]

Before an eligible user can perform a task that requires the User
administrator role, the activation must be approved by a [answer choice].

Answer:

Explanation:

Eadtcrosoft

15 days
1 month

global administrator only

global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

A user who requires access to the User administration role must perform

multi-factor authentication (MFA) every [answer choice].

Microsoft

Before an eligible user can perform a task that requires.the User
idministrator role, the activation must be approved by a [answer choice].

Explanation

A user who requires access to the User ammﬁmwm
mutti-factor authenticatian (M- A) c

Before an eligible user can perform a task that requi
administrator role, the activation must be approved by a [an

Q&

Reference:

Q&b

&
choiucsne]r.

8 hours _ |
15 days
1 month

global administrator only
global administrator or privileged role administrator

15 days
1 month

b

global administrator only

global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

https:/docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https:/docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

NEW QUESTION # 253
You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.
Youneed to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.

‘What should you implement?
You need to ensure that use Modern authentication

Answer: C

NEW QUESTION # 254

A. a compliance policy in Microsoft Endpoint Manager
B. an application control profile in Microsoft Endpoint Manager

C. a conditional access policy in Azure Active Directory (Azure AD)
D. an OAuth policy in Microsoft Cloud App Security

You have an Azure AD tenant that contains the users shown in the following table.




You have the Azure AD Identity Protection policies shown in the following table.

_‘r_ﬁmﬂm User risk Siglw Controls
User nsk All Low and aboi;f\pgu Midured | Block access
policy users : U

Sign-in risk All s¢xa} gured High Block access
policy users

You review the Risky users report and the Risky sign-ins report and perform actions for each user as shown in the following table.

User Action
User1 | Confirm user compromised
User2 | ConfitmA sign-in safe
User3,, {{Asmiss user nsk
User 1| Confitm user compromised

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
User1 can sign in by using multi-factor authentication, (MEA), :

User2 can sign in by using multi-factorauthentication (MFA).

%fﬂM*iems»oﬂwm o &

Answer:

Explanation:

Answer Area
Sutamens Microsoft w
User1 can sign in by using multi-factor authentication (MFA). O
User?2 can sign in by using multi-factor-authentication (MFA). B D
User3 can sign in from an anonymous IP address. D

NEW QUESTION # 255

You have a Microsoft Entra tenant that contains a group named Group1 and two users named User] and User2. Userl is a member
of Groupl1.

You register an enterprise application named Appl.

You enable self-service application access for App1 and configure the following settings:

Allow users to request access to this application: Yes

To which group should assigned users be added: Group1

Require approval before granting access to this application: Yes

Who is allowed to approve access to this application: User2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.



Statements AN Yes No

User1 must request access to App1 before they can use the app
If User2 requests access to App]1, they will be added to Group1 automatically.

User2 can approve App1 requests by using the Microsoft Entra admin center

Answer:

Explanation:

Statements Yes No

User1 must request access to App1 before they can use the app A

If User2 requests access to App1, they will be added to Group automatically.

User2 can approve App1 requests bysSing the Microsoft Entra admin center ROy

Explanation:

User] must request access to Appl before they can use the app: No

If User2 requests access to Appl, they will be added to Group1 automatically: Yes User2 can approve Appl requests by using the
Microsoft Entra admin center: Yes Let's break this down step by step based on Microsoft Entra ID self-service application access
and the configured settings, as outlined in Microsoft Identity and Access Admmistrator documentation.

Understanding Self-Service Application Access in Microsoft Entra ID:

Self-service application access in Microsoft Entra ID allows users to request access to applications without needing an administrator
to manually assign them. This is configured on a per-application basis.

The settings for App1 are:

Allow users to request access to this application: Yes- Users can request access to Appl.

To which group should assigned users be added: Group1- Users who are granted access will be added to Group1, which provides
the necessary permissions to use Appl.

Require approval before granting access to this application: Yes- Access requests must be approved before the user is added to
Groupl.

Who is allowed to approve access to this application: User2- User?2 is the designated approver for access requests to Appl.
Statement 1: User]l must request access to App1 before they can use the app.

Analysis:

Userl is already a member of Group1, as stated in the question.

The self-service settings specify that users who are granted access to App1 will be added to Group1. This implies that membership
in Group1 is what grants access to Appl.

Since Userl is already a member of Group1, they already have access to App1. In Microsoft Entra ID, if a user is already assigned
to an application (either directly or via group membership), they do not need to request access through the self-service process-they
can simply use the app.

The self-service access request process is for users who are not yet assigned to the app (i.e., not in Group1).

Since Userl is already in Group1, they do not need to request access.

Conclusion:This statement isNo. User] does not need to request access because they are already a member of Group1 and can use
Appl immediately.

Staterment 2: If User2 requests access to Appl, they will be added to Group1 automatically.

Analysis:

User?2 is not a member of Group1 (the question does not state that User2 is in Group1).

The self-service settings allow users to request access to App1, and the setting "To which group should assigned users be added:
Group1" means that users who are granted access will be added to Group1.

However, the setting "Require approval before granting access to this application: Yes" means that User2's request must be
approved before they are added to Group1. The approver for App1 requests is User2 thenselves, which introduces a potential
conflict.

In Microsoft Entra ID, if a user is both the requester and the approver, the system typicallyallows them to approve their own request
(unless additional policies prevent this, which is not specified in the question).

Therefore, User2 can request access and approve their own request.

Once the request is approved, User2 will be added to Group1 automatically as per the self-service settings.



The term "automatically" in the statement refers to the process after approval-once approved, the addition to Group1 happens
without firther manual intervention.

Conclusion'This statement isYes. If User2 requests access to App1 and approves their own request, they will be added to Groupl
automatically.

Statement 3: User2 can approve Appl requests by using the Microsoft Entra admin center.

Analysis:

The self-service settings specify that User2 is the designated approver for access requests to Appl.

In Microsoft Entra ID, approvers can manage access requests through the Microsoft Entra admin center (via the "My Access" portal
or the "Access Requests" section, depending on their role and permissions).

User2, as the designated approver, will receive a notification (via email or the My Access portal) when a request is made. They can
then log into the Microsoft Entra admin center, navigate to the access requests section, and approve or deny the request.

Even though User?2 is not explicitly an admin, the fact that they are designated as the approver for App1 requests grants them the
ability to approve requests through the Microsoft Entra admin center.

Conclusion'This statement isYes. User2 can approve Appl requests using the Microsoft Entra admin center.

Additional Considerations:

If User2 were not allowed to approve their own request (e.g,, due to a separation of duties policy), Statement

2 might be affected. However, Microsoft Entra ID does not enforce such a restriction by default, and the question does not specify
any additional policies.

The Microsoft Entra admin center is the primary interface for managing access requests, but users can also approve requests via
email links or the My Access portal. The statement specifically mentions the admin center, which is a valid method.

Conclusion:

Staterment 1:No- User] does not need to request access since they are already in Groupl.

Staterment 2:Yes- User2 will be added to Group1 automatically after their request is approved (by thenselves).

Staterment 3:Yes- User2 can approve requests using the Microsoft Entra admin center.

References:

Microsoft Entra ID documentation: "Configure self-service application access" (Microsoft Learnthttps:/learn.
microsoft.com/en-us/entra/identity/enterprise-apps/configure-self-service) Microsoft Entra ID documentation: "Manage access
requests” (Microsoft Learn:https://learn.microsoft.com

/en-us/entra/identity/governance/access-reviews-overview)

Microsoft Identity and Access Admmnistrator (SC-300) exam study guide, which covers self-service application access and approval
workflows in Microsoft Entra ID.

NEW QUESTION # 256

Youneed to configure app registration in Azure AD to meet the delegation requirements.
‘What should you do? To answer, select the appropriate options in the answer area.
NOTE:Each correct selection is worth one point.

Azure AD tenant-level setting to modify: v
Allow users to register application

Users can consent to apps-accessing company data on their behalf
Users can request-@dmin consent to apps they are unable to consent to

Role to assign to User1: v
Application administrator
Application developer

Cloud application adminisirator/ | |

Answer:

Explanation:



Azure AD tenant-level setting to modify: v

N i o o et e
Users can consent to.apps accessing company data on their behalf

Users can request-admin consent to apps they are unable to consent to

Role to assign to User1: v
Application administrator

Cloud application administrator

Explanation:
Azure AD tenant-level setting to modify: v
Allow users to register application
Users can consent to apps accessing company data on their behalf
Users can request admin consent to apps they are unable to consent to
Role (o assightoserd: v
Application administrator
Application developer
Cloud application administrator
Reference:

httpsz/docs.microsoft.conven-us/azure/active-directory/roles/delegate-app-roles

NEW QUESTION # 257
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