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CompTIA Cloud+ (CV0-004) Certification Exam Sample Questions (Q203-
Q208):
NEW QUESTION # 203 
A company has ten cloud engineers working on different manual following is the best method to address this issue?

A. Service logging
B. Configuration as code
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C. Change ticketing
D. Deployment documentation

Answer: B

Explanation:
Configuration as code is the best method to address the issue of cloud engineers working on different manual configurations. This
practice allows configurations to be scripted and automated, which reduces human error, enhances consistency, and makes the
deployment process more efficient and reproducible.

NEW QUESTION # 204 
A cloud engineer is receiving multiple alerts from the infrastructure monitoring agent. The alerts state that all the VMs in the public
subnet are at 100% CPU utilization. However, when the engineer checks the network utilization of the VMs, the network throughput
is at normal levels. Which of the following is the most likely cause of this issue?

A. Zombie instances
B. Cryptojacking
C. DDoS
D. Ransomware

Answer: B

Explanation:
A . Ransomware: Encrypts data to demand payment but doesn't typically result in sustained high CPU utilization.
B . Cryptojacking: Involves unauthorized use of VMs to mine cryptocurrency, leading to 100% CPU usage without high network
activity.
C . DDoS: Causes high network throughput and latency, which are not present in this scenario.
D . Zombie instances: Refers to unused VMs consuming resources unnecessarily but doesn't explain high CPU utilization.
Reference:
CompTIA Cloud+ CV0-004 Study Guide, Objective 4.5: Identify and mitigate security incidents in cloud environments.

NEW QUESTION # 205 
Which of the following would a customer most likely be accountable for in a shared responsibility model?

A. Security of the cloud
B. Security of the application
C. Security of data in the data centers
D. Security in the cloud

Answer: B

Explanation:
In the shared responsibility model, the cloud provider is responsible for the security of the cloud (infrastructure, hardware, data
centers), while the customer is responsible for security in the cloud, which includes securing their applications, data, and
configurations.

NEW QUESTION # 206 
A developer is deploying a new version of a containerized application. The DevOps team wants:
- No disruption
- No performance degradation
- Cost-effective deployment
- Minimal deployment time
Which of the following is the best deployment strategy given the requirements?

A. Canary
B. Blue-green
C. Rolling
D. In-place



Answer: B

Explanation:
The blue-green deployment strategy is the best given the requirements for no disruption, no performance degradation, cost-effective
deployment, and minimal deployment time. It involves maintaining two identical production environments (blue and green), where
one hosts the current application version and the other is used to deploy the new version. Once testing on the green environment is
complete, traffic is switched from blue to green, ensuring a seamless transition with no downtime.

NEW QUESTION # 207 
A company wants to use a solution that will allow for quick recovery from ransomware attacks, as well as intentional and
unintentional attacks on data integrity and availability. Which of the following should the company implement that will minimize
administrative overhead?

A. Off-site backups
B. Object versioning
C. Data replication
D. Volume snapshots

Answer: D

Explanation:
Implementing volume snapshots is an effective solution for quick recovery from ransomware attacks and protecting data integrity and
availability. Snapshots capture the state of a storage volume at a point in time and can be used to restore data quickly with minimal
administrative overhead.
Data protection strategies like volume snapshots are discussed under cloud data management and protection in the CompTIA
Cloud+ objectives.

NEW QUESTION # 208
......
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