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Which practice helps strengthen an incident response team?
Response:

A. Focusing only on external threats while ignoring internal risks
B. Conducting regular training and simulation exercises

C. Assigning security responsibilities only to IT staff

D. Waiting for an actual incident before training team members

EX: B
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i RE #17
Why should organizations establish incident response playbooks?
Response:

A. To provide predefined steps for handling different types of incidents

B. To keep security information hidden from employees

C. To elimnate the need for training incident response teans

D. To ensure that only senior management is involved in incident response

BE&R: A

8 #18
What is the primary goal of incident commumications during a cybersecurity incident?
Response:

A. To mnimize media coverage of the incident

B. To ensure timely and accurate information sharing among stakeholders
C. To report incidents directly to regulatory agencies

D. To nform customers about vulnerabilities

ZX: B

P8 #19
Why is incident tracking important in cybersecurity?
Response:

A. Tt removes the need for security teams

B. It allows companies to blame individuals for security failures

C. It helps companies avoid paying for security tools

D. It ensures that incidents are resolved efficiently and properly documented

ZX: D

FIRE #20

Which factors should be considered when assessing the impact of a security incident?
(Select two.)

Response:

e A. The popularity of the impacted organization
e B. The financial cost of the incident

e C. The time it takes to detect the incident

e D. The affected systens and data

Z%: BD
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