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Cisco Securing Networks with Cisco Firepower Sample Questions (Q255-
Q260):

NEW QUESTION # 255
An organization has noticed that malware was downloaded from a website that does not currently have a known bad reputation.
How will this issue be addresses globally in the quickest way possible and with the least amount of impact?

A. Cisco Talos will automatically update the policies.

B. by creating a URL object in the policy to block the website
C. by denying outbound web access

D. by Isolating the endpoint

Answer: B

NEW QUESTION # 256
‘Which report template field format is available in Cisco FMC?

A. box lever chart
B. arrow chart

C. benchmark chart
D. bar chart

Answer: D

Explanation:
Reference: httpsy//www.cisco.convc/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide-
v60/Working with Reports.html

NEW QUESTION # 257
‘Which command must be run to generate troubleshooting files on an FTD?

A. system generate-troubleshoot all
B. sudo sf troubleshoot.pl

C. system support view-files

D. show tech-support

Answer: B

Explanation:
Reference: https://www.cisco.convc/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00. html

NEW QUESTION # 258
When packet capture is used on a Cisco Secure Firewall Threat Defense device and the packet flow is waiting on the malware
query, which Snort verdict appears?

A. retry

B. blockflow
C. replace
D. block

Answer: A

Explanation:
‘When packet capture is used on a Cisco Secure Firewall Threat Defense (FTD) device and the packet flow is waiting on the
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malware query, the Snort verdict appears as "retry." This indicates that the device is still processing the malware analysis and has not
yet determined the final action for the packet.

The "retry" verdict signifies that the packet is in a holding state while awaiting the result of the malware inspection, which helps in
maintaining the security posture until a definitive decision is made.

NEW QUESTION # 259
An engineer is configuring a custom intrusion rule on Cisco FMC. The engineer needs the rule to search the payload or stream for
the string "|45 5% 26 27 4 0A*. Which Keyword must the engineer use with this stung lo create an argument for packed inspection?

A. Protected _ content
B. Content

C. metadata

D. data

Answer: B

Explanation:

The content keyword is used to specify a string or pattern to search for in the payload or stream of a packet.

The string must be enclosed in quotation marks and can use modifiers such as nocase, depth, offset, and so on.

The string can also use hexadecimal notation by using a pipe symbol () before and after the hexadecimal characters. For exanple,
content:"|45 5* 26 27 4 0A]" will match any payload or stream that contains the hexadecimal bytes 45 5 26 27 4 0A followed by
any number of bytes2

NEW QUESTION # 260
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