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CompTIA Network+ Certification Exam N10-009 Priifungsfragen mit
Losungen (Q231-Q236):

231. Frage
Which of the following is an attack method that manipulates domain name resolution by altering the local hosts file to redirect traffic
to malicious IP addresses?

A. ARP poisoning
B. VLAN hopping
C. Phishing

D. DNS spoofing

Antwort: D

Begrindung;

When the hosts file is altered, local name resolution is compromised, and domain queries are redirected to malicious IP addresses.
This is a form of DNS spoofing/poisoning, where false mappings trick users into visiting fraudulent websites.

* B. Phishing typically uses emails or messages to trick users, not local file modification.

* C. VLAN hopping is a Layer 2 attack to gain unauthorized network access, unrelated to DNS.

* D. ARP poisoning manipulates ARP tables on a LAN to reroute traffic, not name resolution.

References (CompTIA Network+ N10-009):

* Domain: Network Security - DNS poisoning/spoofing, host file manipulation, endpoint attacks.

232. Frage

Users cannot connect to an internal website with an IP address 10.249.3.76. A network administrator runs a command and receives
the following output:

1 3mms 2ms 3ms 192.168.25.234

2 2ms 3ms 1ims 192.168.3.100

3 4ms Sns 2ms 10.249.3.1

4 *

5 1

6 *k

7 %k

Which of the following command-line tools is the network administrator using?

A. nmap
B. netstat

C. tcpdump
D. tracert

Antwort: D

Begriindung;

* Understanding Tracert:

* tracert (Traceroute in Windows) is a command-line tool used to trace the path that packets take from the source to the
destination. It records the route (the specific gateways at each hop) and measures transit delays of packets across an [P network.
* Output Analysis:

* The output shows a series of IP addresses with corresponding round-trip times (RTTs) in milliseconds.

* The asterisks (*) indicate that no response was received from those hops, which is typical for routers or firewalls that block ICMP
packets used by tracert.

* Comparison with Other Tools:

* netstat: Displays network connections, routing tables, interface statistics, and more, but does not

* trace packet routes.

* tcpdump: Captures network packets for analysis, used for detailed network traffic inspection.

* nmap: A network scanning tool used to discover hosts and services on a network, not for tracing packet routes.

* Usage:

* tracert helps identify the path to a destination and locate points of failure or congestion in the network.

References:



* CompTIA Network+ study materials on network troubleshooting and diagnostic tools.

233. Frage

A user called the help desk after business hours to complain that files on a device are naccessible and the wallpaper was changed.
The network administrator thinks that this issue is an isolated incident, but the security analyst thinks the issue might be a ransomware
attack. Which of the following troubleshooting steps should be taken first?

A. Create a plan of action
B. Document findings

C. Establish a theory

D. Identify the problem

Antwort: D

Begrindung;

The first step in any troubleshooting process is to identify the problem. This includes gathering information from the user, reviewing
logs, and observing the symptors. In this case, identifying the scope and nature of the issue (e.g,, signs of ransomware) is critical
before forming any theories or plans.

From Andrew Ramdayal's guide:

"The troubleshooting methodology begins with identifying the problem. This step nvolves questioning users, identifying user changes,
and determining the symptomns."

234. Frage
A network technician is troubleshooting a web application's poor performance. The office has two internet links that share the traffic
load. Which of the following tools should the technician use to determine which link is being used for the web application?

A. netstat
B. tracert
C. nslookup

D. ping

Antwort: B

Begrindung;

Understanding Tracert:

Traceroute Tool: tracert (Windows) or traceroute (Linux) is a network diagnostic tool used to trace the path that packets take from
a source to a destination. It lists all the intermediate routers the packets traverse.

Determining Traffic Path:

Path Identification: By running tracert to the web application's destination IP address, the technician can identify which route the
traffic is taking and thereby determine which internet link is being used.

Load Balancing Insight: Ifthe office uses load balancing for its internet links, tracert can help verify which link is currently handling the
traffic for the web application.

Comparison with Other Tools:

netstat: Displays network connections, routing tables, interface statistics, and more, but does not trace the path of packets.
nslookup: Used for querying DNS to obtain domain name or IP address mapping, not for tracing packet routes.

ping: Tests connectivity and measures round-trip time but does not provide path information.

Implementation:

Open a command prompt or terminal.

Execute tracert [destination IP] to trace the route.

Analyze the output to determine the path and the link being used.

Reference:

CompTIA Network+ study materials on network troubleshooting and diagnostic tools.

235. Frage
Which of the following allows a network administrator to analyze attacks coming from the nternet without affecting latency?

e A IPS



e B.IDS
e C. Frewall
e D. Load balancer

Antwort: B

Begriindung;

An IDS (Intrusion Detection System) is deployed out-of-band, meaning it passively monitors network traffic using a SPAN/mirror
port or network tap. It detects and analyzes suspicious traffic without introducing latency since it does not sit in-line.

A . IPS (Intrusion Prevention System) is in-line and can block traffic but may add latency.

C . Load balancer distributes traffic across servers for performance and redundancy, not for threat detection.

D . Firewall filters traffic at the perimeter or internally; it can affect latency but does not provide the same in-depth attack analysis.
Reference (CompTIA Network+ N10-009):
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