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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q12-Q17):
NEW QUESTION # 12 
Which of the following can be employed as a barrier device in a segmented network?
Available Choices (select all choices that are correct)

A. Unmanaged switch
B. Router
C. VPN
D. Domain controller

Answer: B

Explanation:
A router and a VPN can be employed as barrier devices in a segmented network. A barrier device is a device that controls the flow
of traffic between different network segments, based on predefined rules and policies1. A router is a device that forwards packets
between different networks, based on their IP addresses2. A router can act as a barrier device by applying access control lists
(ACLs) or firewall rules to filter or block unwanted or malicious traffic2. A VPN is a technology that creates a secure and encrypted
tunnel between different networks, such as a remote site and a corporate network3. A VPN can act as a barrier device by
encrypting the traffic and authenticating the users or devices that access the network3. A VPN can also prevent unauthorized access
or eavesdropping by outsiders3.
References: LAYERING NETWORK SECURITY - CISA, Router (computing) - Wikipedia, What Is Network Segmentation? -
Cisco.

NEW QUESTION # 13 
What is the purpose of ICS-CERT Alerts?

A. To notify the owners of critical infrastructure
B. To alert of targeted global energy sector threats
C. To inform about hardware upgrades
D. To advertise cybersecurity services

Answer: A

Explanation:
ICS-CERT (Industrial Control Systems Cyber Emergency Response Team) issues alerts to inform critical infrastructure owners and
operators about newly discovered vulnerabilities, threats, and mitigation strategies.
"ICS-CERT Alerts provide timely information to critical infrastructure owners and operators concerning current security issues,
vulnerabilities, and exploits."
- ICS-CERT Advisory Documentation (now under CISA)
Alerts may be sector-wide or vendor-specific, and are part of the U.S. Department of Homeland Security's proactive cyber defense
strategy.
Clarification of Options:
Not specific to the energy sector only (D is too narrow)
Not promotional in nature (eliminates A and B)
References:
ICS-CERT Alert Guidance (now under CISA)
ISA/IEC 62443-2-1 - External threat awareness
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NEW QUESTION # 14 
Which of the following is an activity that should trigger a review of the CSMS?
Available Choices (select all choices that are correct)

A. Budgeting
B. Security incident exposing previously unknown risk.
C. New technical controls
D. Organizational restructuring

Answer: B,C,D

Explanation:
According to the ISA/IEC 62443-2-1 standard, a review of the CSMS should be triggered by any changes that affect the
cybersecurity risk of the industrial automation and control system (IACS), such as new technical controls, organizational
restructuring, or security incidents1. Budgeting is not a trigger for CSMS review, unless it impacts the cybersecurity risk level or the
CSMS itself2. References: 1: ISA/IEC 62443-2-1:2010, Section 4.3.3.3 2: A Practical Approach to Adopting the IEC 62443
Standards, ISAGCA Blog3

NEW QUESTION # 15 
Which layer specifies the rules for Modbus Application Protocol
Available Choices (select all choices that are correct)

A. Session layer
B. Application layer
C. Data link layer
D. Presentation layer

Answer: B

NEW QUESTION # 16 
What do packet filter firewalls examine?
Available Choices (select all choices that are correct)

A. Only the source, destination, and ports in the header of each packet
B. The packet structure and sequence
C. The relationships between packets in a session
D. Every incoming packet up to the application layer

Answer: A

Explanation:
Packet filter firewalls, as defined by ISA/IEC 62443 standards on cybersecurity, primarily examine the source, destination, and
ports in the header of each packet. This type of firewall does not inspect the packet content deeply (such as its structure or
sequence) or maintain awareness of the relationships between packets in a session. Instead, it operates at a more superficial level,
filtering packets based solely on IP addresses and TCP/UDP ports. This approach allows packet filter firewalls to quickly process
and either accept or block packets based on these predefined criteria without delving into the complexities of session management or
the content of the packets up to the application layer.
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