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Fortinet FCP - FortiSIEM 7.2 Analyst Sample Questions (Q16-Q21):

NEW QUESTION # 16
‘Which information can FortiSIEM retrieve from FortiClient EMS through an API connection?

A. FortiSIEM license

B. Host login credentials
C. ZTNA tags

D. Host software versions

Answer: C

Explanation:
FortiSIEM can retrieve ZTNA tags fiom FortiClient EMS through an API connection, enabling dynamic user and device
classification for policy enforcement and incident response.

NEW QUESTION # 17
Refer to the exhibit.
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Step 1: General >  Step 2: Define Condition >  Step 3: Define Action
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An analyst wants the rule shown in the exhibit to trigger when three failed login attempts occur within three minutes.
‘What should the values be for the condition time window and aggregate count?

A. Time window 90 seconds, aggregate count 3
B. Time window 180 seconds, aggregate count 2
C. Time window 180 seconds, aggregate count 3
D. Time window 90 seconds, aggregate count 2

Answer: C

Explanation:
To detect three failed login attempts within three minutes, you must set the aggregate count to 3 in the subpattern and the time
window to 180 seconds in the rule condition. This ensures the rule triggers only if three or more failed logins occur in that timeframe.

NEW QUESTION # 18
Refer to the exhibit.



Source |IP Reporting | Reporting | Event | User | Count
Device IP Type

15.2.3.4 FWO1 10.1.14 Logon | Mike 4
2_1_f3.4.5 FWO01 10.1.1.1 Logon Bob 3
Fias3 4 1M Ewo 10111 | Logon | Alice | 2
192.168.1.5 FWO1 10.1.1.1 Logon | Alice 2
10110 FWO01 10.1.1.1 Logon Bob 6
123.123.1.1 FWO01 10.1.1.1 Logon | Mike 5
Ifyou group the events by User, Source IP, and Count attributes, how many results will FortiSIEM display?

e A Six

e B. Three

e C.Five

e D. Two

e E Four

Answer: A

Explanation:

Grouping by User, Source IP, and Count means that each unique combination of those three attributes will be treated as a separate
result. In the table, all six rows have distinct combinations of User, Source IP, and Count - so FortiSIEM will display 6 results.

NEW QUESTION # 19
Refer to the exhibit.
Group By and Display Fields Clear All Load Save
Attribute Order Display As Row Move
Event Receive Time DESC v + I ©
Reporting IP ¥ e 00
Event Type v 0 =} 0 O
Raw Event Log v e 00

COUNT( Matched Events }

~

As shown in the exhibit, why are some of the fields highlighted i red?

e A The attribute COUNT(Matched Events) is an nvalid expression.
e B. No RAW Event Log attribute information is available.

e (. Unique values cannot be grouped B.
e D. The Event Receive Time attribute is not available for logs.

Answer: C

Explanation:

The fields are highlighted in red because unique values such as Event Receive Time and Raw Event Log cannot be used in group-by



operations. Grouping requires aggregatable or consistent values across events, while these fields are unique to each event, making
them incompatible for grouping,

NEW QUESTION # 20
Refer to the exhibit.
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‘Which section contains the subpattern configuration that determines how many matching events are needed to trigger the rule?

A. Filters

B. Actions
C. Aggregate
D. Group By

Answer: C

Explanation:
The Aggregate section contains the condition COUNT(Matched Events) >= 1, which defines how many events must match the filter
criteria for the rule to trigger. This is the subpattern configuration that determines the event threshold.

NEW QUESTION # 21
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