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¢ Distinguish the Key Concepts of Logging Analytics: This section evaluates the expertise of Data Analysts
and Troubleshooting Specialists in using OCI Logging Analytics. It covers log ingestion methods, searching

FH 1 and filtering logs, performing advanced analytics, and leveraging machine learning-powered insights for

proactive issue resolution.
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¢ Centrally Manage and Visualize Log Data: This section assesses the abilities of Logging Analysts and

Security Engineers in managing logs across an entire I'T environment. It includes enabling log collection,
FH 2 creating connectors for log transitions, identifying log patterns, and visualizing logs for advanced analytics
using OCI Logging Service.

e Monitor Applications with Deep Visibility into End-User Experience: This domain tests the knowledge of
Application Performance Engineers and DevOps Specialists in using OCI Application Performance
Monitoring (APM). It includes instrumenting applications for data collection, analyzing performance
metrics, visualizing distributed application components, and diagnosing issues across multi-tier
architectures.

FH 3

¢ Monitor Distributed Components of an Application Stack: This section measures the skills of Stack

Monitoring Specialists and Cloud Administrators in using OCI Stack Monitoring. It covers discovering
A 4 resources within application stacks, monitoring metrics across distributed components, and ensuring
optimal performance through effective resource management.

e Summarize OCI Observability and Management Services: This section evaluates the expertise of DevOps
Engineers and IT Operations Managers in utilizing Oracle Cloud Infrastructure (OCI) Observability and
FA 5 Management services. It covers tools for monitoring, auditing, and managing cloud resources, emphasizing

automation and machine learning-driven insights to optimize IT operations.

¢ Define the Pillars of Observability: This section of the exam measures the skills of Cloud Architects and

Site Reliability Engineers (SREs) in understanding the three pillars of observability: logs, metrics, and
FH o traces. It explains how these components provide insights into system health and performance, enabling
effective monitoring and troubleshooting in distributed cloud environments.

e Respond to Cloud Resource Changes in Real-Time: This domain measures the skills of Event Managers
and Integration Specialists in using OCI Events Service. It covers event structures, types, rules, and

=M . o . .
A7 integration with other OCI services to respond effectively to resource changes and automate workflows.
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EE #36
What is enabled by the SQL Warehouse application within Operations Insights?

A. Insights into the SQL performance

B. Trend and Forecast resource requirements
C. Reduced Operations costs

D. Consolidated Databases

HE:. A

Y.

The SQL Warehouse in Operations Insights focuses on SQL-level analysis:

Insights into the SQL performance (A): Provides a centralized repository of SQL performance data (e.g., execution time, resource
usage) from monitored databases, enabling detailed analysis and optimization.

Why not B, C, or D?

Trend and Forecast (B): Handled by Capacity Planning in Operations Insights, not SQL Warehouse.

Consolidated Databases (C): A misnomer; it's about data, not database consolidation.
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Reduced costs (D): An outcome, not a direct feature.
SQL Warehouse enhances database performance visibility.

AE #37
In Application Performance Monitoring (APM), where is the span context information located during transfer?

A. In the browser and the microservices
B. In the service boundaries

C. In HTTP header

D. InHTTP call

HE: C

Y.

In OCI APM, span context (e.g., Trace ID, Span ID) is propagated across services to track requests.

In HTTP header (B): Span context is embedded in HTTP headers (e.g., X-B3-Traceld) during transfer between services. This
allows APM to correlate spans across distributed systens for a single user request.

Why not A, C, or D?

Service boundaries (A): This is a conceptual term, not a location for data.

HTTP call (C): Too vague-"HTTP call" isn't a specific storage location.

Browser and microservices (D): Context originates here but is transferred via headers, not stored locally during transit.

This follows the OpenTracing standard used by OCI APM.

EE #38
Which of'the following TWO are stored in a Log Source of Logging Analytics? (Choose two.)

A. Where to store Log data

B. Where to find Logs

C. Which Parsers to use

D. Which Management Agents to use

HE. B,C

M.

A Log Source in Logging Analytics defines how logs are collected and processed:

Which Parsers to use (A): Specifies the parsers (e.g., Syslog, JSON) that extract fields from logs, enabling structured analysis.
Where to find Logs (C): Defines the log location (e.g,, file path /var/log/messages, database connection string), directing the
collection process.

Why not B or D?

Where to store Log data (B): Storage is managed by Logging Analytics, not defined in the Source.

Which Management Agents to use (D): Agents are associated with Entities, not specified in the Source.

These elements configure log ingestion effectively.

A2 #39
Why do dedicated Vantage Points matter? Select two reasons that apply. (Choose two.)

A. Applications on-premise or secured network can be tested froma public Vantage Point

B. Test Deployment Manager and Scheduler

C. Test internal customer applications

D. Applications on-premise or on secured network cannot be tested froma public Vantage Point

Y. CD

Y.

In OCI APM's Synthetic Monitoring, Vantage Points are locations from which synthetic tests (e.g., HTTP requests) are run.
Dedicated Vantage Points are private, user-managed instances, distinct from public ones hosted by Oracle:

Applications on-premise or on secured network cannot be tested froma public Vantage Point (B): Public Vantage Points, located in
Oracle-managed regions, lack access to private networks (e.g., on-premise servers or firewalled applications). Dedicated Vantage



Points, deployed within a user's network, overcome this limitation.

Test internal customer applications (C): Dedicated Vantage Points enable testing of internal applications (e.g., intranet sites) not
exposed to the public internet, ensuring performance monitoring from within the secured environment.

Why not A or D?

Test from public Vantage Point (A): Contradicts B; public Vantage Points can't access private networks.

Test Deployment Manager and Scheduler (D): These are unrelated OCI components, not Synthetic Monitoring targets.
Dedicated Vantage Points extend monitoring to restricted environments.

EE #40

You are part of the Cloud Operations team managing thousands of compute instances running in Oracle Cloud Infrastructure (OCI).
The OCI Logging Service is configured to collect logs from these instances using a Unified Monitoring Agent. A requirement has
been created to archive logging data into OCI Object Storage. Which OCI capability can help you achieve this requirement?

A. Logging Query

B. Service Connector
C. IAM policy

D. ObjectCollectionRule

2
M

SH: B

3.

To archive logs from OCI Logging Service to Object Storage, an automated data movement solution is needed:

Service Connector (A): Part of Service Connector Hub, this capability moves data between OCI services. A Service Connector can
be configured with Logging as the source and Object Storage as the target, automatically transferring logs based on filters (e.g, log
level) or schedules.

Why not B, C, or D?

ObjectCollectionRule (B): Used in Logging Analytics to ingest logs from Object Storage, not archive to 1.

IAM policy (C): Governs permissions but doesn't perform data movement.

Logging Query (D): Analyzes logs within Logging Service, not for archiving,

Service Connector ensures seamiless, scalable log archiving,

EE #41
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