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Linux Foundation Certified Kubernetes Application Developer Exam Sample
Questions (Q149-Q154):

NEW QUESTION # 149

Set configuration context:

kubectl

confighuse-context k8s

JLINUX

Given a container that writes a log file in format A and a container that converts log files from format A to format B, create a
deployment that runs both containers such that the log files from the first container are converted by the second container, emitting
logs in format B.

Task:

* Create a deployment named deployment-xyz in the default namespace, that:

*Includes a primary

lfcencfbusybox:1 container, named logger-dev

*mncludes a sidecar Ifcencffluentd:v0.12 container, named adapter-zen

*Mounts a shared volume /tmp/log on both containers, which does not persist when the pod is deleted
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*Instructs the logger-dev
container to run the command

which should output logs to /tmp/log/input.log in plain text format, with example values:

luv cncf
Aunviup @Rt

i luv cncf

* The adapter-zen sidecar container should read /tmp/log/input.log and output the data to /tmp/log/output.* in Fluentd JSON format.
Note that no knowledge of Fluentd is required to complete this task: all you will need to achieve this is to create the ConfigMap from
the spec file provided at /opt/KDMC00102/fluentd-configma p.yaml , and mount that ConfigMap to /fluentd/etc in the adapter-zen
sidecar container See the solution below.

Answer:

Explanation:
Explanation
Solution:
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NEW QUESTION # 150

You have a custom resource definition (CRD) named that represents a database resource in your Kubernetes cluster. You want to
create a custom operator that automates the creation and management of these database instances. The operator should handle the
following:

- Creation: When a new 'database.example.com resource is created, the operator should provision a new PostgreSQL database
mstance on the cluster-

- Deletion: When a 'database.example _com resource is deleted, the operator should clean up the corresponding PostgreSQL
database instance.

- Scaling: Ifthe 'spec-replicas' field of the 'database-example.com resource is updated, the operator should scale the number of
database instances accordingly.

Provide the necessary Kubernetes resources, custom operator code, and steps to implement this operator. You should use the
'Operator Framework' to build and deploy this operator

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create the CRD:



apiVersion: apiextensions.k&s.io/vl
kind: CustomResourceDefinition
metadata:

name: databases.example.com
spec:
group: example.com
names:
kind: Database
plural: databases
sipgular:” database
scope: Namespaced
versions:
- name: vl
served: true
storage: true
subresources:
status: {}

- Apply this YAML file to your cluster using' kubectl apply -f database-crd.yanr. 2. Create the Operator Project: - IJse the
Operator Framework' to initialize a new operator project bash operator-sdk init -domain example.com -repo
example.com/database-operator --version VO.O. I -license apache? - Replace 'example_com with your desired domain name. 3.
Define the Custom Resource: - Create a 'database_types.go' file in the 'api/vl' directory of your project. - Define the 'Database’
resource as a custom resource struct Go package v1 import ( metavl "k8s.iofapimachinery/pkg/apis/meta/v1" // DatabaseSpec

defines the desired state of Database type DatabaseSpec struct { If Replicas specifies the number of database instances to run.
I ebpesz wigg fleaw sebjicez, [
// Password is the password for the database users.

LINU

Password string ‘json:"pa%sword'“
} // DatabaseStatus defines the observed state of Database type DatabaseStatus struct { // Replicas is the actual number of database

| Ready bool “json:"ready™ |

}

Il +kubebuilder:object:root=true
Il +kubebuilder:subresource:status

Il Database is the Schema for the databases API|
type Database struct {

metav1.TypeMeta “json:" inline™
metav1.ObjectMeta "json"metadata, omitempty™

Spec DatabaseSpec “json."spec, omitempty™ A
Status Database Status “json:"status omitempty™'¢ LI N Ux

]
/I +kubebuilder:object:root=trug

i/ DatabaselList confains a list of Database
type DatabaseList struct {

metav1. TypeMeta ‘json:" inline™

metav1. ListMeta json:"metadata, omitempty™
Items [|Database “json:"items™

}

func init() {
SchemeBuilder. Register{&Database{}, &Databaselist{})

}
4. Tmplement the Controller Logic: - Create a 'database controller.go' file in the 'controllers' directory- - Implement the logic for
creating, deleting, and scaling database instances.

go
package controllers

import (

"context"

"t

appsv1 "k8s.io/api/appsivl”
corev1 "k8s.io/apifcore/v1”

"o infanimarhinanvinlbalani/arrare™
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metav1 "k8s.io/apimachinery/pkg/apis/meta/v1"
"k8s.iofapimachinery/pkg/runtime”
"k8s.iofapimachinery/pkg/types”
"sigs.k8s.io/controller-runtime/pka/client”
"sigs.k8s.iofcontroller-runtime/pkg/controller”
"sigs.k8s.io/controller-runtime/pkg/handler”
"sigs.k8s.io/controller-runtime/pkg/manager”
"sigs.k8s.io/controller-runtime/pkg/reconcile”
"sigs.k8s.io/controller-runtime/pkg/source”
"sigs.k8s.io/controller-runtime/pkg/webhook/admission”

)

/I DatabaseReconciler reconciles a Database object
type DatabaseReconciler struct {

client Client

Scheme runtime Scheme

}

Il +kubebuilder rbac:groups=example com,resources=databases verbs=get list;watch;create;update;patch;delete
Il +kubebuilder.rbac:groups=example.com,resources=databases/status, verbs=get;update;patch

I +kubebuilder-rbac:groups=apps, resources=deployments verbs=get;list watch;create;update; patch;delete

I/ +kubebuilder:rbac:groups=core resources=services, verbs=get;list;watch;create;update;patch delete

func (r DatabaseReconciler) Reconcile{ctx context. Context, req reconcile Request) (reconcile Result, error) {
log := r.Log WithValues("database”, req. NamespacedName)

I/ Fetch the Database instance

instance := &v1.Database{}

err = r.Get(ctx, req.NamespacedName, instance)

if err 1= nil {

if errors_IsNotFound(err) {

I/ Request object not found, could have been deleted after reconcile request
/f Owned objects are automatically garbage collected. For additional cleanup logic use finalizers.
/f Return and don't requeue

return reconcile Result{}, nil

H

/I Error reading the object - requeue the request

return reconcile Resultf}, err

}

{f Check if the number of replicas needs to be updated

if instance. Spec.Replicas I= instance.Status.Replicas {

If Scale the deployment to match the desired number of replicas
err = r.scaleDeployment(ctx, instance)

if err 1= nil {

return reconcile Result{}, err

instance Status Replicas = instance Spec Replicas

}

I/ Set the status of the database instance
instance.Status.Ready = true

/f Update the database instance status
err = r.5tatus().Update(ctx, instance)

if err 1= nil {

return reconcile Result{}, err

}

return reconcile. Result{}. nil

}

func (r DatabaseReconciler) scaleDeployment(ctx context. Context, instance v1.Database) error {
If Create or update the Deployment

deployment := &appsv1.Deployment{

ObjectMeta: metav1.ObjectMeta]

Name: fmt.Sprintf("database-%s", instance Name),

Namespace: instance Namespace,

%

Spec: appsv1.DeploymentSpec{
Replicas: &instance.Spec.Replicas,
Selector: &metav1.LabelSelector{
MatchLabels: map][string]string{
"app". "database”,

b

I

Template: corevi1 PodTemplateSpec{
ObjectMeta: metav1.ObjectMeta{
Labels: map[string]string{

"app": "database”,

h

h _

Spec: corev1 PodSpec{

Containers: [Jcorev1 Gontainer{

{

Name; "database”, _

Image: "postgres:latest”, f'Use your desired PostgreSQL image
Env{Jcorevi.EnvVar{

£




Name: "FOS | GRES_USER",
Value: "postgres”,
%

{
Name: "POSTGRES_PASSWORD",
Value: instance Spec Password,

h

{
Name: "POSTGRES_DB",
Value: instance.Name,

h
Ports: [Icorev1.ContainerPort{

£
ContainerPort: 5432,
Name: "database”,

3

b8

)

b

b8

3

%

) THE

I Create or update the deployment U x
if err := r.CreateOrUpdate(ctx, deployment, func() error {

return r.Client. Get(ctx, types NamespacedName{Name: deployment Name, Namespace: deployment. Names de| )

»; err 1= nil { FOUNDAT|OI\
return err

}

If Create or update the service

service = &corev1.Service{

ObjectMeta: metav1.ObjectMeta{

Name: fmt.Sprintf("database-%s", instance.Name),
Namespace: instance.Namespace,

b
Spec: corev1.ServiceSpec{
Selector: map]string]string{
"app": "database",

F50rt5t [lcorevi_ServicePort{

{

Port: 5432,

TargetPort: intstr.Fromint(5432),
Name: "database”,

}
}
L
}

{/ Create or update the service

if err := r.CreateOrUpdate{ctx, service, func() error {

return r.Client. Get(ctx, types NamespacedName{Name: service Name, Namespace: service Namespace}, service)
; err 1= nil {

return err

}

return nil

}

func (r DatabaseReconciler) SetupWithManager(mgr manager Manager) error {
return ctrl. NewControllerManagedBy(mgr).

For(&v1.Database(}).

Owns(&appsv1.Deployment{}).

Owns(&corev1.Servicel}).

Complete(r)

}

5. Build and Deploy the Operator: - Build the operator using the 'operator-sdk build' command: bash operator-sdk build
example.com/database-operator:vO.O.I --local - Deploy the operator to your Kubernetes cluster: bash kubectl apply -
deploy/operator.yaml 6. Test the Operator: - Create a new 'database-example-com resource:



apiVersion: example.com/vl
kind: Database
metadata:
name: my-database
namespace: default
spec:
replicas: 1
password: "mypassword"

- Apply the YAML file to your cluster: bash kubectl apply -f my-database.yaml - Verify that the operator creates a PostgreSQL
database instance. - Test scaling the database by updating the 'spec.replicas’ field of the 'database.example.com resource. - Delete
the 'database.example.com resource and verify that the operator cleans up the database instance. This step-by-step guide
demonstrates a basic example of a custom operator using the Operator Framework. You can Kustomize this operator further to
handle more complex operations and integrate with other Kubernetes resources. ,

NEW QUESTION # 151

Context

Anytime a team needs to run a container on Kubernetes they will need to define a pod within which to run the container.

Task

Please complete the following:

* Create a YAML formatted pod manifest

/opt/KDPDO00101/podLyml to create a pod named app1 that runs a container named app 1 cont using image Ifcencfarg-output with
these command line arguments: -lines 56 -F

* Create the pod with the kubect] command using the YAML file created in the previous step

* When the pod is running display summary data about the pod in JSON format using the kubect] command and redirect the output
to a file named /opt/KDPDO00101/out].json

* All of the files you need to work with have been created, empty, for your convenience

When creating your pod, you do not

need to specify a container command,

Answer:

Explanation:

See the solution below.
Explanation

Solution:

le-1:~% kubectl run appl --image=lfccncf/arg-qutpuf ,=dry-run=client -o yaml > /opt/KD

$ vim fgpt}!:?bfilﬁtfpﬁdl,ymll

L
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NEW QUESTION # 152

You are managing a Kubernetes cluster running a highly-available application that uses a customresource called 'Orders. The
'orders resource is created and managed by a custom controller that ensures the order processing workflow runs flawlessly.
However, the 'order’ resource's validation rules have changed, requiring a new schema to be applied. How can you ensure that the
existing 'Order’ resources conformto the new schema without disrupting the application's functionality?

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

I). Define the New Schema:

- Create a new CustomResourceDefinition (CRD) file with the updated schema for the 'Order’ resource.
- Ensure that the CRD's 'spec-validation.openAPIV3Schema' field includes all the new validation rules.

apiVersion: apiextensionsWEESRq/v1
kind: CustomResourceDefinitiofi
metadata:
name: orders.example.com
spec:
group: example.com
version: vl
names :
kind: Order
plural: orders
scope: Namespaced
validation:
openAPIV3Schema:
type: object
properties:
# Updated validation rules for the "Order' resource

2. Updatc-:‘t.he CRD: - Apply the new CRD definition using 'kubectl apply -f order-crd.yaml'. 3. Create a Webhook for Validation: -
Define a webhook in your Kubernetes cluster that will be responsible for validating the 'order’ resources against the new schema. -
Configure the webhook to be invoked during resource creation and update operations.



rlilmx.onregistratinn .k8s.io/v1
! ValidatinghebhookConfiguration
metadata:
name: order-validation-webhook
webhooks:
- name: order-validation
rules:
- apiGroups: ["example.com"]
apiversions: ["v1"]
resources: [“orders"]
operations: ["CREATE", "UPDATE"]
failurePolicy: Fail
admissionReviewVersions: ["v1", "vibetal"]
clientConfig:
service:
name: order-validation-service
namespace: default
path: /validate

4. Deploy the Validation Service: - Create a deployment for the validation service that implements the logic for validating the 'Order’
resources against the new schema. - The service should expose an endpoint that the webhook can communicate with.

apiVersion: apps/vl
ind: pepioyment . LJ LINUX
metadata: ' :
name: order-validation-service
spec:
replicas: 1
selector:
matchLabels:
app: order-validation
template:
metadata:
labels:
app: order=validation
spec:
containers:
- name: order-validation
image: your-validation-image:latest
ports:
- containerPort: 8443

5. Reconcile Existing Resources: - Once the validation webhook and service are deployed, create a temporary job that iterates
through all existing 'Order resources. - The job snould validate each resource against tne new schemma and automatically update any
resources that do not comply.

apiversion: batch/vl HE
- ILIPllJ)(

onciliation-jol EOWNDAFION
E

~all-namespaces -o jsonpath='{.itens[] metadata.name}iuh xirgsiend kubectl get -f - -o jsonpath="{.spec}’ | jq - + { \"metadata\": { \" fons\": { \"order on\": \"2\" } } }*| kubectl apply -f "]
By following these steps you can ensure that your order resources conﬁ)rmto the new schema w1th0ut dlsruptmg the application's
finctionality The validation webhook prevents new mnvalid resources from being created, and the reconciliation job ensures that
existing resources are updated to meet the new schema requirements. This approach allows for smooth schema evolution and
maintains the consistency of your data.,

NEW QUESTION # 153



You must switch to the co

cluster/configuration context. Fajlir® 1o do so

may result in a zero score,

ONTtaxt sKHE

Task:

1) Create a secret named app-secret in the default namespace containing the following single key-value pair:

Key3: valuel

2) Create a Pod named ngnix secret in the default namespace.Specify a single container using the nginx:stable image.
Add an environment variable named BEST VARIABLE consuming the value of the secret key3.

Answer:

Explanation:

See the solution below.
Explanation

Solution:

| HE

name

eny

secretKeyRef
name app-secret

key: key3

Text Description automatically generated
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