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& (Q78-Q83):

H#78
Which alert deposition severity must be chosen to generate low and high severity alerts in the Anomaly settings when user wants to
report on an unknown browser and OS, impossible time travel, or both due to account hijacking attempts?

A. Moderate
B. Aggressive
C. Conservative

D. High

EE: B

A -

Aggressive: For unusual user activity-Report on either unknown location or service, or both to classify an anomaly. For account

hijacking-Report on unknown browser and Operating System, impossible time travel, or both. For anomalous compute provisioning
activity-Reports on low and higher severity alerts.
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HE#79
The attempted bytes count displays?

o A traffic that is either denied by the security group or firewall rules or traffic that was reset by a host or virtual machine that
received the packet and responded with a RST packet.

¢ B. traffic denied by the security group or traffic that was reset by a host or virtual machine that received the packet and
responded with a RST packet.

o (. traffic that is either denied by the security group or firewall rules.

e D. traffic that is either denied by the firewall rules or traffic that was reset by a host or virtual machine that received the packet
and responded with a RST packet.

EfE: A

A -

The attempted bytes count in Prisma Cloud's context refers to the amount of traffic that is either denied by security group or firewall
rules, or the traffic that was reset by a host or virtual machine (VM) that received the packet and responded with a RST (Reset)
packet (A). This metric is crucial for understanding the nature of blocked or interrupted traffic within the cloud environment, helping
administrators identify potential security threats or misconfigurations that may be preventing legitimate traffic. It encompasses both
the traffic actively blocked by security controls and the traffic that the receiving entity deemed invalid or unwanted, thus providing a
comprehensive view of the network's defensive posture.

P #80
A customer has serverless functions that are deployed in multiple clouds.
Which serverless cloud provider is covered be "overly permissive service access' compliance check?

e A. Alibaba
e B. Azure
e C.GCP
e D. AWS

IEf#: D

fi .-

Reference: https:/docs.paloaltonetworks.con/prisma/prisma-cloud/prisma-cloud-admin-compute/compliance

/serverless.html

The serverless cloud provider covered by the "overly permissive service access" compliance check is AWS (Amazon Web
Services). AWS Lambda, which is the serverless computing platform provided by AWS, may have functions that are assigned more
permissions than they require to perform their operations, leading to security risks.

In the context of CSPM tools, such as Prisma Cloud, checks for overly permissive service access would typically include examining
the policies attached to AWS Lambda finctions to ensure that they adhere to the principle of least privilege. Such checks help
identify and rectify overly broad permissions that could potentially be exploited by attackers.

The reference for this can be found in AWS best practices for Lambda security, which emphasize the importance of granting minimal
privileges necessary for the Lambda function to perform its tasks, thereby reducing the potential attack surface.

R #81

A customer wants to harden its environment from misconfiguration.
Prisma Cloud Compute Compliance enforcement for hosts covers which three options? (Choose three.)

A. Host configuration

B. Host cloud provider tags

C. Hosts without Defender agents

D. Docker daemon configuration

E. Docker daemon configuration files

IEf#: A. D. E

At

Prisma Cloud Compute Compliance enforcement for hosts covers several aspects to ensure a secure and compliant host



environment, particularly within containerized environments. These include:

* Docker daemon configuration files: Ensuring that Docker daemon configuration files are set up according to best security practices
is crucial. These files contain various settings that control the behavior of the Docker daemon, and misconfigurations can lead to
security vulnerabilities.

* Docker daemon configuration: Beyond just the configuration files, the overall configuration of the Docker daemon itself'is critical.
This encompasses runtime settings and command-line options that determine how Docker containers are executed and managed on
the host.

* Host configuration: The security of the underlying host on which Docker and other container runtimes are installed is paramount.
This includes the configuration of the host's operating system, network settings, file permissions, and other system-level settings that
can impact the security of the containerized applications running on top.

By focusing on these areas, Prisma Cloud ensures that not just the containers but also the environment they run in is secure, adhering
to compliance standards and best practices to mitigate risks associated with containerized deployments.

I #82
Which statement is true regarding CloudFormation tenplates?

A. Scan support is provided for JSON, HTML and YAML formats.

B. A single template or a zip archive of template files cannot be scanned with a single API request.
C. Request-Header-Field 'cloudformation-version' is required to request a scan.

D. Scan support does not currently exist for nested references, macros, or intrinsic functions.

IEf#: D

A -

CloudFormation templates, used to describe and provision all the infrastructure resources in cloud environments, support various
elements including resources, mappings, parameters, and outputs. However, scan support for CloudFormation templates does not
currently exist for nested references, macros, or intrinsic functions (option A). These advanced CloudFormation features can
introduce complexity in scanning and interpreting the templates accurately for security and compliance checks.

Reference: https://docs.paloaltonetworks.conm/prisma/prisma-cloud/prisma-cloud-admin/prisma-cloud- devops- security/use-the-
prisma-cloud-iac-scan-rest-api.html
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