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NEW QUESTION # 63 
What is the primary focus of cryptanalysis?

A. To develop encryption keys
B. To analyze and breach secure communication
C. To safeguard data

Answer: B

NEW QUESTION # 64 
During which phase of the key management life cycle can keys be manually adjusted to implement alternative algorithms?

A. Key rotation
B. Key generation
C. Key backup or recovery

Answer: A

NEW QUESTION # 65 
According to Article 35 of the NIS 2 Directive, what must competent authorities do if they discover that an essential entity has
violated regulations related to data protection?

A. They must immediately impose an administrative fine
B. They must first discuss with the essential entity to understand the reason behind the violation
C. They must promptly inform the relevant supervisory authorities

Answer: C

NEW QUESTION # 66 
What is the requirement for Member States regarding resources for competent authorities and single points of contact under Article
8 of the NIS 2 Directive?

A. To provide adequate resources for efficient execution of tasks and the Directive's objectives
B. To allocate resources solely for international cooperation
C. To provide unlimited resources for any related tasks

Answer: A

NEW QUESTION # 67 
Scenario 2:
MHospital, founded in 2005 in Metropolis, has become a healthcare industry leader with over 2,000 dedicated employees known
for its commitment to qualitative medical services and patient care innovation. With the rise of cyberattacks targeting healthcare
institutions, MHospital acknowledged the need for a comprehensive cyber strategy to mitigate risks effectively and ensure patient
safety and data security. Hence, it decided to implement the NIS 2 Directive requirements. To avoid creating additional processes
that do not fit the company's context and culture, MHospital decided to integrate the Directive's requirements into its existing
processes. To initiate the implementation of the Directive, the company decided to conduct a gap analysis to assess the current state
of the cybersecurity measures against the requirements outlined in the NIS 2 Directive and then identify opportunities for closing the
gap.
Recognizing the indispensable role of a computer security incident response team (CSIRT) in maintaining a secure network
environment, MHospital empowers its CSIRT to conduct thorough penetration testing on the company's networks. This rigorous
testing helps identify vulnerabilities with a potentially significant impact and enables the implementation of robust security measures.
The CSIRT monitors threats and vulnerabilities at the national level and assists MHospital regarding real-time monitoring of their
network and information systems. MHospital also conducts cooperative evaluations of security risks within essential supply chains
for critical ICT services and systems. Collaborating with interested parties, it engages in the assessment of security risks, contributing
to a collective effort to enhance the resilience of the healthcare sector against cyber threats.
To ensure compliance with the NIS 2 Directive's reporting requirements, MHospital has streamlined its incident reporting process. In



the event of a security incident, the company is committed to issuing an official notification within four days of identifying the incident
to ensure that prompt actions are taken to mitigate the impact of incidents and maintain the integrity of patient data and healthcare
operations. MHospital's dedication to implementing the NIS 2 Directive extends to cyber strategy and governance. The company
has established robust cyber risk management and compliance protocols, aligning its cybersecurity initiatives with its overarching
business objectives.
Based on the scenario above, answer the following question:
Is the role of the MHospital's CSIRT regarding vulnerability assessment in alignment with the requirements of Article 11 of the NIS 2
Directive?

A. No, according to Article 11, the CSIRT should not conduct scanning of the network and information systems of the entity
as this should be done during the coordinated vulnerability disclosure
B. Yes, the role of the CSIRT is consistent with vulnerability assessment requirements specified in Article 11
C. No, the CSIRT should not be involved in vulnerability management, as defined in Article 11

Answer: B

NEW QUESTION # 68
......
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