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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Topic 1

e Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Topic 2 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a

Topic 3 .
Microsoft 365 tenant.
¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
Topic 4 protection and data lifecycle management is discussed in this topic. Moreover, questions about

implementing Microsoft Purview data loss prevention (DLP) also appear.
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If'you want to buy our MS-102 training engine, you must ensure that you have credit card. We do not support deposit card and
debit card to pay for the MS-102 exam questions. Also, the system will deduct the relevant money. If you find that you need to pay
extra money for the MS-102 Study Materials, please check whether you choose extra products or there is intellectual property tax.
Allin all, you will receive our MS-102 learning guide via email in a few minutes.
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HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the
following table.

You onboard a computer named computer] to Microsoft Defender for Endpoint as shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Box 1: Group3 and Group4 only

Computer! has no Demo Tag.

Computer! is in the adatum domain and OS is Windows 10.
Box 2: Group1, Group2, Group3 and Group4

NEW QUESTION # 226
You have a Microsoft 365 ES subscription that contains the devices shown in the following table.

All the devices are onboarded To Microsoft Defender for Endpoint
You plan to use Microsoft Defender Vulnerability Management to meet the following requirements:
* Detect operating system vulnerabilities.

Answer:

Explanation:
Explanation:

NEW QUESTION # 227
HOTSPOT
You have a Microsoft 365 ES subscription that contains the users shown in the following table.

You configure the Microsoft Authenticator authentication method policy to enable passwordless authentication as shown in the
following exhibit.

Both Userl and User2 report that they are NOT prompted for passwordless sign-in in the Microsoft Authenticator app.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Box 1: Yes

Userl is member of Groupl.

User] has MFA registered method of Microsoft Authenticater app (push notification) The Microsoft Authenticator authentication
method policy is configured for Group1, registration is optional, authentication method is any.

Note: Microsoft Authenticator can be used to sign in to any Azure AD account without using a password.

Microsoft Authenticator uses key-based authentication to enable a user credential that is tied to a device, where the device uses a
PIN or biometric. Windows Hello for Business uses a similar technology.

This authentication technology can be used on any device platform, including mobile. This technology can also be used with any app
or website that integrates with Microsoft Authentication Libraries.

Box 2: No

User?2 is member of Group?2.

The Microsoft Authenticator authentication method policy is configured for Group1, not for Group2.

Box 3: No

User3 is member of Groupl.

User3 has no MFA method registered.

User3 must choose an authentication method.



Note: Enable passwordless phone sign-in authentication methods

Azure AD lets you choose which authentication methods can be used during the sign-in process. Users then register for the methods
they'd like to use.

Reference:

httpsz/leam.microsoft.conven-us/azure/active-directory/authentication/howto-authentication- passwordless-phone

NEW QUESTION # 228

From the Microsoft Purview compliance portal, you create a retention policy named Policy 1.

You need to prevent all users from disabling the policy or reducing the retention period.

How should you configure the Azure PowerShell command? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 229

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains 1,000 Windows 10
devices.

You performa proof of concept (PoC) deployment of Microsoft Defender for Endpoint for 10 test devices. During the onboarding
process, you configure Microsoft Defender for Endpoint-related data to be stored in the United States.

You plan to onboard all the devices to Microsoft Defender for Endpoint.

Youneed to store the Microsoft Defender for Endpoint data in Europe.

‘What should you do first?

A. Oftboard the test devices.
B. Create a workspace.

C. Onboard a new device.
D. Delete the workspace.

Answer: B

Explanation:

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine nformation

- Stored in a Log Analytics workspace.

- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the
workspace location.

Reference:

https/learn.microsoft.com/en-us/azure/defender- for-cloud/plan-defender-for-servers-data-workspace

NEW QUESTION # 230
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