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IAPP Certified Information Privacy Manager (CIPM) Sample Questions
(Q38-Q43):
NEW QUESTION # 38 
SCENARIO
Please use the following to answer the next QUESTION:
Ben works in the IT department of IgNight, Inc., a company that designs lighting solutions for its clients. Although IgNight's customer
base consists primarily of offices in the US, some individuals have been so impressed by the unique aesthetic and energy-saving
design of the light fixtures that they have requested IgNight's installations in their homes across the globe.
One Sunday morning, while using his work laptop to purchase tickets for an upcoming music festival, Ben happens to notice some
unusual user activity on company files. From a cursory review, all the data still appears to be where it is meant to be but he can't
shake off the feeling that something is not right. He knows that it is a possibility that this could be a colleague performing unscheduled
maintenance, but he recalls an email from his company's security team reminding employees to be on alert for attacks from a known
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group of malicious actors specifically targeting the industry.
Ben is a diligent employee and wants to make sure that he protects the company but he does not want to bother his hard-working
colleagues on the weekend. He is going to discuss the matter with this manager first thing in the morning but wants to be prepared so
he can demonstrate his knowledge in this area and plead his case for a promotion.
Going forward, what is the best way for IgNight to prepare its IT team to manage these kind of security events?

A. Update its data inventory.
B. Tabletop exercises.
C. IT security awareness training.
D. Share communications relating to scheduled maintenance.

Answer: B

Explanation:
The best way for IgNight to prepare its IT team to manage these kind of security events is to conduct tabletop exercises. Tabletop
exercises are simulated scenarios that test the organization's ability to respond to security incidents in a realistic and interactive way.
Tabletop exercises typically involve:
A facilitator who guides the participants through the scenario and injects additional challenges or variables A scenario that describes
a plausible security incident based on real-world threats or past incidents A set of objectives that define the expected outcomes and
goals of the exercise A set of questions that prompt the participants to discuss their roles, responsibilities, actions, decisions, and
communications during the incident response process A feedback mechanism that collects the participants' opinions and suggestions
on how to improve the incident response plan and capabilities Tabletop exercises help an organization prepare for and deal with
security incidents by:
Enhancing the awareness and skills of the IT team and other stakeholders involved in incident response Identifying and addressing
the gaps, weaknesses, and challenges in the incident response plan and process Improving the coordination and collaboration among
the IT team and other stakeholders during incident response Evaluating and validating the effectiveness and efficiency of the incident
response plan and process Generating and implementing lessons learned and best practices for incident response The other options
are not as effective or useful as tabletop exercises for preparing the IT team to manage security events. Updating the data inventory
is a good practice for maintaining an accurate and comprehensive record of the personal data that the organization collects,
processes, stores, shares, or disposes of. However, it does not test or improve the organization's incident response capabilities or
readiness. IT security awareness training is a good practice for educating the IT team and other employees on the basic principles
and practices of cybersecurity. However, it does not simulate or replicate the real-world situations and challenges that the IT team
may face during security incidents. Sharing communications relating to scheduled maintenance is a good practice for informing the IT
team and other stakeholders of the planned activities and potential impacts on the IT systems and infrastructure. However, it does
not prepare the IT team for dealing with unplanned or unexpected security events that may require immediate and coordinated
response. Reference: CISA Tabletop Exercise Packages; Cybersecurity Tabletop Exercise Examples, Best Practices, and
Considerations; Six Tabletop Exercises to Help Prepare Your Cybersecurity Team

NEW QUESTION # 39 
SCENARIO
Please use the following to answer the next QUESTION:
Ben works in the IT department of IgNight, Inc., a company that designs lighting solutions for its clients. Although IgNight's customer
base consists primarily of offices in the US, some individuals have been so impressed by the unique aesthetic and energy-saving
design of the light fixtures that they have requested IgNight's installations in their homes across the globe.
One Sunday morning, while using his work laptop to purchase tickets for an upcoming music festival, Ben happens to notice some
unusual user activity on company files. From a cursory review, all the data still appears to be where it is meant to be but he can't
shake off the feeling that something is not right. He knows that it is a possibility that this could be a colleague performing unscheduled
maintenance, but he recalls an email from his company's security team reminding employees to be on alert for attacks from a known
group of malicious actors specifically targeting the industry.
Ben is a diligent employee and wants to make sure that he protects the company but he does not want to bother his hard-working
colleagues on the weekend. He is going to discuss the matter with this manager first thing in the morning but wants to be prepared so
he can demonstrate his knowledge in this area and plead his case for a promotion.
If this were a data breach, how is it likely to be categorized?

A. Integrity Breach.
B. Authenticity Breach.
C. Availability Breach.
D. Confidentiality Breach.

Answer: D



Explanation:
If this were a data breach, it is likely to be categorized as a confidentiality breach. A confidentiality breach is a type of data breach
that involves unauthorized or accidental disclosure of or access to personal data. A confidentiality breach violates the principle of
confidentiality, which requires that personal data is protected from unauthorized or unlawful use or disclosure. A confidentiality
breach can occur when personal data is exposed to unauthorized parties, such as hackers, competitors, or third parties without
consent. A confidentiality breach can also occur when personal data is sent to incorrect recipients, such as by email or mail.
The other options are not likely to be the correct category for this data breach. An availability breach is a type of data breach that
involves accidental or unauthorized loss of access to or destruction of personal data. An availability breach violates the principle of
availability, which requires that personal data is accessible and usable by authorized parties when needed. An availability breach can
occur when personal data is deleted, corrupted, encrypted, or otherwise rendered inaccessible by malicious actors or technical
errors. An authenticity breach is a type of data breach that involves unauthorized or accidental alteration of personal data. An
authenticity breach violates the principle of authenticity, which requires that personal data is accurate and up to date. An authenticity
breach can occur when personal data is modified, tampered with, or falsified by malicious actors or human errors. An integrity
breach is a type of data breach that involves unauthorized or accidental alteration of personal data that affects its quality or reliability.
An integrity breach violates the principle of integrity, which requires that personal data is complete and consistent with its intended
purpose. An integrity breach can occur when personal data is incomplete, inconsistent, outdated, or inaccurate due to malicious
actors or human errors. Reference: Personal Data Breaches: A Guide; Guidance on the Categorisation and Notification of Personal
Data Breaches

NEW QUESTION # 40 
What should a privacy professional keep in mind when selecting which metrics to collect?

A. The number of metrics should be limited at first.
B. A variety of metrics should be collected before determining their specific functions.
C. Metrics should reveal strategies for increasing company earnings.
D. Metrics should be reported to the public.

Answer: A

Explanation:
Explanation
A privacy professional should keep in mind that the number of metrics should be limited at first when selecting which metrics to
collect. Metrics are quantitative measures that help evaluate the performance and effectiveness of a privacy program. However,
collecting too many metrics can be overwhelming, confusing, and costly. Therefore, a privacy professional should start with a few
key metrics that are relevant, meaningful, actionable, and aligned with the organization's privacy goals and priorities. These metrics
can be refined and expanded over time as the privacy program matures and evolves. References: [Privacy Metrics], [Measuring
Privacy Program Effectiveness]

NEW QUESTION # 41 
SCENARIO
Please use the following to answer the next QUESTION:
Penny has recently joined Ace Space, a company that sells homeware accessories online, as its new privacy officer. The company is
based in California but thanks to some great publicity from a social media influencer last year, the company has received an influx of
sales from the EU and has set up a regional office in Ireland to support this expansion. To become familiar with Ace Space's
practices and assess what her privacy priorities will be, Penny has set up meetings with a number of colleagues to hear about the
work that they have been doing and their compliance efforts.
Penny's colleague in Marketing is excited by the new sales and the company's plans, but is also concerned that Penny may curtail
some of the growth opportunities he has planned. He tells her "I heard someone in the breakroom talking about some new privacy
laws but I really don't think it affects us. We're just a small company. I mean we just sell accessories online, so what's the real risk?"
He has also told her that he works with a number of small companies that help him get projects completed in a hurry. "We've got to
meet our deadlines otherwise we lose money. I just sign the contracts and get Jim in finance to push through the payment. Reviewing
the contracts takes time that we just don't have." In her meeting with a member of the IT team, Penny has learned that although Ace
Space has taken a number of precautions to protect its website from malicious activity, it has not taken the same level of care of its
physical files or internal infrastructure. Penny's colleague in IT has told her that a former employee lost an encrypted USB key with
financial data on it when he left. The company nearly lost access to their customer database last year after they fell victim to a
phishing attack. Penny is told by her IT colleague that the IT team "didn't know what to do or who should do what. We hadn't been
trained on it but we're a small team though, so it worked out OK in the end." Penny is concerned that these issues will compromise
Ace Space's privacy and data protection.



Penny is aware that the company has solid plans to grow its international sales and will be working closely with the CEO to give the
organization a data "shake up". Her mission is to cultivate a strong privacy culture within the company.
Penny has a meeting with Ace Space's CEO today and has been asked to give her first impressions and an overview of her next
steps.
What information will be LEAST crucial from a privacy perspective in Penny's review of vendor contracts?

A. Audit rights
B. The data a vendor will have access to
C. Liability for a data breach
D. Pricing for data security protections

Answer: D

NEW QUESTION # 42 
SCENARIO
Please use the following to answer the next question:
Henry Home Furnishings has built high-end furniture for nearly forty years. However, the new owner, Anton, has found some degree
of disorganization after touring the company headquarters. His uncle Henry has always focused on production - not data processing
- and Anton is concerned. In several storage rooms, he has found paper files, disks, and old computers that appear to contain the
personal data of current and former employees and customers. Anton knows that a single break-in could irrevocably damage the
company's relationship with its loyal customers. He intends to set a goal of guaranteed zero loss of personal information.
To this end, Anton originally planned to place restrictions on who was admitted to the physical premises of the company. However,
Kenneth - his uncle's vice president and longtime confidante - wants to hold off on Anton's idea in favor of converting any paper
records held at the company to electronic storage. Kenneth believes this process would only take one or two years. Anton likes this
idea; he envisions a password- protected system that only he and Kenneth can access.
Anton also plans to divest the company of most of its subsidiaries. Not only will this make his job easier, but it will simplify the
management of the stored data. The heads of subsidiaries like the art gallery and kitchenware store down the street will be
responsible for their own information management. Then, any unneeded subsidiary data still in Anton's possession can be destroyed
within the next few years.
After learning of a recent security incident, Anton realizes that another crucial step will be notifying customers. Kenneth insists that
two lost hard drives in Question not cause for concern; all of the data was encrypted and not sensitive in nature. Anton does not
want to take any chances, however. He intends on sending notice letters to all employees and customers to be safe.
Anton must also check for compliance with all legislative, regulatory, and market requirements related to privacy protection. Kenneth
oversaw the development of the company's online presence about ten years ago, but Anton is not confident about his understanding
of recent online marketing laws. Anton is assigning another trusted employee with a law background the task of the compliance
assessment. After a thorough analysis, Anton knows the company should be safe for another five years, at which time he can order
another check.
Documentation of this analysis will show auditors due diligence.
Anton has started down a long road toward improved management of the company, but he knows the effort is worth it. Anton wants
his uncle's legacy to continue for many years to come.
Which important principle of Data Lifecycle Management (DLM) will most likely be compromised if Anton executes his plan to limit
data access to himself and Kenneth?

A. Ensuring data retrievability
B. Practicing data minimalism
C. Ensuring adequacy of infrastructure
D. Implementing clear policies

Answer: B
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