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HR #254
Drag and drop the steps on the left into the order on the right for an end-user to access an OAuth? protected resource using the
Authorization Code Grant1 flow.
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OQAuth client receives an authorization code step 1

OAuth client requests access token from authorization server C_l_s_co

end-user initiates authentication using OAuth client step 3

OAuth client requests a resource on the resource server step 4

OAuth client communicates with authorization server to

display login UI step 5
end-user authenticates with the authorization server step 6
EE:
f# AL
OAuth client receives an authorization code end-user initiates authentication using OAuth client

1
OAuth client requests access token from authorization server |

OAuth cliel Xata with authorization server to
N display login UI

et 2

end-user initiates authentication using OAuth client | uuser authenticates with the authorization server

OAuth client requests a resource on the rao:::!le l OAuth client receives an authorization code

v
OAuth client communicates with rver to ‘ o b
display Iogin@ J li—l“u‘ di't r'ua' a'ess‘oken from authorization server

—

end-user authenticates with the authorization server ¢ IA‘LSi@ esource on the resource server

display login UL

&
Wm“{%m T
o —€15€0-

mm@mmm
X

OAuth dient requests a resource on the resource server

B #255



Refer to the exhibit.

jent ini the flow. step 1

The authorizﬁ stvm@he client, validates details
step 2
a i access token.

The authorization server redirects the user- agent

client using the redirection o step 3
The authorization server authenticates the resource owner. step 4
The dient requests an access token from the authorization hap 5
server's token endpoint. P
Ef#:
it .«

Client initiates the flow.

sent, and responds with an access token. ient using the redirection URI provided.

IThe authorization server authenticates the client, validates details

The authorization server redirects the user-agent back to the authorization server authenticates the client, validates details
client using the redirection URI provided. sent, and responds with an access token.

The client requests an access token from the authorization
server’s token endpoint.

The authorization server authenticates the resource owner.

B #256

Refer to the exhibit. An application has been developed to serve the users in an enterprise. After HTTP cache controls are
implemented m the application users report that they receive state data when they refiesh the page. Without removing HTTP cache
controls, which change ensures that the users get current data when refreshing the page?

1 import requests, requests_cache

2 from flask import Flask, rend'r_l:e l‘t‘, 'e e't. jsonify

3

4 app = Flask(_name_ )

5

6 requests_cache.install_cache(‘a; lcls C%@i ;, expire after=900)
;

8 @app.route(‘/’, methods=[‘GET, ‘POST'

% def devnet ():

10 if request.method == }

11 location = rm.get (*location’)

12 url = - et.com/api/search{0}”.format {location}
13 ras i®t = requests.get(url).json()

14 re sonify(response_dict)

is return re _template(‘index.html’)

16

17 if name_ == ‘_main_':

18 app.-run()

e A. Add an H-None-Match header that has a value of an Entity Tag,



¢ B. Reduce the expire_after value to 60.
¢ (. Add an Expires header that has a value of 0.
e D. Add a Cache-Control header that has a value of no-cache, no-store must-revalidate.

IEf#: D
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A development team is looking for a tool to automate configurations across the infrastructure. The tool must have these
characteristics:

- written in Go

- defining a configuration for intent

- stateful

- declarative

Which tool meets these requirements?

A. Chef
B. NSX
C. NAPALM
D. Terraform

Ef#: D
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Drag and Drop Question

Drag and drop the code snippets from the bottom onto the boxes where the code is missing to complete the API call to implement
error handling. Not all options are used.

base url = ‘httpl*//vebebplu :ca!v'l."‘_
headers = | cantnn*-:,pef’p: appl ;cnrloﬂj#n , ‘Authorization’:’secretlld’ |}
def list messagea():

response = r-quost: ﬁt{bnnn url ¥ '/messages’ + ‘7rcomIde=1234’,
ra~headers)

4 B
1f :clpcnlc.-tat”_ca&

retry € ime =

retry time = int(response.headecrs.get(’ ] ")) of retry time

print('Too many requeats, trying again I O+ striretry time) + ' seca.’)

time.sleep| _I )

get_tokenl)

eloe:
return response

list messages()

ae
L)
it
L]
4

<20 401 425 Retry-

get_token() 3 retry time




base url = ‘https://webexapis.com/vl’

headers { ‘content-type’ 1‘application/json’, WutBorization :‘Becietlld’
gef list measageal) :
response = regqueats.get(base url + '/measages' + “TrocomId=1234",

headera=headers)

1f response.status code == §25 g
1
retry time = [ |
)

retry time = int (response. headers.get(’ FafrySATtex ")) Of retry time

print ('Too manv recueats. trying again 3 'g* striretry time) + ' secs.')

time.sleep |

v

et e

elde;

return response

+18T messages()
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