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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q163-Q168):

NEW QUESTION # 163
A high-severity vulnerability was found on a web application and introduced to the enterprise. The vulnerability could allow an
unauthorized user to utilize an open-source library to view privileged user information. The enterprise is unwilling to accept the risk,
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but the developers cannot fix the issue right away.
Which of'the following should be implemented to reduce the risk to an acceptable level until the issue can be fixed?

A. Change privileged usernanes, review the OS logs, and deploy hardware tokens.

B. Implement MF A, review the application logs, and deploy a WAF.

C. Scan the code with a static code analyzer, change privileged user passwords, and provide security training,
D. Deploy a VPN, configure an official open-source library repository, and performa full application review for
vulnerabilities.

Answer: B

Explanation:

Reference: hitpsy//www.microfocus.conm/en-us/what-is/sast

Implementing MFA can add an extra layer of security to protect against unauthorized access if the vulnerability is exploited.
Reviewing the application logs can help identify if any attempts have been made to exploit the vulnerability, and deploying a WAF
can help block any attempts to exploit the vulnerability.

While the other options may provide some level of security, they may not directly address the vulnerability and may not reduce the
risk to an acceptable level

NEW QUESTION # 164

A company's finance department acquired a new payment system that exports data to an unencrypted file on the system The
company implemented controls on the file so only appropriate personnel are allowed access. Which of the following risk techniques
did the department use in this situation?

A. Mitigate
B. Avoid
C. Transfer
D. Accept

Answer: A

NEW QUESTION # 165

A company is outsourcing to an MSSP that performs managed detection and response services. The MSSP requires a server to be
placed inside the network as a log aggregate and allows remote access to MSSP analyst.

Critical devices send logs to the log aggregator, where data is stored for 12 months locally before being archived to a multitenant
cloud. The data is then sent from the log aggregate to a public IP address in the MSSP datacenter for analysis.

A security engineer is concerned about the security of the solution and notes the following,

* The critical devise send cleartext logs to the aggregator.

* The log aggregator utilize full disk encryption.

* The log aggregator sends to the analysis server via port 80.

* MSSP analysis utilize an SSL VPN with MFA to access the log aggregator remotely.

* The data is compressed and encrypted prior to being achieved in the cloud.

Which of the following should be the engineer's GREATEST concern?

A. Multinancy and data remnants in the cloud

B. Hardware vulnerabilities introduced by the log aggregate server
C. Encryption of data in transit

D. Network bridging from a remote access VPN

Answer: C

Explanation:

Explanation

Encryption of data in transit should be the engineer’s greatest concern regarding the security of the solution.

Data in transit refers to data that is being transferred over a network or between devices. If data in transit is not encrypted, it can be
mtercepted, modified, or stolen by attackers who can exploit vulnerabilities in the network protocols or devices. The solution in the
question sends logs from the critical devices to the aggregator in cleartext and from the aggregator to the analysis server via port 80,
which are both insecure methods that expose the data to potential attacks. Verified References:
https//www.comptia.org/training/books/casp-cas-004-study-guide , https:/us-cert.cisa.gov/ncas/tips/ST04-019



NEW QUESTION # 166

A security engineer at a company is designing a system to mitigate recent setbacks caused competitors that are beating the company
to market with the new products. Several of the products incorporate propriety enhancements developed by the engineer's
company. The network already includes a SEIM and a NIPS and requires 2FA for all user access. Which of the following system
should the engineer consider NEXT to mitigate the associated risks?

A. DLP

B. UM

C. Data flow enforcement
D. Mail gateway

Answer: A

NEW QUESTION # 167

A company is implementing SSL inspection. During the next six months, muiltiple web applications that will be separated out with
subdomains will be deployed.

Which of the following will allow the inspection of the data without multiple certificate deployments?

A. Include all available cipher suites.
B. Implement certificate pinning,

C. Create a wildcard certificate.

D. Use a third-party CA.

Answer: C

Explanation:

A wildcard certificate is a certificate that can be used for multiple subdomains of a domain, such as

* example.com. This would allow the inspection of the data without multiple certificate deployments, as one wildcard certificate can
cover all the subdomains that will be separated out with subdomains. Including all available cipher suites may not help with inspecting
the data without multiple certificate deployments, as cipher suites are used for negotiating encryption and authentication algorithirs,
not for verifying certificates.

Using a third-party CA (certificate authority) may not help with inspecting the data without multiple certificate deployments, as a
third-party CA is an entity that issues and validates certificates, not a type of certificate.

Implementing certificate pinning may not help with inspecting the data without multiple certificate deployments, as certificate pinning is
a technique that hardcodes the expected certificate or public key in the application code, not a type of certificate. Verified
References:

httpss//www.comptia.org/blog/what-is-a-wildcard-certificate
https//partners.comptia.org/docs/default-source/resources/casp-content-guide

NEW QUESTION # 168
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