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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q26-Q31):
NEW QUESTION # 26 
Identify the missing word(s) in the following sentence.
"Information security, cybersecurity and privacy protection - [ ? ]" is the title of ISO/IEC 27005.

A. Guidelines for information security management systems auditing
B. Guidance on managing information security risks
C. Information security management systems - Requirements
D. Information security controls

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27005 standards:
ISO/IEC 27005:2022 is titled:
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"Information security, cybersecurity and privacy protection - Guidance on managing information security risks." This standard
provides structured methodologies for identifying, analyzing, evaluating, and treating risks, in alignment with ISO/IEC 27001's risk
management requirements (Clause 6.1.2 and 6.1.3). It supports organizations in implementing the risk management process that
underpins an ISMS. Options A and B are titles of other ISO standards (ISO/IEC 27007 for auditing, ISO/IEC 27001 for
requirements). Option D refers to ISO/IEC 27002 (controls).
Thus, the correct answer isC: Guidance on managing information security risks.

NEW QUESTION # 27 
Which statement is a factor that will influence the implementation of the information security management system?

A. The ISMS will be separate from the organization's overall management structure
B. The ISMS will be operated as an independent process within the organization
C. The ISMS will encompass all controls specified within ISO/IEC 27001
D. The ISMS will be scaled to the controls according to the needs of the organization

Answer: D

Explanation:
ISO/IEC 27001 makes clear that the ISMS is intended to be tailored to the organization. The standard states: " This document also
includes requirements for the assessment and treatment of information security risks tailored to the needs of the organization. The
requirements set out in this document are generic and are intended to be applicable to all organizations regardless of type, size or
nature." This means implementation is scaled based on each organization's risk, context, and needs, not a fixed one-size-fits-all set of
activities or controls. Clause 6.1.3 further reinforces that control selection is flexible and risk-driven: " Organizations can design
controls as required or identify them from any source," and "Annex A contains a list of possible information security controls... The
information security controls listed in Annex A are not exhaustive and additional information security controls can be included if
needed." Together, these extracts verify that the ISMS implementation is influenced by and scaled to the organization's needs and
selected controls, not separated from management processes (A, D) nor mandated to include "all controls" (B).

NEW QUESTION # 28 
Which ISMS documentation is part of the minimum scope of documented information required to be managed and controlled?

A. The budget assigned to operate the ISMS and its related allocations
B. Records of management decisions related to continual improvement
C. Third party information security awareness materials
D. A statement of correspondence between other ISO standards and the ISMS

Answer: B

Explanation:
Clause 7.5 (Documented Information) specifies that organizations must maintain documentationnecessary for the effectiveness of the
ISMS. Additionally, Clause 9.3 (Management Review) requires "records of decisions related to continual improvement
opportunities" as an output of management review. This is a core requirement and forms part of the documented information that
must be retained and controlled. Third- party materials (B), budgets (C), and cross-reference statements to other ISO standards (D)
are not required by ISO/IEC 27001. Only documents that directly demonstrate compliance, decision-making, and continual
improvement are mandated. Therefore, the verified minimum required documentation includesrecords of management review
decisionsrelated to continual improvement, confirming answer: A.

NEW QUESTION # 29 
Which statement describes the control for the Compliance with policies, rules and standards for information security within Annex A
of ISO/IEC 27001?

A. Maintain contact with legal authorities
B. Regular review of contractual compliance
C. Return assets to their legal owners
D. Regular review of compliance

Answer: D



Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.36 (Compliance with policies, rules and standards for information security) requires:
"Compliance with the organization's information security policies, rules and standards for information security should be regularly
reviewed." This directly matches option A. Option B refers to contractual compliance, which is part of supplier management controls
(Annex A.5.19). Option C relates to Annex A.5.7 (Contact with authorities). Option D refers to asset return controls (Annex
A.5.9).
Thus, the correct answer isA.

NEW QUESTION # 30 
Which statement describes a requirement for information security objectives?

A. They shall be reviewed at least annually
B. They shall all be measurable
C. They shall be contractually transferred to third parties
D. They shall be consistent with the information security policy

Answer: D

Explanation:
Clause 6.2 (Information security objectives) requires that objectives:
* "be consistent with the information security policy"
* "be measurable (if practicable)"
* "take into account applicable information security requirements"
* "be monitored, communicated, and updated as appropriate."
From this, option A is correct since consistency with policy is an explicit requirement. Option B is incorrect because the standard
allows objectives to be measurable "if practicable" (not mandatory for all). Option C is incorrect-objectives are not transferred
contractually to third parties, though third-party agreements may include security requirements. Option D is incorrect because the
standard requires regular review "as appropriate," not a fixed annual cycle.
Thus, the verified requirement isA: They shall be consistent with the information security policy.

NEW QUESTION # 31
......
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