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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q209-Q214):
NEW QUESTION # 209 
Which two considerations should be made whenimplementing Delegated Authentication?
Choose 2 answers

A. It can be used to authenticate API clients and mobile apps.
B. It requires trusted IP ranges at the User Profile level.
C. Salesforce servers receive but do not validate a user's credentials.
D. Just-in-time Provisioning can be configured for new users.
E. The authentication web service can include custom attributes.

Answer: A,D

Explanation:
Delegated authentication is a feature that allows Salesforce to delegate the authentication process to an external service of your
choice1. When implementing delegated authentication, you shouldconsider the following aspects2:
* The authentication web service can include custom attributes, such as user roles or permissions, in the response to Salesforce.
These attributes can be used to update user records or trigger workflows in Salesforce2.
* Delegated authentication can be used to authenticate API clients and mobile apps that use the SOAP API or REST API login()
methods. However,it does not support OAuth 2.0 flows or other authentication methods2.
* Delegated authentication does not require trusted IP ranges at the User Profile level. However, you can use them to restrict access
to Salesforce from specific IP addresses orranges2.
* Salesforce servers receive but do not validate a user's credentials. Instead, they pass the credentials to the external authentication
service, which validates them and returns a response to Salesforce2.
* Just-in-time provisioning can be configured for new users who log in with delegated authentication. This feature allows Salesforce
to create or update user accounts based on the information provided bythe external authentication service3.
References:
Delegated Authentication
Delegated Authentication Single Sign-On
Just-in-Time Provisioning for Delegated Authentication

NEW QUESTION # 210 
Northern Trail Outfitters is implementing a business-to-business (B2B) collaboration site using Salesforce Experience Cloud. The
partners will authenticate with an existing identity provider and the solution will utilize Security Assertion Markup Language (SAML)
to provide single sign-on to Salesforce. Delegated administration will be used in the Expenence Cloud site to allow the partners to
administer their users' access.
How should a partner identity be provisioned in Salesforce for this solution?

A. Create a user and a related contact.
B. Create only a contact.
C. Create a contactless user.
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D. Create a person account.

Answer: A

Explanation:
Explanation
To provision a partner identity in Salesforce for a B2B collaboration site using SAML SSO, the identity architect should create a
user and a related contact. A user record is required to authenticate and authorize the partner to access Salesforce resources. A
contact record is required to associate the partner with an account, which represents the partner's organization. A contactless user or
a person account are not supported for B2B collaboration sites. References: User and Contact Records for Partner Users, Create
Partner Users

NEW QUESTION # 211 
Universal containers(UC) has decided to build a new, highly sensitive application on Force.com platform. The security team at UC
has decided that they want users toprovide a fingerprint in addition to username/Password to authenticate to this application.How
can an architect support fingerprint as a form of identification for salesforce Authentication?

A. Use custom login flows with callouts to a third-party fingerprint scanning application.
B. Use Delegated Authentication with callouts to a third-party fingerprint scanning application.
C. Use an AppExchange product that does fingerprint scanning with native salesforce identity confirmation.
D. Use salesforce Two-factor Authentication with callouts to a third-party fingerprint scanning application.

Answer: A

Explanation:
D is correct because using custom login flows with callouts to a third-party fingerprint scanning application allows UC to support
fingerprints as a form of identification for Salesforce authentication. Custom login flows allow UC to implement custom logic and UI
elements for authentication, such as calling an external web service that performs fingerprint scanning and verification. A is incorrect
because using Salesforce two-factor authentication with callouts to a third-party fingerprint scanning application does not support
fingerprints as a form of identification for Salesforce authentication. Salesforce two-factor authentication requires users to enter a
verification code or use an app like Salesforce Authenticator, not a fingerprint. B is incorrect because using delegated authentication
with callouts to a third-party fingerprint scanning application does not support fingerprints as a form of identification for Salesforce
authentication. Delegated authentication requires users to enter their username and password, not a fingerprint. C is incorrect
because using an AppExchange product that does fingerprint scanning with native Salesforce identity confirmation does not support
fingerprints as a form of identification for Salesforce authentication. AppExchange products are third-party applications that integrate
with Salesforce, not native Salesforce features. Verified References: [Custom Login Flows], [Two- Factor Authentication],
[Delegated Authentication], [AppExchange]

NEW QUESTION # 212 
Universal Containers (UC) is looking to build a Canvas app and wants to use the corresponding Connected App to control where
the app is visible. Which two options are correct in regards to where the app can be made visible under the Connected App setting
for the Canvas app? Choose 2 answers

A. The sidebar of a Salesforce Console as a console component.
B. As part of the body of a Salesforce Knowledge article.
C. In the mobile navigation menu on Salesforce for Android.
D. Included in the Call Control Tool that's part of Open CTI.

Answer: A,D

Explanation:
Explanation
The sidebar of a Salesforce Console as a console component and included in the Call Control Tool that's part of Open CTI are two
options that are correct in regards to where the app can be made visible under the connected app settings for the Canvas app. A
Canvas app is an external application that can be embedded within Salesforce using an iframe. A connected app is an application
that integrates with Salesforce using APIs and uses OAuth as the authentication protocol. You can control where a Canvas app can
be displayed in Salesforce by configuring the locations in the connected app settings. The sidebar of a Salesforce Console as a
console component is a valid location for a Canvas app because it allows you to display the app as a collapsible panel on the side of
any console app. Included in the Call Control Tool that's part of Open CTI is a valid location for a Canvas app because it allows



you to display the app as part of the softphone panel that integrates with your telephony system. As part of the body of a Salesforce
Knowledge article is not a valid location for a Canvas app because it is not supported by the connected app settings. In the mobile
navigation menu on Salesforce for Android is not a valid location for a Canvas app because it is not supported by the connected app
settings. References: : [Canvas Developer Guide] : [Connected Apps Overview] : [Add or Remove Components from Your
Console Apps] : [Open CTI Developer Guide]

NEW QUESTION # 213 
Universal Containers (UC) has an existing e-commerce platform and is implementing a new customer community. They do not want
to force customers to register on both applications due to concern over the customers experience. It is expected that 25% ofthe e-
commerce customers will utilize the customer community . The e-commerce platform is capable of generating SAML responses and
has an existing REST- ful API capable of managing users. How should UC create the identities of its e-commerce users with
thecustomer community?

A. Use the standard Salesforce API to create users in the Community When a User is Created in the e- Commerce platform
and use SAML to allow SSO.
B. Use a nightly batch ETL job to sync users between the Customer Community and the e-commerce platform and use
SAML to allow SSO.
C. Use SAML JIT in the Customer Community to create users when a user tries to login to the community from the e-
commerce site.
D. Use the e-commerce REST API to create users when a user self-register on the customer community and useSAML to
allow SSO.

Answer: C

Explanation:
The best option for UC to create the identities of its e-commerce users with the customer community is to use SAML JIT in the
customer community to create users when a user tries to login to the community from the e- commerce site. SAML JIT (Just-in-
Time) is a feature that allows Salesforce to create or update user accounts based on the information provided in a SAML assertion
from an identity provider (IdP). This feature enables UC to avoid duplicating user registration on both applications and provide a
seamless single sign-on (SSO) experience for its customers. The other options are not optimal for this scenario. Using the e-
commerce REST API to create users when a user self-registers on the customer communitywould require the user to register twice,
once on the e-commerce site and once on the customer community, which would degrade the customer experience. Using a nightly
batch ETL job to sync users between the customer community and the e- commerce platformwould introduce a delay in user
creation and synchronization, which could cause errors or inconsistencies. Using the standard Salesforce API to create users in the
community when a user is created in the e-commerce platform would require UC to write custom code and maintain API integration,
which could increase complexity and cost. References: [Just-in-Time Provisioning for SAML], [Single Sign-On], [SAML SSO
Flows]

NEW QUESTION # 214
......
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