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ECCouncil Certified Threat Intelligence Analyst Sample Questions (Q88-
Q93):

NEW QUESTION # 88

A network administrator working in an ABC organization collected log files generated by a traffic monitoring system, which may not
seem to have useful information, but after performing proper analysis by him, the same information can be used to detect an attack in
the network.

Which of the following categories of threat information has he collected?
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A. Detection indicators
B. Advisories

C. Low-level data

D. Strategic reports

Answer: C

Explanation:

The network administrator collected log files generated by a traffic monitoring system, which falls under the category of low-level
data. This type of data might not appear useful at first glance but can reveal significant insights about network activity and potential
threats upon thorough analysis. Low-level data includes raw logs, packet captures, and other granular details that, when analyzed
properly, can help detect anomalous behaviors or indicators of compromise within the network. This type of information is essential
for detection and response efforts, allowing security teans to identify and mitigate threats in real-time.

References:

"Network Forensics: Tracking Hackers through Cyberspace," by Sherri Davidoft and Jonathan Ham, Prentice Hall

"Real-Time Detection of Anomalous Activity in Dynamic, Heterogeneous Information Systerns," IEEE Transactions on Information
Forensics and Security

NEW QUESTION # 89

Youare a cybersecurity analyst working at a financial institution. An unusual pattern of financial transactions was detected,
suggesting potential fraud or money laundering, What specific type of threat intelligence would you rely on to analyze these financial
activities and identify potential risks?

A FININT
B. TECHINT
C.CHIS

D. OSINT

Answer: A

Explanation:

FININT (Financial Intelligence) refers to the collection, processing, and analysis of financial transaction data to identify suspicious or
illicit activities such as fraud, money laundering, terrorist financing, or financial crimes.

In this scenario, the analyst is investigating unusual financial transaction patterns, which is exactly the purpose of financial intelligence.
Key Features of FININT:

* Focuses on financial data sources, including transaction records, wire transfers, and account statements.

* Helps detect illicit financial flows or abnormal transaction behaviors.

* Used by banks, financial institutions, and government agencies to identify and prevent financial crimes.

* Often shared with intelligence agencies and regulatory bodies to support counter-fraud and anti-money laundering operations.
Why the Other Options Are Incorrect:

* A. OSINTRefers to publicly available information such as websites, news, or social media. It is not specific to financial transaction
data.

* B. CHISRefers to human intelligence sources obtained through personal or covert interaction, not financial data analysis.

* C. TECHINT:Refers to intelligence gathered from technical sources such as sensors or electronic systers, not financial records.
Conclusion:

The correct intelligence type used to analyze suspicious financial transactions is FININT (Financial Intelligence).

Final Answer: D. FININT

Explanation Reference (Based on CTIA Study Concepts):

As per CTIA threat ntelligence classifications, FININT involves collecting and analyzing financial data to detect and mitigate
fraudulent or criminal activities.

NEW QUESTION # 90

An organization suffered many major attacks and lost critical mformation, such as employee records, and financial information.
Therefore, the management decides to hire a threat analyst to extract the strategic threat intelligence that provides high-level
mformation regarding current cyber-security posture, threats, details on the financial impact of various cyber-activities, and so on.
Which of'the following sources will help the analyst to collect the required intelligence?

e A. OSINT, CTI vendors, ISAO/ISACs



e B. Human, social media, chat rooms
e (. Active campaigns, attacks on other organizations, data feeds from external third parties
¢ D. Campaign reports, malware, incident reports, attack group reports, human intelligence

Answer: A

Explanation:

For gathering strategic threat intelligence that provides a high-level overview of the current cybersecurity posture, potential financial
impacts of cyber activities, and overarching threats, sources such as Open Source Intelligence (OSINT), Cyber Threat Intelligence
(CTI) vendors, and Information Sharing and Analysis Organizations (ISAOs)/Information Sharing and Analysis Centers (ISACs) are
invaluable. OSINT involves collecting data from publicly available sources, CTI vendors specialize in providing detailed threat
ntelligence services, and ISAOs/ISACs facilitate the sharing of threat data within specific industries or communities. These sources
can provide broad insights into threat landscapes, helping organizations understand how to align their cybersecurity strategies with
current trends and threats.

References:

"Cyber Threat Intelligence: Sources and Methods," by Max Kilger, Ph.D., SANS Institute Reading Room

"Open Source Intelligence (OSINT): An Introduction to the Basic Concepts and the Potential Benefits for Information Security," by
Kevin Cardwell, [EEE Xplore

NEW QUESTION # 91

In a team of threat analysts, two individuals were competing over projecting their own hypotheses on a given malware. However, to
find logical proofs to confirm their hypotheses, the threat intelligence manager used a de-biasing strategy that involves learning
strategic decision making in the circumstances comprising multistep interactions with numerous representatives, either having or
without any perfect relevant information.

Which of the following de-biasing strategies the threat intelligence manager used to confirm their hypotheses?

A. Gane theory
B. Machine learning

C. Cognitive psychology
D. Decision theory

Answer: A

Explanation:

Gane theory is a mathematical framework designed for understanding strategic situations where individuals' or groups' outcomes
depend on their choices and the choices of others. In the context of threat intelligence analysis, game theory can be used as a de-
biasing strategy to help understand and predict the actions of adversaries and defenders. By considering the various strategies and
potential outcomes in a 'game’ where each player's payoffis affected by the actions of others, analysts can overcome their biases and
evaluate hypotheses more objectively. This approach is particularly useful in scenarios nvolving multiple actors with different goals
and incomplete information.

References:

"Game Theory and Its Applications in Cybersecurity” in the International Journal of Computer Science and Information Security
"Applying Game Theory to Cybersecurity” by the SANS Institute

NEW QUESTION # 92

An attacker istructs bots to use camouflage mechanism to hide his phishing and malware delivery locations in the rapidly changing
network of compromised bots. In this particular technique, a single domain name consists of multiple IP addresses.

Which of the following technique is used by the attacker?

A. Fast-Flux DNS

B. DNS interrogation
C. DNS zone transfer
D. Dynamic DNS

Answer: A

Explanation:
Fast-Flux DNS is a technique used by attackers to hide phishing and malware distribution sites behind an ever- changing network of
compromised hosts acting as proxies. It involves rapidly changing the association of domain names with multiple IP addresses,



making the detection and shutdown of malicious sites more difficult. This technique contrasts with DNS zone transfers, which involve
the replication of DNS data across DNS servers, or Dynamic DNS, which typically involves the automatic updating of DNS records
for dynamic IP addresses, but not necessarily for malicious purposes. DNS interrogation involves querying DN servers to retrieve
information about domain names, but it does not involve hiding malicious content. Fast-Flux DNS specifically refers to the rapid
changes in DNS records to obfuscate the source of the malicious activity, aligning with the scenario described.

References:

SANS Institute InfoSec Reading Room

ICANN (Internet Corporation for Assigned Names and Numbers) Security and Stability Advisory Committee

NEW QUESTION # 93

Our website offer considerate 24/7 services with non-stopping care for you. Although we cannot contact with each other face to
face, but there are no disparate treatments and we treat every customer with consideration like we are around you at every stage
during your review process. We will offer help insofar as I can. Some company refused to rescind customers’ money when they fail
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