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NEW QUESTION # 58
Refer to the exhibit, which shows the ADVPN IPsec interface representing the VPN IPsec phase 1 from Hub A to Spoke 1 and
Spoke 2, and from Hub # to Spoke 3 and Spoke 4.
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An administrator must configure an ADVPN using IBGP and EBGP to connect overlay network 1 with 2.
‘What must the administrator configure in the phase 1 VPN [Psec configuration of the ADVPN tunnels?

A. set auto-discovery-sender enable and set network-id x

B. set auto-discovery-receiver enable and set npu-offload enable

C. set auto-discovery-forwarder enable and set remote-as x

D. set auto-discovery-crossover enable and set enforce-multihop enable

Answer: D

Explanation:

When configuring ADVPN (Auto-Discovery VPN) to connect overlay networks across different hubs using IBGP and EBGP,
special configurations are required to allow spokes from different overlay networks to dynamically establish tunnels.

# set auto-discovery-crossover enable

# This allows cross-hub tunnel discovery in an ADVPN deployment where muiltiple hubs are used.

# Since Hub A and Hub B belong to different overlays, enabling crossover discovery ensures that spokes from one overlay can
dynamically create direct tunnels to spokes in the other overlay when needed.

# set enforce-multihop enable

# This setting ensures that BGP peers using loopback interfaces can establish connectivity even if they are not directly connected.
# Multihop BGP sessions are required when using loopback addresses as BGP peer sources because the connection might need to
traverse multiple routers before reaching the BGP neighbor.

# This is especially useful in ADVPN deployments with multiple hubs, where routes might need to cross from one hub to another.

NEW QUESTION # 59

The IT department discovered during the last network migration that all zero phase selectors in phase 2 IPsec configurations
impacted network operations.

What are two valid approaches to prevent this during future migrations? (Choose two.)

e A. Configure an [Psec-aggregate to create redundancy between each firewall peer.

e B. Use routing protocols to specify allowed subnets over the tunnel.

e C. Configure an IP address on the IPsec interface of each firewall to establish unique peer connections and avoid impacting
network operations.

e D. Clearly indicate to the VPN which segments will be encrypted in the phase two selectors.

Answer: B,D

Explanation:
Zero phase selectors in [Psec Phase 2 mean that no specific traffic selectors (subnets) are defined, allowing any traffic to be
encrypted through the VPN tunnel. This can cause unintended traffic forwarding issues and disrupt network operations.



To prevent this from happening during fiture migrations:

# Using routing protocols ensures that only specific subnets are advertised over the tunnel. Dynamic routing (such as OSPF or BGP)
helps define which networks should use the tunnel, preventing unintended traffic from being encrypted.

# Clearly defining phase 2 selectors avoids the problem of encrypting all traffic by explicitly stating the allowed source and
destination subnets. This prevents the tunnel from affecting unrelated network traffic.

NEW QUESTION # 60
Refer to the exhibit.

Routing table on FortiGate_A

FortiGate_A # get router info routing-table all

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area aAmn
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external typel2  w m H TI I I ET
E1l - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-1S level-1, L2 - IS-IS level-2, ia - IS-IS inter area

V - BGP VPNv4
* - candidate default

Routing table for VRF=0

$* 0.0.0.0/0 [10/0] via 10.1.0.254, port1, [1/0]

10.1.0.0/24 is directly connected, portl

10.1.4.0/24 is directly connected, port3

100.64.1.0/24 [200/0] via 10.1.0.254 (recursive is directly connected, port1), 00:39:45, [1/0]
172.16.1.252/30 [200/0] via 10.1.0.1 (recursive is directly connected, portl), 00:42:48, [1/0]
172.16.100.0/24 is directly connected, port8
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Routing table on FortiGate_B

FortiGate_B # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
* - candidate default

Routing table for VRF=0

S$* 0.0.0.0/0[10/0] via 10.1.0.254, port1, [1/0]

S 4.2.2.2/32 [10/0] via 10.1.5.254, port4, [1/0]

10.1.0.0/24 is directly connected, portl

10.1.4.0/24 [200/0] via 10.1.0.100 (recursive is directly connected, portl), 00:41:02, [1/0]
10.1.5.0/24 is directly connected, port4

100.64.1.0/24 [200/0] via 10.1.0.254 (recursive is directly connected, port1), 00:38:14, [1/0]
172.16.1.248/30 is directly connected, CO

172.16.1.252/30 is directly connected, A0

172.16.100.0/24 is directly connected, port8
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The routing tables of FortiGate A and FortiGate B are shown. FortiGate A and FortiGate B are in the same autonomous system
The administrator wants to dynamically add only route 172.16.1.248/30 on FortiGate A.
‘What must the administrator configure?



A. A BGP route map in for 172.16.1.248/30 on FortiGate A

B. The prefix 172.16.1.248/30 in the BGP Networks section on FortiGate B
C. A BGP route map out for 172.16.1.248/30 on FortiGate B

D. Enable Redistribute Connected in the BGP section on FortiGate B.

Answer: C

Explanation:

FortiGate A and FortiGate B are in the same autonomous system (AS), and FortiGate A does not currently have route
172.16.1.248/30 m its routing table. However, FortiGate B has this route as a connected route.

To dynamically advertise only 172.16.1.248/30 from FortiGate B to FortiGate A, the administrator must configure a BGP route
map out on FortiGate B that specifically permits only this prefix.

A BGP route map out on FortiGate B controls which routes FortiGate B advertises to FortiGate A. Ifno filtering is applied,
FortiGate B might advertise all BGP-learned and connected routes, which is not what the administrator wants. The route map
should include a prefix-list that explicitly allows only 172.16.1.248/30 and denies everything else.

NEW QUESTION # 61

A company's users on an [IPsec VPN between FortiGate A and B have experienced mntermittent issues since implementing VXLAN.
The administrator suspects that packets exceeding the 1500-byte default MTU are causing the problers.

In which situation would adjusting the interface's maximum MTU value help resolve issues caused by protocols that add extra
headers to IP packets?

e A Adjust the MTU on interfaces only in wired connections like PPPoE, optic fiber, and ethernet cable.
¢ B. Adjust the MTU on interfaces only if FortiGate has the FortiGuard enterprise bundle, which allows MTU modification.
e C. Adjust the MTU on interfaces in all FortiGate devices that support the latest family of Fortinet SPUs:
NP7, CP9 and SP5.
¢ D. Adjust the MTU on interfaces in controlled environments where all devices along the path allow MTU interface changes.

Answer: D

Explanation:

When using [Psec VPNs and VXLAN, additional headers are added to packets, which can exceed the default

1500-byte MTU. This can lead to fragmentation issues, dropped packets, or degraded performance.

To resolve this, the MTU (Maximum Transmission Unit) should be adjusted only if all devices in the network path support it.
Otherwise, some devices may still drop or fragment packets, leading to continued issues.

Why adjusting MTU helps:

# VXLAN adds a 50-byte overhead to packets.

# IPsec adds additional encapsulation (ESP, GRE, etc.), increasing the packet size.

# If packets exceed the MTU, they may be fragmented or dropped, causing intermittent connectivity issues.

# Lowering the MTU on interfaces ensures packets stay within the supported size limit across all network devices.

NEW QUESTION # 62
Refer to the exhibit, which shows an OSPF network.

‘Which configuration must the administrator apply to optimize the OSPF database?

e A Set an access list in the AS boundary FortiGate.



e B. Set the area 0.0.0.1 to the type STUB in the area border FortiGate.
¢ C. Set a route map in the AS boundary FortiGate.
e D. Set the area 0.0.0.1 to the type NSSA in the area border FortiGate.

Answer: B

Explanation:

The OSPF database optimization is necessary to reduce unnecessary routing information and improve network performance. In the
given topology, Area 0.0.0.1 is a non-backbone area connected to Area 0.0.0.0 (the backbone area) through an Area Border
Router (ABR).

To optimize OSPF in this scenario, configuring Area 0.0.0.1 as a Stub Area will:

# Reduce the size of the OSPF database by preventing external routes (from outside OSPF) from being injected into Area 0.0.0.1.
# Allow only intra-area and inter-area routes, meaning routers in Area 0.0.0.1 will rely on a default route for external destinations.
# Improve convergence time and reduce router processing load since fewer LSAs (Link-State Advertisements) are exchanged.
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