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HP Aruba Certified Campus Access Mobility Expert Written Exam Sample
Questions (Q70-Q75):

NEW QUESTION # 70

You recently added HPE Aruba Networking ClearPass as an authentication server to a group in HPE Aruba Networking Central.
RADIUS authentication with Local User Roles (LUR) works fine, but the same access points cannot use Downloadable User Roles
(DUR).

‘What should be corrected in this configuration to fix the issue with DUR?

¢ A. Modify the shared secret on the switch to match CPPM using the "radius-server host" command

¢ B. Add a new Enforcement Policy of type "WEBAUTH" on ClearPass and associate it with the matching service on
ClearPass

e C. Uncheck the "Dynamic Authorization" checkbox in the authentication server configuration on HPE Aruba Networking
Central

¢ D. Add the correct values for "CPPM Username" and "CPPM Password" in the authentication server configuration on HPE
Aruba Networking Central

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract of HPE Aruba Networking Switching;

‘When using Downloadable User Roles (DUR) with HPE Aruba Networking ClearPass, the Aruba device (AP, gateway, or switch)
nmust authenticate to ClearPass to retrieve and install the user role that ClearPass sends dynamically. This process differs from normal
RADIUS authentication, where only the user credentials are verified.

In Aruba Central, when you configure an authentication server (ClearPass) and enable Downloadable Roles

, the system requires CPPM Username and CPPM Password fields. These credentials are specifically used by the Aruba device to
establish a secure HTTPS (TLS) session to the ClearPass server for DUR retrieval.

Ifthe CPPM Username or CPPM Password values are missing, incorrect, or not synchronized with the corresponding credentials
defined on ClearPass, the device will fail to authenticate to ClearPass for DUR retrieval. This results in RADIUS authentication
succeeding (because LUR is still flinctioning), but the DUR cannot be downloaded.

Exact Extract from HPE Aruba Networking Switching and ClearPass Configuration Guides:

"When Downloadable User Roles are enabled, the Aruba device must authenticate with ClearPass using configured credentials. The
device uses the CPPM Username and Password for HTTPS-based role retrieval. Ifthe credentials are not defined or are invalid,
role download will fail even if RADIUS authentication succeeds."

"The CPPM Usernanme and Password define the credentials the device uses to connect to ClearPass for downloadable role
retrieval. These credentials must match the admin or API credentials configured on the ClearPass Policy Manager server." This
explains why Local User Roles (LUR) work (standard RADIUS), but Downloadable User Roles (DUR) do not - the HTTPS/TLS
authentication for DUR fails because the required credentials were not configured correctly.

Why the Other Options Are Incorrect:

* A. Add a new Enforcement Policy of type "WEBAUTH" on ClearPass:WebAuth enforcement policies are unrelated to DUR.
Downloadable User Roles are delivered using an Aruba Downloadable Role enforcement profile, not WebAuth.

"Downloadable roles are defined and enforced through the Aruba Downloadable Role profile type. WebAuth policies are used for
captive portal authentication only."

* C. Uncheck the "Dynamic Authorization" checkbox:Dynamic Authorization (RFC 3576 or CoA) allows session reauthentication
or role changes. Disabling this feature would not fix DUR, as DUR relies on CPPM credentials for HTTPS authentication.
"Dynamic Authorization (CoA) enables session updates but does not control role download authentication."

* D. Modify the shared secret on the switch using the 'radius-server host' command:This option applies to switch RADIUS
configuration, not Aruba Central APs or gateways. The DUR process uses HTTPS with ClearPass credentials, not the RADIUS
shared secret.

"The RADIUS shared secret is used for authentication requests, not for downloadable role retrieval

Downloadable roles require valid CPPM credentials."

References of HPE Aruba Networking Switching Documents or Study Guide:

* Aruba Central Management and Configuration Guide - Downloadable Roles Section(Explains CPPM Username/Password
requirement and DUR HTTPS authentication process.)

* Aruba ClearPass Policy Manager Configuration Guide - Aruba Downloadable Role Enforcement Profiles(Details the role
download process and ClearPass credential validation.)


https://www.examcollectionpass.com/HP/HPE7-A07-latest-exam-dumps.html

* ArubaOS-Switch and AOS-CX Security Configuration Guide - Role-Based Access Control and ClearPass Integration(Describes
the mechanism for DUR retrieval and the use of HTTPS between the Aruba device and ClearPass.)

NEW QUESTION # 71
Refer to the CLI output below:

‘What statement about the output above is correct?

A. The port-access role was configured with gateway-role visitor
B. The secondary tunnel endpoint IP is 10.10-10.151.

C. The client authenticated using dot1x.

D. The UBT zone was configured to use a user-defined VRF

Answer: B

Explanation:

The CLI output indicates a tunnel creation process, where "SW hw tun created" refers to the switch hardware tunnel being created.
The line mentioning "BYP-10.10.10.101 -> SW hw tun created to 10.10.10.151 tunnel

15." implies that a tunnel was established to the secondary tunnel endpoint with the IP address 10.10.10.151.

This is a common configuration for User-Based Tunneling (UBT) setups where traffic is tunneled to a specific endpoint.

NEW QUESTION # 72
‘Which option shows the correct Banawidth Control for 1024 kbps down and 2048 Kops up for the SSID?

A.
B.
C.
D.

Answer: B

Explanation:

The correct Bandwidth Control settings for 1024 Kbps down and 2048 Kbps up for the SSID are shown in Option D. In Option
D, the downstream is set at 1024 Kbps and the upstream at 2048 Kbps, both configured per user, which matches the requested
configuration. This setup ensures that each user has a guaranteed bandwidth allocation of the specified rates when connected to the
SSID, providing a controlled and predictable user experience.

NEW QUESTION # 73
Which statement is true given the following CLIoutput froma CX 63007

A. Duplicate MAC addresses were detected in the overlay fabric
B. There are three active client overlay VLLANs in the overlay fabric
C. The underlay loopback addresses are in the 172 21 11 x range.
D. There are two anycast addresses mme overlay fabric.

Answer: C

Explanation:

The CLI output displays EVPN routes and their corresponding next hops. The "Route Distinguisher" entries followed by IP
addresses in the 172.21.11.x range indicate these are loopback addresses used by the underlay network. The underlay network
provides the basic routing and forwarding plane for the overlay network that EVPN is part of These loopback addresses are crucial
for the proper functioning of the EVPN control plane.

NEW QUESTION # 74

An ACME company employee complained about a recent poor-quality VoIP call while moving aroundtheir office environment HPE
Aruba Networking Central reported a fair UCC score for this callwhile your VoIP engineer reported that their systens reported a
MOS of2,3. The VoIP devices are operatingover the SGHz frequency band.



What are the possible contributing factors? (Select two.)

A. There was localized interference at the caller's location

B. The client roamed into an area that continuously operates Zigbee.

C. 802.1r is enabled in the WLAN Security settings.

D. 802.1K is disabled in the WLAN Security settings

E. Coverage AP deployment plans generally don't support enough cell overlap for VoIP.

Answer: B,E

Explanation:

VoIP quality can be negatively impacted by insufficient cell overlap in AP deployment plans, which can cause poor handoffs
between APs as a user moves around. This results in a degraded VoIP experience. Additionally, roaming into an area with
continuous Zigbee operation can cause interference with the SGHz frequency band, further contributing to poor VoIP call quality.
The Zigbee commumication protocol operates on the same frequency band as Wi-Fi and can introduce noise and interference, which
leads to a reduced MOS score, as reported by the VoIP engineer.

NEW QUESTION # 75
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