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SISA Certified Security Professional in Artificial Intelligence Sample
Questions (Q50-Q55):
NEW QUESTION # 50 
What aspect of privacy does ISO 27563 emphasize in AI data processing?
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A. Sharing data freely among AI systems.
B. Consent management and data minimization principles.
C. Storing all data indefinitely for auditing.
D. Maximizing data collection for better AI performance.

Answer: B

Explanation:
ISO 27563 stresses consent management, ensuring informed user agreement, and data minimization, collecting only necessary data
to reduce privacy risks in AI processing. These principles prevent overreach and support ethical data handling. Exact extract: "ISO
27563 emphasizes consent management and data minimization in AI data processing for privacy." (Reference: Cyber Security for AI
by SISA Study Guide, Section on Privacy Principles in ISO 27563, Page 275-278).

NEW QUESTION # 51 
What metric is often used in GenAI risk models to evaluate bias?

A. Computational efficiency during training.
B. Number of parameters in the model.
C. Fairness metrics like demographic parity or equalized odds.
D. Accuracy rate without considering demographics.

Answer: C

Explanation:
Bias assessment in GenAI employs fairness metrics such as demographic parity (equal outcomes across groups) or equalized odds
(balanced error rates), quantifying disparities in outputs. These metrics guide debiasing techniques, ensuring ethical AI under risk
models. In applications like hiring tools, they prevent discriminatory generations, aligning with regulatory requirements. Exact extract:
"Fairness metrics like demographic parity are used in GenAI risk models to evaluate and mitigate bias." (Reference: Cyber Security
for AI by SISA Study Guide, Section on Bias Assessment Metrics, Page 245-248).

NEW QUESTION # 52 
What is a potential risk associated with hallucinations in LLMs, and how should it be addressed to ensure Responsible AI?

A. Hallucinations can lead to creative outputs, which are beneficial for all applications; hence, no measures are necessary.
B. Hallucinations can produce inaccurate or misleading information; it should be addressed by incorporating external
knowledge bases and retrieval systems.
C. Hallucinations are primarily due to overfitting; regularization techniques should be applied during training.
D. Hallucinations cause models to slow down; optimizing hardware performance is necessary to mitigate this issue.

Answer: B

Explanation:
Hallucinations in LLMs risk generating inaccurate or misleading outputs, undermining trust and safety.
Incorporating external knowledge bases and retrieval systems, like RAG, grounds responses in verified data, reducing fabrications
and aligning with Responsible AI principles. Regularization helps but is secondary to factual grounding. Exact extract: "Hallucinations
produce misleading information, addressed by incorporating external knowledge bases and retrieval systems for Responsible AI."
(Reference: Cyber Security for AI by SISA Study Guide, Section on LLM Hallucination Mitigation, Page 125-128).

NEW QUESTION # 53 
In the context of a supply chain attack involving machine learning, which of the following is a critical component that attackers may
target?

A. The physical hardware running the AI system
B. The marketing materials associated with the AI product
C. The user interface of the AI application
D. The underlying ML model and its training data.

Answer: D



Explanation:
Supply chain attacks in ML exploit vulnerabilities in the ecosystem, with the core ML model and training data being prime targets
due to their foundational role in system behavior. Attackers might inject backdoors into pretrained models via compromised libraries
(e.g., PyTorch or TensorFlow packages) or poison datasets during sourcing, leading to manipulated outputs or data exfiltration. This
is more critical than targeting UI or hardware, as model/data compromises persist across deployments, enabling stealthy, long-term
exploits like trojan attacks. Mitigation includes verifying model provenance, using secure repositories, and conducting integrity
checks with hashing or digital signatures. In SISA guidelines, emphasis is on end-to-end supply chain auditing to prevent such
intrusions, which could result in biased decisions or security breaches in applications like recommendation systems. Protecting these
components ensures model reliability and data confidentiality, integral to AI security posture. Exact extract: "In supply chain attacks
on machine learning, attackers critically target the underlying ML model and its training data to introduce persistent vulnerabilities."
(Reference: Cyber Security for AI by SISA Study Guide, Section on Supply Chain Risks in AI, Page 145-148).

NEW QUESTION # 54 
How does AI enhance customer experience in retail environments?

A. By ensuring every customer receives the same generic response from automated systems.
B. By optimizing customer service through automated systems and tailored recommendations.
C. By automating repetitive tasks and providing consistent data driven insights to improve customer service.
D. By integrating personalized interactions with AI-driven analytics for a more customized shopping experience.

Answer: D

Explanation:
AI enhances retail CX through personalization, using analytics to recommend products based on behavior, preferences, and history,
creating tailored experiences that boost satisfaction and loyalty. Tools like chatbots and predictive models enable real-time
interactions, while security posture improves via fraud detection integrated into these systems. This data-driven approach ensures
relevance, differentiating from generic methods. Automation supports but personalization drives engagement. Exact extract: "AI
integrates personalized interactions with driven analytics to customize shopping experiences, thereby enhancing customer satisfaction
in retail." (Reference: Cyber Security for AI by SISA Study Guide, Section on GenAI in Security and Customer Enhancement, Page
70-73).
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