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NEW QUESTION # 50

You are experiencing intermittent connectivity issues in a FortiGate HA cluster deployed with Azure gateway load balancer. Traffic
is being dropped when it passes through the cluster. What is the cause of the issue?

(Choose one answer)1

A. The Azure gateway load balancer is blocking large packets, causing traffic failures.

B. The Azure gateway load balancer is configured with an incorrect health probe port.

C. The FortiGate firewalls are using the default maximum transmission unit (M2TU) size supported by Azure.
D. The protected VM are running an application that fragments packets.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

According to theFortiOS 7.6 Azuire Administration Guideand thePublic Cloud Securitydocumentation regarding Azure Gateway
Load Balancer (GWLB) integration:

* Encapsulation Overhead:Azure Gateway Load Balancer uses VXLAN(Virtual eXtensible LAN) to encapsulate the traffic before
sending it to the FortiGate- VM HA cluster. This encapsulation adds a header that typically consists of 50 bytes for regular [Pv4
traffic (Ethernet, IP, UDP, and VXLAN headers).

* MTU Mismatch (Option A):The default maxinmum transmission unit (MTU) in Azure is1500 bytes. If a protected VM sends a
packet at the maximum default size (1500 bytes), and the GWLB then adds the

50-byte VXLAN header, the resulting encapsulated packet becomes1550 bytes.

* Packet Drops:Ifthe FortiGate- VM's network mterfaces are left at the default MTU of1 500 bytes, they will not be able to process
the 1550-byte encapsulated frames without fragmentation. Because many network paths or configurations (including Azure's fabric
for certain flows) may drop packets that require fragmentation or have theDon't Fragment (DF) flagset, this results in the observed
intermittent connectivity issues and dropped traffic.

* Required Resolution:To resolve this issue, administrators mustincrease the MTUon the FortiGate- VM interfaces (specifically the
one receiving GWLB traffic) to at least1 570 bytesto accommodate both [Pv4 and IPv6 VXLAN overhead.

Why other options are incorrect:

* Option B:While an incorrect health probe port would cause the GWLB to mark the FortiGate as down, it would typically lead to a
complete loss of traffic flow through that instance rather than intermittent packet drops within an active flow.

* Option C:The GWLB itselfis the component adding the overhead; it is theFortiGate'sinability to receive the larger resulting frame
(due to its own default MTU setting) that causes the failure.

* Option D:Packet fragmentation by the application is a secondary effect. The primary "intermittent" issue described in GWLB
deployments is almost always related to thetunneling overheadexceeding the receiving interface's MTU.

NEW QUESTION # 51
An admmnistrator would like to use FortiCNP to keep track of sensitive data files located in the Amazon Web Services (AWS) S3
bucket and protect it from malware. Which FortiCNP feature should the administrator use?

A. FortiCNP Compliance policies

B. FortiCNP Data Scan policies

C. FortiCNP Threat Detection policies
D. FortiCNP Risk Management policies

Answer: B

Explanation:
https://docs.fortinet.convdocument/forticnp/22.4.a/online-help/35953 7/anti- virus-scan-policy

NEW QUESTION # 52

You are experiencing intermittent connectivity issues in a FortiGate HA cluster deployed with Azure gateway load balancer. Traffic
is being dropped when it passes through the cluster.

What is the cause of the issue?

A. The Azure gateway load balancer is blocking large packets, causing traffic failures.

B. The Azure gateway load balancer is configured with an incorrect health probe port.

C. The protected VMs are running an application that fragments packets.

D. The FortiGate firewalls are using the default maximum transmission unit (MTU) size supported by Azure.



Answer: D

Explanation:

By default, FortiGate firewalls use an MTU size larger than what Azure supports. In an HA cluster with a gateway load balancer,
this mismatch causes packet drops and intermittent connectivity issues. The MTU nmust be adjusted to the Azure-supported value
(typically 1500 or lower depending on encapsulation).

NEW QUESTION # 53

Refer to the exhibit.
varnable configuration

variable access_key (]}
variable secret_key {)

variable "region” {
default = "eu-west-1"

}

// Availability zones for the region
variable "az1" {
default = "eu-west-1a"

}

variable "vpecidr" {
default = "10.2.0.0/16"
}

variable "publiccidrazl® {
default ="10.1.0.0/24"

}

variable "privatecidrazl” {
default = "10.1.1.0/24"

}

// License Type to create FortiGate-VM
// Provide the license type for FortiGate-VM Instances, either

byol or payg. variable “license_type" { F:==RTINET]

default = "byol" "Brave-Dumps.com”

}

/f AMIs are for FGTVM-AWS(PAYG) - 7.6.0
variable "fgtvmami" {

You are tasked to deploy a FortiGate VM with private and public subnets in Amazon Web Services (AWS).
You examined the variables.tf file. Assume that all the other terraform files are in place. What will be the final result after running the
terraform init and terraform apply commands? (Choose one answer)

A. Terraform will deploy a FortiGate VM in the eu- West- 1a availability zone without any subnets.

B. Terraform will not deploy a FortiGate VM.

C. Terraform will deploy a FortiGate VM in the eu-West-1a availability zone with two subnets and BYOL license.
D. Terraform will deploy a FortiGate VM in the eu-West-1 region with private and public subnets.

Answer: B

Explanation:

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

Based on theFortiOS 7.6 AWS Administration Guideand theFortinet 7.4 Public Cloud Security documentation regarding Terraform
deployments:

* Variable Validation and Logic (Option A):The variables.tf file contains a logic error that prevents a successful deployment.

* Specifically, the variable license type has a default value defined as "byol" "Brave-Dumps.com'.

* In Terraform HCL (HashiCorp Configuration Language), a variable's default attribute can only hold a single value string (e.g.,
"byol"). The inclusion of the secondary string "Brave-Dumps.

com' within the same default assignment is a syntax error.

* Tmpact on Execution:When terraform apply is executed, the Terraform engine performs a validation check on all loaded files.



Because of this syntax error in the variable definition, the validation will fail, and Terraform will stop execution with an error message
before any resources-including the FortiGate VM-are created in AWS.

* Network Mismatch:Additionally, the variable vpccidr is set to 10.2.0.0/16, while the public (10.1.0.0

/24) and private (10.1.1.0/24) subnets are defined within a completely different address space (10.1.x.

x). Even if the syntax error were fixed, the deployment would likely fail at the infrastructure level because subnets must reside within
the CIDR block of their parent VPC.

Why other options are incorrect:

* Option B, C, & D:None of these successful deployment outcomes can occur because the Terraform parser will identify the invalid
syntax in the variables.tf file and abort the process entirely.

NEW QUESTION # 54
An admmistrator decides to use the Use managed identity option on the FortiGate SDN connector with Microsoft Azure. However,
the SDN connector is failing on the connection. What must the administrator do to correct this issue?

A. Make sure to add the Tenant ID on the FortiGate side of the configuration.

B. Make sure to add the Client Secret on the FortiGate side of the configuration.

C. Make sure to enable the system-assigned managed identity on Azure.

D. Make sure to set the type to system managed identity on FortiGate SDN connector settings.

Answer: C

NEW QUESTION # 55
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