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Module 1: The Management of Azure Governance and Identities

This section covers the hybrid identity of the Azure. Professionals should learn about how to set up the Active AD Join in a given
situation, create groups and users as well as manage their properties, perform the interpretation of the access assignments, and more.
After completing the learning track of this module, learners will be able to handle end-to-end management of Azure AD objects
along with the RBAC. Notable importance has also been given to Azure subscription management and governance.

Microsoft Azure Administrator Sample Questions (Q38-Q43):

NEW QUESTION # 38

You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com that contains 100 user accounts.
You purchase 10 Azre AD Premium P2 licenses for the tenant.

Youneed to ensure that 10 users can use all the Azure AD Premium features.

‘What should you do?

A. From the Directory role blade of each user, modify the directory role.
B. Fromthe Licenses blade of Azure AD, assign a license.

C. Fromthe Azure AD domain, add an enterprise application.

D. Fromthe Groups blade of each user, mvite the users to a group.

Answer: B

Explanation:

Many Azre Active Directory (Azure AD) services require you to license each of your users or groups (and associated members)
for that service. Only users with active licenses will be able to access and use the licensed Azure AD services for which that's true.
Licenses are applied per tenant and do not transfer to other tenants.

Not all Microsoft services are available in all locations. Before a license can be assigned to a group, you must specify the Usage
location for all members. You can set this value in the Azure Active Directory > Users > Profile > Settings area in Azire AD. Any
user whose usage location is not specified inherits the location of the Azure AD organization.

You can add the licensing rights to users or to an entire group. Check the reference link for the steps.

NEW QUESTION # 39

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.

You have an Azure virtual machine named VM1. VM1 was deployed by using a custom Azure Resource Manager template named
ARMI json.

You receive a notification that VM1 will be affected by maintenance.

You need to move VM1 to a different host immediately.

Solution: From the VM1 Updates blade, select One-time update.

Does this meet the goal?

o A. Yes
e B.No

Answer: B

NEW QUESTION # 40

You have several Azure virtual machines on a virtual network named VNetl.

You configure an Azure Storage account as shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the nformation presented in the
graphic.

NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Reference:

httpsz//docs.microsoft.com/en-us/azure/storage/commorn/storage-private-endpoints

httpsy/azure.microsoft. com/en-us/blog/azure-backup-now-supports-storage-accounts-secured- with-azurestorage- firewalls-and-
virtual-networks/

NEW QUESTION # 41

You are configuring Azire Active Directory (AD) Privileged Identity Management.

You need to provide a user named Admml with read access to a resource group named RG1 for only one month.
The user role must be assigned immediately.

‘What should you do?

A. Assign an eligble role.

B. Create a customrole and a conditional access policy.
C. Assign an active role.

D. Assign a permanently active role.

Answer: A

Explanation:

Azre AD Privileged Identity Management introduces the concept of an eligible admin. Eligible admins should be users that need
privileged access now and then, but not all-day, every day. The role is inactive until the user needs access, then they complete an
activation process and become an active admin for a predetermined amount of time.

Reference:

httpsz/docs.microsoft.comven-us/azure/active-directory/privileged- identity-management/pim-configure

NEW QUESTION # 42

You have an Azure subscription that contains a policy-based virtual network gateway named GW1 and a virtual network named
VNetl.

You need to ensure that you can configure a point-to-site connection from an on-premises computer to VNet1.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a route-based virtual network gateway
B. Reset GW1

C. Add a connection to GW1

D. Add a public IP address space to VNetl

E. Delete GW1

F. Add a service endpoint to VNetl

Answer: AJE

Explanation:

C: A VPN gateway is used when creating a VPN connection to your on-premises network.

Route-based VPN devices use any-to-any (wildcard) traffic selectors, and let routing/forwarding tables direct traffic to different
[Psec tunnels. It is typically built on router platforms where each IPsec tunnel is modeled as a network interface or VTI (virtual
tunnel interface).

E: Policy-based VPN devices use the combinations of prefixes fiom both networks to define how traffic is encrypted/decrypted
through IPsec tunnels. It is typically built on firewall devices that perform packet filtering.

I[Psec tunnel encryption and decryption are added to the packet filtering and processing engine.

Reference:

https7/docs.microsoft.comven-us/azure/vpn-gateway/create-routebased- vpn-gateway-portal
https7/docs.microsoft.com/en-us/azure/vpn-gateway/vpn- gateway-connect-multiple-policybased-rm-ps

NEW QUESTION # 43
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