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R #24

A DevOps team is configuring Terraform to deploy Amazon Web Services (AWS) resources.

They want to use environment variables to authenticate Terraform with AWS, while ensuring that the setup works across multiple
developers' machines without exposing credentials in configuration files.

Which two environment variables must the team configure, at a minimum, to allow Terraform to authenticate with AWS? (Choose
two.)

e A AWS ROLE ARN

e B. AWS_ACCOUNT ID

e C.AWS SECRET ACCESS KEY
e D.AWS_ACCESS KEY ID

Ef@E: C. D
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HP #25

A DevOps team is using Terraform to manage their infrastructure across muiltiple environments.

Currently, the Terraform state file is stored locally on a developer's machine. The team decides to migrate the state file to a remote
back-end machine.

Why is storing the Terraform state file in a remote location considered a best practice in this scenario?

A. Tt ensures that the state file is encrypted.

B. It eliminates the need to define provider configurations in the state file.
C. It prevents the accidental deletion of the state file.

D. It enables collaboration among muiltiple team members.

H
=

: D

HM #26
An admmnistrator is relying on an Azure Bicep linter to find possible issues in Bicep files.
‘Which problem can the administrator expect to find?

A. One or more modules are not using runtime values as parameters.
B. The resources to be deployed exceed the quota for a region.

C. Some resources are missing dependsOn statements.

D. There are output statements that contain passwords.

Ef#: C

B #27
Which two statements about the Amazon Web Services (AWS) security groups are true?
(Choose two.)

A. Configured traffic rules may have an action of allow or deny.

B. Security groups are applicable at the instance level.

C. A security group is a stateful list of ingress and egress traffic rules.

D. EC2 nstances, elastic network interfaces (ENIs), and subnets may have security groups configured on them.

Ef#: B. C

E #28

You have deployed a FortiGate HA cluster in Azure using a Gateway Load Balancer for traffic inspection. However, traffic is not
being routed correctly through the firewalls.

‘What can be the cause of the issue?

¢ A The health probes for the Gateway Load Balancer are failing, which causes traffic to bypass the HA cluster.

e B. The protected VM are in a different Azure subscription, which prevents the Gateway Load Balancer from forwarding
traffic.

e C. The Fortinet VMs have IP forwarding disabled, which is required for traffic inspection.

e D. The Gateway Load Balancer is not associated with the correct network security group (NSG) rules, which allow traffic to

pass through.
EE: C
B

Azure requires [P forwarding enabled on each FortiGate NIC used for inspection; without it, Azure drops packets that the VM tries
to route onward, so traffic won't traverse the HA firewalls.

HR #29
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