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M #133

SCENARIO

Please use the following to answer the next QUESTION:

Edufox has hosted an annual convention of users of'its famous e-learning software platform, and over time, it has become a grand
event. It fills one of the large downtown conference hotels and overflows into the others, with several thousand attendees enjoying
three days of presentations, panel discussions and networking. The convention is the centerpiece of the company's product rollout
schedule and a great training opportunity for current users. The sales force also encourages prospective clients to attend to get a
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better sense of the ways in which the system can be customized to meet diverse needs and understand that when they buy into this
system, they are joining a community that feels like family.

This year's conference is only three weeks away, and you have just heard news of a new initiative supporting it: a smartphone app
for attendees. The app will support late registration, highlight the featured presentations and provide a mobile version of the
conference program. It also links to a restaurant reservation system with the best cuisine in the areas featured. "It's going to be
great," the developer, Deidre Hoffiman, tells you, "if, that is, we actually get it working!" She laughs nervously but explains that
because of the tight time frame she'd been given to build the app, she outsourced the job to a local firm. "It's just three young
people," she says, "but they do great work." She describes some of the other apps they have built. When asked how they were
selected for this job, Deidre shrugs. "They do good work, so I chose them." Deidre is a terrific employee with a strong track record.
That's why she's been charged to deliver this rushed project. You're sure she has the best interests of the company at heart, and you
don't doubt that she's under pressure to meet a deadline that cannot be pushed back. However, you have concerns about the app's
handling of personal data and its security safeguards. Over lunch in the break room, you start to talk to her about it, but she quickly
tries to reassure you, "I'm sure with your help we can fix any security issues if we have to, but I doubt there'll be any. These people
build apps for a living, and they know what they're doing, You worry too much, but that's why you're so good at your job!" Since it
is too late to restructure the contract with the vendor or prevent the app from being deployed, what is the best step for you to take
next?

A. Ask the vendor for verifiable information about their privacy protections so weaknesses can be identified.
B. Implement a more comprehensive suite of information security controls than the one used by the vendor.
C. Insist on an audit of the vendor's privacy procedures and safeguards.

D. Develop security protocols for the vendor and mandate that they be deployed.

Ef: A
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Explanation

This answer is the best step to take next, as it can help you to assess the current state of the vendor's privacy practices and
determine if they meet the organization's standards and expectations, as well as the applicable laws and regulations. Asking the
vendor for verifiable information about their privacy protections can include requesting documentation, evidence or demonstration of
how they collect, use, store, protect, share and dispose of personal data, what policies and procedures they have in place, what
technical and organizational measures they implement, what certifications or audits they have obtained or undergone, and how they
handle any privacy incidents or breaches. Based on this information, you can identify any weaknesses or gaps in the vendor's privacy
protections and recommend or require any improvements or corrections before the app is deployed. References: IAPP CIPM Study
Guide, page 82; ISO/IEC 27002:2013, section 15.1.2
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SCENARIO

Please use the following to answer the next QUESTION:

Penny has recently joined Ace Space, a company that sells homeware accessories online, as its new privacy officer. The company is
based in California but thanks to some great publicity from a social media influencer last year, the company has received an influx of
sales from the EU and has set up a regional office in Ireland to support this expansion. To become familiar with Ace Space's
practices and assess what her privacy priorities will be, Penny has set up meetings with a number of colleagues to hear about the
work that they have been doing and their compliance efforts.

Penny's colleague in Marketing is excited by the new sales and the company's plans, but is also concerned that Penny may curtail
some of the growth opportunities he has planned. He tells her "I heard someone in the breakroom talking about some new privacy
laws but I really don't think it affects us. We're just a small company. I mean we just sell accessories online, so what's the real risk?"
He has also told her that he works with a number of small companies that help him get projects completed in a hurry. "We've got to
meet our deadlines otherwise we lose money. I just sign the contracts and get Jim in finance to push through the payment. Reviewing
the contracts takes time that we just don't have." In her meeting with a member of the IT team, Penny has learned that although Ace
Space has taken a number of precautions to protect its website from malicious activity, it has not taken the same level of care of its
physical files or internal infrastructure. Penny's colleague in IT has told her that a former employee lost an encrypted USB key with
financial data on it when he left. The company nearly lost access to their customer database last year after they fell victimto a
phishing attack. Penny is told by her IT colleague that the IT team "didn't know what to do or who should do what. We hadn't been
trained on it but we're a small team though, so it worked out OK in the end." Penny is concerned that these issues will compromise
Ace Space's privacy and data protection.

Penny is aware that the company has solid plans to grow its international sales and will be working closely with the CEO to give the
organization a data "shake up". Her mission is to cultivate a strong privacy culture within the company.

Penny has a meeting with Ace Space's CEO today and has been asked to give her first impressions and an overview of her next
steps.

To establish the current baseline of Ace Space's privacy maturity, Penny should consider all of the following factors EXCEPT?



A. Ace Space's vendor engagement protocols

B. Ace Space's content sharing practices on social media
C. Ace Space's documented procedures

D. Ace Space's employee training program

Ef: C
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An organization is establishing a mission statement for its privacy program. Which of the following statements would be the best to
use?

¢ A, Our organization was founded in 2054 to reduce the chance of a future disaster like the one that occurred ten years ago.
All individuals from our area of the country should be concerned about a future disaster.
However, with our privacy program, they should not be concerned about the misuse of their information.

¢ B. This privacy program encourages cross-organizational collaboration which will stop all data breaches

e C. Inthe next 20 years, our privacy program should be able to elimmate 80% of our current breaches. To do this, everyone in
our organization must complete our annual privacy training course and all personally identifiable information must be
mventoried.

¢ D. The goal of the privacy programis to protect the privacy of all individuals who support our organization. To meet this goal,
we must work to comply with all applicable privacy laws.

Ef#: D
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What is one obligation that the General Data Protection Regulation (GDPR) imposes on data processors?

e A To carry out data protection impact assessments in cases where processing is likely to result in high risk to the rights and
freedoms of individuals

¢ B. To inform data subjects about the identity and contact details of the controller

¢ C. To implement appropriate technical and organizational measures that ensure an appropriate level of security

¢ D. To honor all data access requests from data subjects

EfE: A
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What is a key feature of the privacy metric template adapted from the National Institute of Standards and Technology (NIST)?

A. Tt is focused on organizations that do business internationally.
B. It provides suggestions about how to collect and measure data.
C. It is updated annually to reflect changes in government policy.
D. It can be tailored to an organization's particular needs.

IEf#: D
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Explanation

A key feature of the privacy metric template adapted from the National Institute of Standards and Technology (NIST) is that it can
be tailored to an organization's particular needs. The privacy metric template is a tool that helps organizations measure their privacy
performance and outcomes based on their own goals and objectives7 The template consists of four components: privacy objective,
privacy outcome category, privacy outcome statement, and privacy metric statement. The template allows organizations to customize
each component according to their specific context, scope, scale, and level of detail8 The template also provides exanmples and
guidance on how to use it effectively and consistently9 The other options are not key features of the privacy metric template adapted
from NIST. The template does not provide suggestions on how to collect and measure data, but rather focuses on defining what
data to collect and measure based on the desired privacy outcomes. The template is not updated annually to reflect changes in
government policy, but rather reflects a general framework that can be applied across different sectors and jurisdictions. The
template is not focused on organizations that do business internationally, but rather can be used by any organization regardless of its
geographic scope or location. References: 7: Privacy Framework | NIST; 8: NIST Privacy Framework: A Tool for Improving
Privacy through Enterprise Risk Management Version 1.0; 9: NIST Privacy Framework: A Tool for Improving Privacy through



Enterprise Risk Management Version 1.0
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