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A2 #39
An organization is deploying 50 new devices which will be managed by a Mobile Device Management solution Which method
should be used to enroll the Chrome browser on those devices into Chrome Enterprise Core?

e A Generate a single device enroliment token and email it to all users, nstructing them to enroll their devices individually

e B. Use Google Admin to generate 50 individual device registration keys and distribute them using mobile device management
software

e (. Use Google Admin to generate an enrollment token and distribute it using mobile device management software

e D. Use Google Admin console bulk enroliment feature to generate a set of unique tokens, and thendistribute them via secure
file sharing platform

He. C

=R

The study guide emphasizes using enrollment tokens generated in the Google Admin console for enrolling browsers. When using an
MDM solution, the most efficient and recommended method is to generate a single enroliment token and then deploy it to the
devices through the MDM software. This allows for automated and scalable enroliment. Bulk enrollment features in the Admin
console are typically for direct enrolliment, not through MDM. Individual tokens or keys would be inefficient for a large deployment.

EE #40
‘When a Chrome browser under cloud management goes to a potentially risky website, that action is logged in the Audit and
Investigation Report as what type of event'?

A. Untrusted Site Visit

B. SSL Error

C. Site Warning Unsafe Site Visit
D. Site Isolation Violation

HE: C

Y.

When Chrome's Safe Browsing feature identifies a website as potentially risky and displays a warning page that the user might
bypass to visit the site, this interaction is typically logged in the Audit and Investigation Report as a "Site Warning Unsafe Site Visit"
event. This allows administrators to track instances where users might be exposed to potentially malicious content despite browser
warnings. SSL errors relate to certificate issues, untrusted site visit is a more general term, and site isolation violation refers to a
different security mechanism

HE #41
A small business wants to have all of their macOS devices enroll in Chrome Enterprise Core. They do not have a Mobile Device
Management solution but do maintain a base image for their Mac computers Where should they put the enrolliment token*?

A. /Library/Google/Chrome/CloudManagementEnroliment Token

B. HKEY LOCAL MACHINE\SOFTWARE\Policies\Google\Chrome\CloudManagementEnroliment Token
C. /etc/opt/chrome/policies/enroliment/CloudManagementEnroliment Token

D. /Library/Google/Chrome/Enroliment/DeviceManagement Token

HE: A

HE:
For macOS devices without MDM, the enroliment token can be embedded in the base image. The correct path for placing the cloud
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management enroliment token on macOS is */Library/Google/Chrome
/CloudManagementEnrolimentToken'. The other paths listed are for Windows Registry (A), a non-standard Linux path (C), and a
potentially incorrect macOS path (D).

EE #42

A Chrome administrator's organization has recently introduced a new security compliance requirement that mandates all software,
including web browsers, be updated within 48 hours of a security patch release Which steps should the administrator take to ensure
compliance with the new security requirement company wide'?

¢ A Implement a policy in the Google Admin console to force automatic updates and ensure Chrome relaunches to apply
updates within the required timeframe

¢ B. Rely on users to manually update their browsers within the required timeframe

¢ C. Disable automatic updates and manually check all managed browsers for updates every 48 hours to comply with the new
security requirements

¢ D. Implement a policy in the Google Admin console to force automatic updates and recommend Chrome relaunches to apply
updates within the required timeframe

HE: A

Y.

To meet a strict 48-hour update requirement for security patches, the administrator must enforce automatic updates through the
Google Admin console. Additionally, ensuring Chrome relaunches affer updates are downloaded is crucial for applying the patches
promptly. Recommending relaunches (option A) might not guarantee timely application. Relying on manual updates (option B) is
unreliable and doesn't ensure compliance. Manually checking all browsers (option C) is not scalable or efficient for a company-wide
deployment.

EE #43
What policy and value provides the most protection against malicious websites?

A. Allow the user ability to bypass Safe Browsing warnings
B. Set the Safe Browsing policy to Enhanced mode

C. Set the site isolation policy to be required for all websites
D. Enable site isolation for all websites

He:. B

dE:

Setting the **Safe Browsing policy to Enhanced mode** provides the most direct and comprehensive protection against malicious
websites by leveraging Google's real-time threat intelligence. Allowing users to bypass warnings (option A) defeats the purpose of
Safe Browsing, While site isolation (options C and D) protects against cross-site data leakage, it doesn't directly prevent users from
accessing malicious sites in the first place. Enhanced Safe Browsing actively warns and blocks access to dangerous websites.
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