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NEW QUESTION # 38 
Refer to the exhibit.
What is occurring in this packet capture?

A. DNS flood
B. TCP flood
C. DNS tunneling
D. TCP port scan

Answer: B

NEW QUESTION # 39 
Refer to the exhibit.
Which indicator of compromise is represented by this STIX?

A. web server vulnerability exploited by malware
B. website redirecting traffic to ransomware server
C. website hosting malware to download files
D. cross-site scripting vulnerability to backdoor server

Answer: C

Explanation:
The STIX (Structured Threat Information eXpression) object in the exhibit indicates that the compromise involves a website hosting
malware, which is designed to download files onto a user's system without their knowledge. This type of indicator is commonly
associated with drive-by download attacks, where visiting a website can result in the automatic download and execution of malware.
The STIX object would contain information about the malicious URLs, file hashes, and other relevant indicators that can be used to
detect and prevent such threats.

NEW QUESTION # 40 
What is a benefit of key risk indicators?

A. clear perspective into the risk position of an organization
B. improved mitigation techniques for unknown threats
C. improved visibility on quantifiable information
D. clear procedures and processes for organizational risk

Answer: A

Explanation:
Key risk indicators (KRIs) provide a clear perspective into the risk position of an organization. KRIs are metrics used to proactively
measure risks that a business may face. They serve as early warning signs of upcoming crises, which can provide an organization's
management team time to create an action plan to mitigate that risk's potential impact or prevent it from occurring2.

NEW QUESTION # 41 
Refer to the exhibit.
Where does it signify that a page will be stopped from loading when a scripting attack is detected?

A. x-frame-options
B. x-test-debug
C. x-content-type-options
D. x-xss-protection

Answer: D

Explanation:
The HTTP response header that signifies a page will be stopped from loading when a scripting attack is detected is the x-xss-
protection header. When configured with the value "1; mode=block", it instructs the browser to block the entire page from loading if



a cross-site scripting (XSS) attack is detected, rather than attempting to sanitize the potentially malicious script. This header is a
browser-side measure to prevent the execution of scripts if an XSS attack is suspected.
The other headers listed serve different purposes:
* x-frame-options: Controls whether a browser should be allowed to render a page in a <frame>, <iframe>, <embed>, or
<object>.
* x-content-type-options: Prevents the browser from interpreting files as a different MIME type to what is specified in the Content-
Type HTTP header.
* x-test-debug: This is not a standard response header and does not relate to XSS protection.
It's important to configure web servers and applications with the appropriate security headers to mitigate various types of web-based
attacks.

NEW QUESTION # 42 
Refer to the exhibit.
How are tokens authenticated when the REST API on a device is accessed from a REST API client?

A. The token is obtained by providing a password. The REST API requests access to a resource using the access token,
validates the access token, and gives access to the resource.
B. The token is obtained before providing a password. The REST client provides access to a resource using the access
token. The REST API encrypts the access token and gives access to the resource.
C. The token is obtained by providing a password. The REST client requests access to a resource using the access token.
The REST API validates the access token and gives access to the resource.
D. The token is obtained before providing a password. The REST API provides resource access, refreshes tokens, and
returns them to the REST client. The REST client requests access to a resource using the access token.

Answer: C

Explanation:
In the context of REST API authentication, the process typically involves the REST client first obtaining an access token by
providing the necessary credentials, which usually include a password. Once the REST client has the access token, it uses this token
to request access to a specific resource on the server. The REST API then validates the provided access token to ensure it is
correct and has not expired. If the token is valid, the REST API grants the client access to the requested resource. This method
ensures that only authenticated clients can access resources, providing a layer of security for the API.

NEW QUESTION # 43
......
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