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HE#75

You need to set up an HPE Aruba Networking VIA solution for a customer who needs to support 2100 remote employees. The
customer wants employees to download their VIA connection profile fromthe VPNC. Only employees who authenticate with their
domain credentials to HPE Aruba Networking ClearPass Policy Manager (CPPM) should be able to download the profile. (A
RADIUS server group for CPPM is already set up on the VPNC.) How do you configure the VPNC to enforce that requirement?

A. Setup a VIA Authentication Profile that uses CPPM's server group; reference that profile in the VIA Connection Profile.
B. Reference CPPM's server group in an AAA profile; then, apply that profile to the VPNC's Internet-facing ports.

C. Create a new VPN Authentication Profile and then reference CPPM's default server group in that profile.

D. Set up a VIA Authentication Profile that uses CPPM's server group; reference that profile in the VIA Web Authentication
Profile.
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To configure the HPE Aruba Networking VIA solution for remote employees who need to download their VIA connection profile
from the VPN Concentrator (VPNC) and ensure that only those who authenticate with their domain credentials through ClearPass
Policy Manager (CPPM) can do so, you need to set up a VIA Authentication Profile. This profile should use the CPPM's RADIUS
server group. Once the VIA Authentication Profile is created, you need to reference this profile in the VIA Web Authentication
Profile.

This configuration ensures that the authentication process requires employees to validate their credentials via CPPM before they can
download the VIA connection profile.

HEE #76

You have downloaded a packet capture that you generated on HPE Aruba Networking Central. When you open the capture in
Wireshark, you see the output shown in the exhibit.

‘What should you do in Wireshark so that you can better interpret the packets?

A. Edit preferences for I[EEE 802.11 and chose to ignore the Protection bit with [V.

B. Edit the Enabled Protocols and make sure that 802.11, GRE, and Aruba ERM are enabled.

C. Choose to decode UDP port 5555 packets as ARUBA ERM and set the Aruba ERM Type to 0.
D. Apply the following display filter: wlan.fc.type = 1.

HE. C

MY

To better interpret the packets shown in the Wireshark capture, you should choose to decode UDP port 5555 packets as
ARUBA ERM and set the Aruba ERM Type to 0. This configuration will allow Wireshark to properly decode and display the
Aruba-specific encapsulated remote mirroring (ERM) packets, providing a clearer understanding of the traffic.

1.Decoding Protocols: Selecting the correct protocol decoding in Wireshark ensures that the captured packets are interpreted
correctly, displaying the relevant information.

2.Aruba ERM: The packets in the capture are likely encapsulated remote mirroring (ERM) packets specific to Aruba, which require
proper decoding settings in Wireshark.

3.Clear Interpretation: By setting the Aruba ERM Type to 0 and decoding the packets as ARUBA ERM, you can view the
encapsulated data accurately.

Reference: Wireshark documentation and Aruba network packet analysis guides provide instructions on setting protocol decoding
options to accurately interpret specific types of network traffic, such as Aruba ERM packets.

BE#T7

A company is using HPE Aruba Networking ClearPass Device Insight (CPDI) (the standalone application). In the CPDI security
settings, Security Analysis is On, the Data Source is ClearPass Devices Insight, and Enable Posture Assessment is On. You see that
device has a Risk Score of 90.

What can you know from this information?

A. The posture is unhealthy, and CPDI has also detected at least one vulnerability on the device.
B. The posture is healthy, but CPDI has detected multiple vulnerabilities on the device.

C. The posture is unknown, and CPDI has detected exactly four vulnerabilities on the device.
D. The posture is unhealthy, but CPDI has not detected any vulnerabilities on the device.

HE:. A
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In HPE Aruba Networking ClearPass Device Insight (CPDI), a device with a Risk Score of 90 indicates that the posture is
unhealthy, and CPDI has detected at least one vulnerability on the device. The risk score is a reflection of the device's security
posture and detected vulnerabilities. A high risk score, such as 90, typically signifies significant security concerns, including the
presence of vulnerabilities that could be exploited, thereby categorizing the device as a high-risk asset within the network.
Reference: ClearPass Device Insight documentation and security settings guides explain how risk scores are calculated and
mterpreted, including the impact of posture assessment and vulnerability detection on overall device risk ratings.



EE#78
What is a benefit of Online Certificate Status Protocol (OCSP)?

A. Tt lets a device determine whether to trust a certificate without needing any root certificates installed.
B. It lets a device download all the serial numbers for certificates revoked by a CA at once.

C. It lets a device dynamically renew its certificate before the certificate expires.

D. It lets a device query whether a single certificate is revoked or not.
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* OCSP (Online Certificate Status Protocol):

* OCSP allows a device to check the revocation status of a specific certificate in real-time by querying the Certificate Authority
(CA).

* This is more efficient than downloading an entire Certificate Revocation List (CRL), as it only checks the status of one certificate.
* Option Analysis:

* Option A: Incorrect. Root certificates are still required to validate the CA issuing the certificate.

* Option B: Correct. OCSP checks the status of a single certificate for revocation.

* Option C: Incorrect. Downloading all serial numbers is a finction of a CRL, not OCSP.

* Option D: Incorrect. OCSP does not handle certificate renewal; it only checks for revocation.

HE#79
A company wants you to create a custom device fingerprint on CPPM with rules for profiling a group of specialized devices. What is
one requirement?

A. Enabling HPE Aruba Networking ClearPass Device Insight integration with the correct Data Collector token.
B. Pre-defining the desired attributes and rules in an XML format file.

C. Disabling the "Automatically download Endpoint Profiler Fingerprints" feature in cluster-wide parameters.

D. Connecting a known device of this type and getting it discovered in CPPM's Endpoints Repository.
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* Custom Device Fingerprinting on CPPM:

* To create a custom fingerprint, you first need to connect a known device of that type to the network.

* CPPM will discover the device in its Endpoints Repository, allowing you to analyze its attributes (e.g., MAC OUIL, DHCP
options) and create custom profiling rules.

* Option Analysis:

* Option A: Correct. Discovering a known device in the Endpoints Repository is a prerequisite for creating accurate custom
fingerprint rules.

* Option B: Incorrect. CPDI integration is not required for custom fingerprints on CPPM.

* Option C: Incorrect. XML rules are not pre-defined; they are created dynamically based on observed attributes.

* Option D: Incorrect. The "Automatically download Endpoint Profiler Fingerprints" setting is unrelated to custom profiling,
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