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CompTIA SecurityX Certification Exam Sample Questions (Q298-Q303):

NEW QUESTION # 298
A security engineer receives an alert from the threat intelligence platform with the following information:

‘Which of'the following actions should the security engneer do first?

A. Reset John's and Joe's passwords and inform authorities about the leakage.

B. Reset John's, Amn's, and Joe's passwords and disconnect all users* active sessions

C. Contact John. Ann. and Joe to inform them about the incident and schedule a password reset.
D. Reset John's and Joe's access.

Answer: D

Explanation:

The first action should be to reset access for John and Joe, who are corporate accounts belonging to the organization. Their
credentials were exposed in recent leaks, including one from an initial access broker (Joe), which indicates an active exploitation
risk. Immediate password resets and session invalidations prevent adversaries from using the compromised credentials to gain
access.

Ann's account (@hotmail.com) is personal and not under corporate management, so while her exposure is concerning, it does not
pose a direct risk to organizational systems. Contacting her can follow later steps but should not delay urgent remediation for John
and Joe.

Option B delays remediation. Option C overreaches by including Ann in corporate resets. Option D includes contacting authorities
prematurely, which is important but secondary to immediate containment.

NEW QUESTION # 299

A company recently experienced an incident in which an advanced threat actor was able to shim malicious code against the
hardware static of a domain controller The forensic team cryptographically validated that com the underlying firmware of the box and
the operating system had not been compromised. However, the attacker was able to exfiltrate information from the server using a
steganographic technique within LOAP Which of the following is me best way to reduce the risk oi reoccurrence?

A. Enforcing allow lists for authorized network pons and protocols

B. Rolling the cryptographic keys used for hardware security modules
C. Using code signing to verify the source of OS updates

D. Measuring and attesting to the entire boot chum

Answer: A

Explanation:

The scenario describes a sophisticated attack where the threat actor used steganography within LDAP to exfiltrate data. Given that
the hardware and OS firmware were validated and found uncompromised, the attack vector likely exploited a network
communication channel. To mitigate such risks, enforcing allow lists for authorized network ports and protocols is the most effective
strategy.

Here's why this option is optimal:

Port and Protocol Restrictions: By creating an allow list, the organization can restrict communications to only those ports and
protocols that are necessary for legitimate business operations. This reduces the attack surface by preventing unauthorized or unusual
traffic.

Network Segmentation: Enforcing such rules helps in segmenting the network and ensuring that only approved communications
occur, which is critical in preventing data exfiltration methods like steganography.

Preventing Unauthorized Access: Allow lists ensure that only predefined, trusted connections are allowed, blocking potential paths
that attackers could use to infiltrate or exfiltrate data.

Other options, while beneficial in different contexts, are not directly addressing the network communication threat:

B: Measuring and attesting to the entire boot chain: While this improves system integrity, it doesn't directly mitigate the risk of data
exfiltration through network channels.

C: Rolling the cryptographic keys used for hardware security modules: This is useful for securing data and comnumnications but
doesn't directly address the specific method of exfiltration described.

D: Using code signing to verify the source of OS updates: Ensures updates are from legitimate sources, but it doesn't mitigate the risk
of network-based data exfiltration.

References:

CompTIA SecurityX Study Guide

NIST Special Publication 800-41, "Guidelines on Firewalls and Firewall Policy" CIS Controls Version 8, Control 9: Limitation and



Control of Network Ports, Protocols, and Services

NEW QUESTION # 300

A company that uses several cloud applications wants to properly identify:

All the devices potentially affected by a given vulnerability.

All the internal servers utilizing the same physical switch.

The number of endpoints using a particular operating system. Which of the following is the best way to meet the requirements?

A. SBoM
B. GRC
C.CASB
D. CMDB

Answer: D

Explanation:

The requirements demand detailed asset tracking and inventory management. Let's analyze:

A). SBoM (Software Bill of Materials):Tracks software components, not hardware or network topology.

B). CASB (Cloud Access Security Broker):Secures cloud apps but doesn't map physical switches or OS counts.

C). GRC(Governance, Risk, and Compliance):Focuses on risk management, not detailed asset tracking,

Reference:CompTIA SecurityX (CAS-005) objectives, Domain 4: Governance, Risk, and Compliance, covering asset management.

NEW QUESTION # 301

An organization is planning for disaster recovery and continuity of operations, and has noted the following relevant findings:

1. A natural disaster may disrupt operations at Site A, which would then cause an evacuation. Users are unable to log into the
domain from+-their workstations after relocating to Site B.

2. A natural disaster may disrupt operations at Site A, which would then cause the pump roomat Site B to become noperable.
3. A natural disaster may disrupt operations at Site A, which would then cause unreliable internet connectivity at Site B due to route
flapping.

INSTRUCTIONS

Match each relevant finding to the affected host by clicking on the host name and selecting the appropriate number.

For findings 1 and 2, select the items that should be replicated to Site B. For finding 3, select the item requiring configuration
changes, then select the appropriate corrective action from the drop-down menu.

Answer:

Explanation:

See the conmplete solution below in Explanation:

Explanation:

Matching Relevant Findings to the Affected Hosts:

Finding 1:

Affected Host: DNS

Reason: Users are unable to log into the domain from their workstations after relocating to Site B, which implies a failure in domain
name services that are critical for user authentication and domain login.

Finding 2:

Affected Host: Pumps

Reason: The punmp room at Site B becoming noperable directly points to the critical infrastructure components associated with
pumping operations.

Finding 3:

Affected Host: VPN Concentrator

Reason: Unreliable internet connectivity at Site B due to route flapping indicates issues with network routing, which is often managed
by VPN concentrators that handle site-to-site connectivity.

Corrective Actions for Finding 3:

Finding 3 Corrective Action:

Action: Modify the BGP configuration

Reason: Route flapping is often related to issues with Border Gateway Protocol (BGP) configurations.

Adjusting BGP settings can stabilize routes and improve internet connectivity reliability.

Replication to Site B for Finding 1:



Affected Host: DNS

Domain Name System (DNS) services are essential for translating domain names into IP addresses, allowing users to log into the
network. Replicating DN'S services ensures that even if Site A is disrupted, users at Site B can still authenticate and access
necessary resources.

Replication to Site B for Finding 2:

Affected Host: Pumps

The operation of the pump room is crucial for maintaining various functions within the infrastructure.

Replicating the control systems and configurations for the pumps at Site B ensures that operations can continue smoothly even if Site
A'is affected.

Configuration Changes for Finding 3:

Affected Host: VPN Concentrator

Route flapping is a situation where routes become unstable, causing frequent changes in the best path for data to travel. This
instability can be mitigated by modifying BGP configurations to ensure more stable routing,

VPN concentrators, which manage connections between sites, are typically configured with BGP for optimal routing,

NEW QUESTION # 302

A security analyst is reviewing the following code in the public repository for potential risk concerns:
typescript

CopyEdit

include bouncycastle-1.4.jar;

include jquery-2.0.2.jar;

public static void main() {...}

public static void territory() { ... }

public static void state() { ... }

public static String code = "nit";

public static String access_token = "spat-hfeiw-sogur-werdb-werib";

Which of'the following should the security analyst recommend first to remediate the vulnerability?

A. Scanning the application with SAST

B. Developing role-based security awareness training
C. Purging code from public view

D. Revoking the secret used in the solution

Answer: D

Explanation:

Comprehensive and Detailed Explanation:

The code snippet exposes a hardcoded access token in a public repository. According to SecurityX CAS-005 secure coding best
practices, the immediate action must be to revoke the exposed secret to prevent unauthorized access.

* Removing the code from public view without revoking the token leaves the secret still usable by any attacker who has already seen
or copied 1.

* SAST scanning would detect the issue but not mitigate it immediately.

* Security awareness training is a long-term prevention measure but does not fix the immediate exposure.

Revoking the secret first stops ongoing exploitation, after which the code can be removed, and preventative measures can be
mmplemented.

NEW QUESTION # 303
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