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EE #50

You are a CCA working for a C3PAO that has entered into a contractual agreement to provide CMMC assessment services for an
OSC. After validating the evidence, the C3PAO feels that thetask is beyond its capabilities and nforms the OSC that it cannot
continue with the assessment. The C3PAO cites "msufficient workforce" as the reason. What principle of the CMMC CoPC has the
C3PAO broken?

A. Adherence to Materials and Methods
B. Information Integrity

C. Respect for Intellectual Property

D. Professionalism

He:. D

Y.

Comprehensive and Detailed in Depth Explanation:

Withdrawing after agreeing to a contract due to workforce issues breaches Professionalism (Option C).
Options A, B, and D are unrelated.
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Extract from Official Document (CoPC):
* Paragraph 2.1 - Professionalism (pg. 4):"Fulfill all commitments of contractual agreements with the OSC." References:
CMMC Code of Professional Conduct, Paragraph 2.1.

HAE #51

A CCA who works for a C3PAO doubles as a penetration tester. When conductinga CMMC assessiment for an OSC, he realizes
their cybersecurity practices are lacking. Recognizing potential vulnerabilities in their systens, the CCA approaches the OSC's cyber
teamand offers his penetration testing services. Which CoPC guiding principle or practice has the CCA failed to live up to?

A. Conflict of Interest
B. Professionalism
C. Confidentiality

D. Assurance

HE: B

MY

Comprehensive and Detailed in Depth Explanation:

Soliciting business during an assessment violates Professionalism (Option C), not Assurance (Option A, not a principle), COI
(Option B, related but not primary), or Confidentiality (Option D).

Extract from Official Document (CoPC):

* Paragraph 2.1 - Professionalism (pg. 4):"Never actively solicit business from customers during an assessiment." References:
CMMC Code of Professional Conduct, Paragraph 2.1.

HEE #52

John, a CCA, is attending a CMMC industry conference. During a networking event, he makes several inappropriate comments
with sexual undertones to a female attendee. According to the CoPC's Lawful and Ethical Practices, how should John's behavior be
evaluated?

e A. John's behavior constitutes harassment and discrimination, which violate the CMMC CoPC.

e B. While unprofessional, John's comments do not violate the CMMC CoPC because they were made at a private industry
event.

e C. John's behavior is a violation only if he made the comments in connection with his CMMC assessment activities.

e D. John's comments are acceptable as long as the female attendee does not report them to the Cyber AB.

HE. A

ME:

Comprehensive and Detailed in Depth Explanation:

The CoPC prohibits harassment in all CMMC-related interactions, including industry events, making Option C correct. Options A,
B, and D misinterpret the scope of this rule.

Extract from Official Document (CoPC):

* Paragraph 3.6(2) - Lawful and Ethical Practices (pg. 8):"Refrain from harassment or discrimnation in all interactions related to
your role in the CMMC ecosystem." References:

CMMC Code of Professional Conduct, Paragraph 3.6(2).

A2 #53

Youare part of an Assessment Team tasked with conductinga CMMC Assessment for an OSC. When assessing the contractor's
implementation of SC.L.2-3.13.6 - Network Communication by Exception, objectives [a] and [b], the OSC's system admin inforns
you that they use Fortinet Next-Generation Firewall (NGFW). Fortinet NGFWs are hardcoded to deny all traffic by default, and
traffic is only allowed on an exception basis. While this is factual, the Lead Assessor asks you to test the NGFW to ascertain
whether it meets the intent of Assessment Objectives in SC.L2-3.13.6 - Network Communication by Exception. What is the benefit
of testing as an assessment method?

e A Testing helps determine if CMMC practices are implemented and whether adequate resources were provided to the
individuals performing the practices.
e B. Testing allows you to determine if the OSC has the intent to meet the Assessment Objectives.



e (. Testing allows you to observe what has been done and what has not been done.
e D. Testing provides insight into the OSC's handling of CMMC practices.

¥e: C

Y.

Comprehensive and Detailed in Depth Explanation:

The CAP defines testing as observing actual versus expected behavior (Option B). Options A, C, and D are less precise benefits.
Extract from Official Document (CAP v1.0):

* Section 2.2 - Conduct Assessment (pg. 25):"Testing allows you to observe what has been done and what has not been done
under specified conditions." References:

CMMC Assessment Process (CAP) v1.0, Section 2.2.

EE #54

A contractor has retained you to assess compliance with CMMC practices as part of their triennial review.

During your assessment of the AU domain, you discovered that the contractor has recently installed new nodes and servers on their
network infrastructure. To assess their implementation of AU.L2-3.3.7 - Authoritative Time Source, you trigger some events
documented to meet AU.L2-3.3.1 - System Auditing across both the new and existing systens, generating audit logs. Upon
examining these logs, you notice inconsistencies in the timestamps between newly installed and previously existing nodes. Further
investigation reveals that while the contractor has implemented a central Network Time Protocol (NTP) server as the authoritative
time source, the new systemns are configured to automatically adjust and synchronize their clocks only when the time difference with
the NTP server exceeds 30 seconds. Based on this scenario, how many points would you score theOSC's implementation of
CMMC practice AU.L2-3.3.7 - Authoritative Time Source?

A0
B. 1
C.2
D.3

HE: A

MH.

Comprehensive and Detailed In-Depth Explanation:

AU.L2-3.3.7 requires organizations to "synchronize system clocks with an authoritative time source" to ensure consistent timestamps
for audit records. The contractor has an NTP server, but the 30-second synchronization threshold on new systemns leads to
inconsistent timestamps, failing the practice's intent. Per the DoD Assessment Scoring Methodology, AU.L2-3.3.7 is a 1-point
practice. Ifnot fully met, it scores -1 (Not Met). The partial implementation (NTP server exists but not effectively applied) doesn't
qualify as Met, so no positive points are awarded. The CMMC guide stresses uniformity in timestamps, which this configuration
undermines.

Extract from Official CMMC Documentation:

* CMMC Assessment Guide Level 2 (v2.0), AU.L2-3.3.7: "Synchronize clocks to ensure uniformity of timestamps for audit
records."

* DoD Scoring Methodology: "1-point practice: Met =+1, Not Met =-1."

Resources:

* httpsv/dodcio.defense.gov/Portals/0/Documents/CMMC/AG Level2 MasterV2.
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