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You are attempting to move a collector into the High Security Collector Group for isolation but encounter an error in the API
request as shown in the exhibit. To successfully isolate the collector, which API parameter must you correct? (Choose one answer)

A. Change the HTTP method in the request from PUT to POST.
B. Update the authorization credentials in the API header.

C. Set the organization parameter to Default.

D. Set the target collector group parameter to Engineering group.

ig: C

o
m

Y.

The correct answer is A. Set the organization parameter to Default .

From the first exhibit, the API query result for the Collector shows:

* Collector name: Desktop-PC

* Collector group name: Engineering

* Organization: Default

* State: Running

But in the second exhibit, the API request is using;

* organization = Fortinet- Training

* collectors = Desktop-PC

* targetCollectorGroup = High Security Collector Group

That organization value is wrong. The Collector belongs to the Default organization, so the API request must reference the
Collector's actual organization. Otherwise FortiEDR cannot locate or move that Collector under the organization specified in the
request.

The FortiEDR guide confirns that Collector Groups are used to assign different FortiEDR policies to different Collectors, and that
Collectors can be moved between groups/organizations in the Inventory workflow. In Hoster view, FortiEDR shows Collectors
from all organizations and allows moving Collectors between organizations, but the organization context must match the Collector
being managed.

Option B is wrong because the exhibit shows the API request is authorized; the failure is a 400 Bad Request , not an authentication
failure. Option C is wrong because the endpoint shown is already a move/update operation using PUT, and the issue is not the



HTTP method. Option D is wrong because Engineering is the current Collector Group. The goal is to move the Collector to High
Security Collector Group , so changing the target back to Engineering would not isolate or harden the Collector.

EE #35
Refer to the exhibit:
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You are asked to block applications based on hash attributes. Which two factors must you consider when applying the hash value?
(Choose two answers)

A. Hashes must be line-separated.

B. Hashes must follow supported formats.

C. Hashes must be unique to each application.

D. Hashes must be used with at least one attribute, such as a filename or path.

HE. AB

M.

The FortiEDR 7.0.0 Administration Guide states that when manually adding applications to be blocked, you can define the
application using Hash or using any combination of File Name / Path / Signer attributes. This means hashes can be used
independently and do not require filename, path, or signer attributes.

The guide also states that each hash is a unique identifier of an individual application, and the exhibit itself shows the hash field note:
"SHA-1 or SHA-2 or MD5." Therefore, the hash must use a supported hash format, making D correct.

For multiple hash entries, the uploaded guide text says they must be comma separated , while the exhibit note says "You can enter
multiple hashes comma separated." So the technically exact guide wording supports comma separation, not line separation.
However, given your answer choices, A is clearly trying to test the requirement that multiple hashes must be separated correctly. The
option wording says "line- separated," which is not exact against the guide; the better wording would be comma-separated . Since
no

"comma-separated" option is provided, A is the intended separation-related answer, but the wording is flawed.

Option B 1s definitely wrong because hash mode is an alternative to attributes. Option C is also not the best answer because,
although each hash uniquely identifies a file/application variant, the operational requirement is not that "hashes must be unique to each
application" in the way the option implies. Hashes may represent different variants of the same application.

EE #36
A company requires a global communication policy for a FortiEDR muilti-tenant environment. Which recommendation must you
make? (Choose one answer)



A. Create a separate communication control policy for each organization.

B. Create a new communication control policy and apply it to multiple organizations.

C. Create a new communication control policy and delegate it to other organizations.
D. Create a new communication control policy and assign it globally to all organizations.

HE: A

Y.

The correct answer is A. Create a separate communication control policy for each organization .

The key point is that Commumication Control is not available in Hoster view . In a FortiEDR muilti-tenant environment, Hoster view
is the view used to display information for all organizations together. However, the guide clearly states under the Hoster view section:
"Communication Control - The Communication Control window is not available in Hoster view." That means you cannot create one
global Communication Control policy from Hoster view and assign it across all organizations. Options B, C , and D all assume
cross-organization/global Commumication Control policy assignment, but the guide does not support that capability. The practical
recommendation is to configure Communication Control policies separately inside each organization.

The guide contrasts this with Security Policies, where in Hoster view the Security Policies page displays all policies fromall
organizations and supports cloning a security policy from one organization to another. That statement is for Security Policies , not
Communication Control policies.

HE#37

A collector triggers a suspicious security incident that is initially flagged as potentially malicious. The environment is connected to the
FortiEDR Cloud Service (FCS) for classification. How does FCS process the event for accurate classification? (Choose one
answer)

A. By relying solely on the FortiGate firewall policies

B. By comparing the event against only local signatures

C. By data processing, comprehensive automated analysis, and comprehensive manual analysis
D. By correlating collector logs only

e C

MH.

The correct answer is A .

The FortiEDR 7.0.0 Admnistration Guide states that the FortiEDR Cloud Service (FCS) enriches and enhances system security by
performing deep, thorough analysis and investigation about the classification of a security event. It determines the exact classification
of security events with a high degree of accuracy.

The guide firther explains that the FCS classification process is performed through data enrichment and enhanced deep analysis and
nvestigation enabled by automated and manual processes . These processes may include intelligence services, static and dynamic file
analysis, sandboxing, flow analysis through machine learning, commonality analysis, crowdsourced data deduction, and more.
Therefore, FCS does not rely only on FortiGate firewall policies, local signatures, or raw Collector log correlation. It performs
enriched cloud-based automated and manual analysis to classify the incident accurately.

EE #38
Within the FortiEDR architecture, which component needs JumpBox capabilities to enable authenticated and controlled
communication with FortiAnalyzer? (Choose one answer)

A. Aggregator

B. Central manager
C. Core

D. Reputation Server

He: C

Y.

The correct answer is A. Core.

For FortiAnalyzer / FortiAnalyzer Cloud integration, the FortiEDR 7.0.0 Admmnistration Guide states that one prerequisite is "A
Jumpbox with connectivity to FortiAnalyzer." The same section says to refer to Setting up the FortiEDR Core for details about



nstalling a FortiEDR Core and configuring it as a Jumpbox. In the connector configuration, the guide also states that the Jumpbox
field is used to select the FortiEDR Jumpbox that will communicate with FortiAnalyzer or FortiAnalyzer Cloud.

So, the FortiEDR component associated with JumpBox capability is the Core. The Central Manager must have connectivity to
Fortinet Cloud Services, but it is not the component configured as the JumpBox. The Aggregator handles registration, configuration,
and monitoring between Collectors/Cores and Central Manager, and the Reputation Server is unrelated to FortiAnalyzer JumpBox
communication in this context.
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