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Sample Questions (Q91-Q96):
NEW QUESTION # 91 
Task: Configure Anti-Bot in the Corporate_TP_Strict profile to prevent all high-confidence threats.

Answer:

Explanation:
See the Explanation.Explanation:
1- Edit the Corporate_TP_Strict profile.
2- Navigate to the Anti-Bot tab.
3- Set High Confidence to Prevent.
4- Set Medium Confidence to Detect or Prevent, depending on policy.
5- Save and publish changes.

NEW QUESTION # 92 
Task: Apply different IPS profiles based on network zone using policy layers.

Answer:

Explanation:
See the Explanation.Explanation:
1- Create multiple Threat Prevention profiles per zone (DMZ, Internal, External).
2- In Threat Prevention Policy, add separate rules by source zone.
3- Apply respective profile in each rule.
4- Publish and install the policy.
5- Monitor logs to verify zone-specific detection.

NEW QUESTION # 93 
Task: Manually trigger an IPS update from SmartConsole.

Answer:

Explanation:
See the Explanation.Explanation:
1- Go to Threat Prevention > Updates.
2- Click "Check Now" under IPS section.
3- Wait for update to complete and view the status log.
4- On the gateway, check $FWDIR/log/ips_update.elg for details.
5- Confirm the update applied with ips stat.

NEW QUESTION # 94 
Task: Simulate false positive and create a detection-only override.

Answer:

Explanation:
See the Explanation.Explanation:
1- Generate test traffic causing a prevent log in SmartConsole.
2- Identify the IPS protection name.
3- Add an exception for that IP or subnet with action "Detect."
4- Re-test traffic and verify logs reflect "Detect."
5- Document the false positive and report to Check Point if needed.

NEW QUESTION # 95 
Task: Simulate a file download test and confirm Anti-Virus prevention using the custom profile.



Answer:

Explanation:
See the Explanation.Explanation:
1- Use EICAR test file in a browser.
2- Confirm file is blocked and logs show blade:"Anti-Virus" and action:"Prevented".
3- Confirm the active profile name matches your custom profile.
4- Check logs for file hash and signature info.
5- Document success as part of validation.

NEW QUESTION # 96
......
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