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Sample Questions (Q56-Q61):
NEW QUESTION # 56 
What is a built-in role in Portworx's RBAC model?

A. system.admin
B. storage.manager
C. storage.admin

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Portworx implements Role-Based Access Control (RBAC) to secure management operations within the cluster. One of the key
built-in roles is system.admin, which has full administrative privileges across Portworx resources. This role allows users to manage
storage nodes, volumes, snapshots, backups, and cluster-wide settings. The system.admin role is typically assigned to trusted cluster
operators or administrators responsible for cluster maintenance and configuration. Other roles like storage.manager or storage.admin
are not standard built-in roles in Portworx RBAC but may be custom roles defined in some environments. The official Portworx
security and RBAC documentation details system.admin as the comprehensive administrative role with full cluster management
capabilities, critical for secure operations and delegation of responsibilities【Pure Storage Portworx Security Guide source】.

NEW QUESTION # 57 
An infrastructure admin is troubleshooting a Portworx node that is down.
What should be run first to check the Kubernetes cluster status?

A. journalctl -u kubelet to identify the problem on the node.
B. pxctl status to check the status of Portworx on the node.
C. kubectl get node -o wide to ensure cluster nodes are in the Ready status.

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
When troubleshooting a Portworx node that appears down, the first step is to verify the overall Kubernetes cluster health,
particularly the node's readiness. Running kubectl get node -o wide provides detailed information about all cluster nodes, including
their status, roles, and network details. Ensuring the affected node is marked "Ready" or identifying any abnormal conditions helps
isolate whether the problem is at the Kubernetes level or specific to Portworx. If the node is not Ready, issues may lie with
Kubernetes components or node-level hardware/network problems. After confirming node status, further investigation using pxctl
status or examining kubelet logs with journalctl can pinpoint Portworx-specific or system-level failures. Portworx operational best
practices recommend starting with Kubernetes node health checks before delving into Portworx or system logs to effectively triage
issues【Pure Storage Portworx Troubleshooting Guide source】.

NEW QUESTION # 58 
What is the primary benefit of using Dynamic Provisioning and Storage Classes in Portworx?

A. They limit the customization of volume parameters to default settings only.
B. They require manual creation of Portworx volumes before they can be used.
C. They enable the automatic provisioning of Portworx volumes without manual intervention.

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Dynamic Provisioning in Kubernetes with Portworx StorageClasses enables automatic, on-demand creation of storage volumes as
requested by applications through Persistent Volume Claims (PVCs). This eliminates the need for administrators to manually create
and manage volumes, significantly improving operational efficiency and accelerating application deployment. StorageClasses
encapsulate parameters such as replication, encryption, and IO profiles, ensuring consistent volume configuration. Dynamic
Provisioning also supports scaling and workload agility by provisioning storage transparently based on application needs. This
feature is central to cloud-native storage management and is well documented in both Kubernetes and Portworx installation guides. It



contrasts with manual volume creation, which is labor-intensive and error-prone, thus dynamic provisioning enhances automation and
simplifies storage lifecycle management【Pure Storage Portworx Kubernetes Guide source】.

NEW QUESTION # 59 
What does an administrator need to do if a drive fails and the pool contains metadata?

A. Delete the pool.
B. Decommission the node.
C. Reformat the disk and reuse it.

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
If a drive fails and the associated storage pool contains critical metadata, the safest and recommended action is to decommission the
entire node. Metadata loss can compromise the integrity of volume allocations and cluster state. Decommissioning the node allows
Portworx to safely remove the node from the cluster, replicate data, and redistribute workloads, preventing data loss or corruption.
Deleting the pool or reformatting the disk without proper precautions risks losing metadata and causing cluster inconsistencies.
Portworx's operational guidelines emphasize that nodes with failed drives holding metadata require careful decommissioning
procedures to maintain cluster health and data durability, ensuring data is rebalanced and availability is preserved【Pure Storage
Portworx Operations Guide source】.

NEW QUESTION # 60 
Which Portworx CRD object is used to set up essential parameters for a Portworx installation?

A. ServiceAccount
B. StorageCluster
C. VolumeSnapshot

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The StorageCluster Custom Resource Definition (CRD) is the central object used to configure and manage a Portworx installation
on Kubernetes. It contains essential parameters including cluster-wide settings, KVDB configuration, storage pool definitions,
security options, and CSI driver configurations. The StorageCluster resource declaratively defines how Portworx should be
deployed, upgraded, and operated within the Kubernetes cluster. Administrators edit this object to adjust configurations, enabling
features like telemetry, monitoring, and cloud integration. Unlike VolumeSnapshot (which manages snapshots) or ServiceAccount
(which controls Kubernetes permissions), StorageCluster governs the overall lifecycle and parameters of the Portworx deployment.
Portworx operator documentation identifies StorageCluster as the fundamental CRD for installation and configuration
management【Pure Storage Portworx Operator Guide source】.

NEW QUESTION # 61
......
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