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Sample Questions (Q11-Q16):

NEW QUESTION # 11
What information is included in the Portworx diagnostics bundle (diags)?

¢ A. Application logs, Kubernetes events, and network configurations
¢ B. Portworx journal logs, CLI command outputs, and basic OS information
e (. User activity logs, security policies, and firewall rules

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The Portworx diagnostics bundle, known as "diags," aggregates comprehensive diagnostic data for troubleshooting, This includes
Portworx journal logs, which record detailed system and service events essential for identifying errors or malfinctions. Additionally,
the bundle contains outputs from key CLI commands such as pxctl status and pxctl volume list that provide snapshots of the cluster's
health, volume states, and configuration at the time of collection. Basic operating system information, including kernel version, disk
hardware details, and network interfaces, is also captured to understand the underlying environment. Together, these components
equip Portworx support and administrators with the contextual data needed for effective root cause analysis and faster issue
resolution. The official Portworx support documentation recommends collecting and submitting this bundle for all significant
troubleshooting cases as it expedites problem diagnosis and resolution [ Pure Storage Portworx Support Guide source] .

NEW QUESTION # 12
How should a Portworx administrator expose metrics to externally provisioned Prometheus?

¢ A. Enable metrics in the storagecluster object by setting:
spec:
monitoring;
exportMetrics: true
¢ B. Enable metrics in the storagecluster object by setting the following:
spec:
monitoring;
prometheus:
exportMetrics: true
e C. Enable metrics in the Portworx cluster by running the command:
pxctl service monitoring enable --export-metrics-only

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

To enable Portworx metrics exposure compatible with external Prometheus servers, administrators must set the exportMetrics flag
nside the Prometheus monitoring section of the StorageCluster spec. The correct configuration is:

spec:

monitoring:

prometheus:

exportMetrics: true

This declarative configuration directs Portworx to expose its internal metrics on Prometheus endpoints, allowing external monitoring
tools to scrape these metrics for observability, alerting, and dashboarding, The operator-managed Portworx cluster leverages this
configuration for integration with cloud-native monitoring stacks, ensuring seamless visibility into cluster health, performance, and
resource utilization. Using CLI commands alone is insufficient for operator-managed clusters since they don't persist settings or
mtegrate with Kubernetes manifests. The official Portworx observability guide and operator documentation endorse this method as
the recommended approach for metrics exposure and integration with Prometheus-compatible systems [ Pure Storage Portworx
Monitoring Guide source] .

NEW QUESTION # 13
‘When upgrading Portworx on Kubernetes using the Operator, what step must the administrator take if using the px-versions

configmap?



¢ A. Update the version manifest.
¢ B. Create a new namespace for the configmap.
¢ C. Delete the existing configmap.

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

During Portworx upgrades via the Kubernetes Operator, if the deployment uses a px-versions ConfigMap to manage available
Portworx versions, the administrator must update the version manifest within this ConfigMap to include the new version. This update
informs the Operator of the target version for upgrades and ensures that the correct container images are pulled and deployed.
Simply creating a new namespace or deleting the ConfigMap is insufficient and can cause upgrade failures or inconsistent version
deployments. The Portworx Operator upgrade documentation emphasizes updating the px-versions ConfigMap manifest as a
necessary step in orchestrated upgrades, enabling controlled, predictable version management within Kubernetes clusters [ Pure
Storage Portworx Upgrade Guide source] .

NEW QUESTION # 14
How do you label a Kubernetes node to provide rack information to Portworx?

¢ A kubectl taint nodes px/rack=
¢ B. kubectl annotate nodes px/rack=
¢ C. kubectl label nodes px/rack=

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Labeling Kubernetes nodes with rack information is achieved using the kubectl label nodes command. The syntax would be
something like kubectl label nodes <node-name> px/rack=<rack-identifier>. This label allows Portworx to understand the physical
or logical topology of nodes, enabling placement strategies that optimize data locality, fault tolerance, and availability based on rack
awareness. Taints and annotations serve different purposes; taints affect pod scheduling by repelling pods, while annotations provide
metadata without influencing scheduling, Portworx uses node labels extensively for topology-aware volume placement and disaster
recovery planning, Official Portworx documentation recommends labeling nodes with topology identifiers like rack or zone to enable
advanced placement strategies and maintain application resiliency in distributed environments [ Pure Storage Portworx Placement
Guide source] .

NEW QUESTION # 15
What is the correct procedure to upgrade a Portworx cluster from version 3.0 to 3.1 using the Portworx Operator?

e A Edit the StorageCluster CR and update the .spec.image parameter fiom portworx/oci-monitor:3.0 to portworx/oci-
monitor:3. 1.

¢ B. Execute the 'pxctl cluster upgrade -version 3.1' command.

¢ C. No manual upgrade is needed as Portworx will automatically upgrade to the latest version.

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Upgrading Portworx clusters managed by the Kubernetes Operator requires a declarative update to the StorageCluster Custom
Resource Definition (CRD). Specifically, the administrator must edit the StorageCluster resource and update the .spec.image field to
point to the new version image, such as changing portworx/oci-monitor:3.0 to portworx/oci-monitor:3.1. This change mnstructs the
Operator to roll out the new image across the cluster nodes, performing a seamless upgrade with minimal downtime. The pxctl CLI
does not perform upgrades in Operator-managed environments; it is primarily for direct cluster management. The Operator ensures
orderly upgrade sequencing, node by node, handling pod restarts and health checks. Automatic upgrades without manual
intervention are not currently supported to prevent unintentional disruptions. Official Portworx upgrade documentation details this
procedure, emphasizing the importance of version pinning and controlled rollout for production stability and rollback capabilities
during upgrades [ Pure Storage Portworx Upgrade Guide source] .



NEW QUESTION # 16
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