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%| &l Cyber Technician (CCT) 212-82 F 2 M EZE2 A (Q139-Q144):

EE #139

Gideon, a forensic officer, was examining a victim's Linux system suspected to be involved in online criminal activities. Gideon
navigated to a directory containing a log file that recorded information related to user login/logout. This information helped Gideon to
determine the current login state of cyber criminals i the victim system, identify the Linux log file accessed by Gideon in this
scenario.

A. var/log/httpd/

B. /ar/log/boot.iog

C. var/log/wt mp

D. ~var/log/mysq Id. log
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Hvar/log/wimp is the Linux log file accessed by Gideon in this scenario. /var/log/wtmp is a log file that records information related to
user login/logout, such as username, terminal, IP address, and logn time. /var/log/wtmp can be used to determine the current login
state of users in a Linux system. /var/log/wtmp can be viewed using commands such as last, lastb, or utmpdump.

EAE #140

The SOC department in a multinational organization has collected logs of a security event as

"Windows.events.evtx". Study the Audit Failure logs in the event log file located in the Documents folder of the "Attacker Machine-
1" and determine the IP address of the attacker. (Note: The event ID of Audit failure logs is 4625.)

A. 10.10.1.10
B. 10.10.1.19
C. 10.10.1.12
D. 10.10.1.16
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The IP address of the attacker is 10.10.1.16. This can be verified by analyzing the Windows.events.evtx file using a tool such as
Event Viewer or Log Parser. The file contains several Audit Failure logs with event ID 4625, which indicate failed logon attempts to
the system.

The logs show that the source network address of the failed logon attempts is 10.10.1.16, which is the IP address of the attacker.

HAE #141

Kayden successfully cracked the final round of interview at an organization. After few days, he received his offer letter through an
official company email address. The email stated that the selected candidate should respond within a specified time. Kayden
accepted the opportunity and provided e-signature on the offer letter, then replied to the same email address. The company
validated the e-signature and added his details to their database. Here, Kayden could not deny company's message, and company
could not deny Kayden's signature.

Which of the following information security elements was described in the above scenario?

A. Integrity

B. Confidentiality
C. Non-repudiation
D. Availability
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AE #142
As a Virtualization Software Engineer/Analyst, you are employed on a Project with Alpha Inc. Company, the OS Virtualization is
used for isolation of Physical/Base OS with the Hypervisor OS. What is the security benefit of OS virtualization in terns of isolation?

A. Virtual machines can freely access the resources of other VMs on the same host.

B. OS virtualization offers no security benefits in isolation.

C. Virtual machines are isolated from each other, preventing a security breach in one from impacting others.
D. A compromised virtual machine can easily infect the physical host and other VM.

HE: C

Y.

* Isolation of VMs:

* OS virtualization provides isolation between virtual machines (VMs). Each VM operates independently with its own operating
systemand resources. This isolation ensures that a security breach in one VM does not affect other VMs on the same physical host.

AE #143

Jane Is a newly appointed Chief Financial Officer at BigTech Corp. Within a week, she receives an email from a sender posing as
the company's CEO. instructing her to make an urgent wire transfer. Suspicious. Jane decides to verify the request's authenticity. She
receives another email from the same sender, now attaching a seemingly scanned Image of the CEO's handwritten note.
Simultaneously, she gets a call froman 'IT support' representative, instructing her to click on the attached image to download a
'security patch'. Concerned. Jane must determine which social engineering tactics she encountered.

A. Baiting via the handwritten note image and preloading through the 'TT support' call.

B. Spear phishing through both the emails and quizzing via the 'I'T support' call

C. Phishing through the CEO impersonation email and baiting via the 'IT support' call.

D. Spear phishing through the CEO impersonation email and vishing via the 'I'T support' call
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