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Nutanix Certified Professional - Unified Storage (NCP-US) v6.5 Sample
Questions (Q90-Q95):
NEW QUESTION # 90 
An administrator is leveraging Smart DR to protect a Files share. There is a requirement that in the event of a failure, client
redirection should be seamless. How should the administrator satisfy this requirement?

A. Update the AD and DNS entries.
B. Enable redirection in the protection policy.
C. Create a reverse replication policy.
D. Activate protected shares on the recovery site.

Answer: A

Explanation:
Smart DR in Nutanix Files, part of Nutanix Unified Storage (NUS), automates disaster recovery (DR) by replicating shares between
primary and recovery file servers (e.g., using NearSync, as in Question 24). The administrator is using Smart DR to protect a Files
share and needs seamless client redirection in the event of a failure, meaning clients should automatically connect to the recovery site
without manual intervention.
Understanding the Requirement:
* Smart DR Protection: Smart DR replicates the Files share from the primary site to the recovery site, typically with the primary site
in read-write (RW) mode and the recovery site in read-only (RO) mode (as seen in the exhibit for Question 24).
* Seamless Client Redirection: In a failure scenario (e.g., primary site down), clients should automatically redirect to the recovery site
without needing to reconfigure their connections (e.g., changing the share path or IP address).
* Files Share Context: Clients typically access Files shares via SMB or NFS, using a hostname or IP address (e.g., \fileserver\share
for SMB or fileserver:/share for NFS).
Analysis of Options:
* Option A (Create a reverse replication policy): Incorrect. A reverse replication policy would replicate data from the recovery site
back to the primary site, typically used after failover to prepare for failback. This does not address seamless client redirection during
a failure-it focuses on data replication direction, not client connectivity.
* Option B (Enable redirection in the protection policy): Incorrect. Smart DR protection policies define replication settings (e.g.,
RPO, schedule), but there is no "redirection" setting in the policy itself.
Client redirection in Nutanix Files DR scenarios is managed through external mechanisms like DNS, not within the protection policy.
* Option C (Update the AD and DNS entries): Correct. Seamless client redirection in Nutanix Files DR scenarios requires that
clients can automatically connect to the recovery site without changing their share paths. This is achieved by updating Active
Directory (AD) and DNS entries:
* DNS Update: The hostname of the file server (e.g., fileserver.company.com) should resolve to the IP address of the primary site's
File Server under normal conditions. During a failure, DNS is updated to point to the recovery site's File Server IP address (e.g., the
Client network IP of the recovery FSVMs). This ensures clients automatically connect to the recovery site without changing the
share path (e.g., \fileserver.company.com\share continues to work).
* AD Update: For SMB shares, the Service Principal Name (SPN) in AD must be updated to reflect the recovery site's File Server,
ensuring Kerberos authentication works seamlessly after failover.This approach ensures clients are redirected without manual
intervention, meeting the
"seamless" requirement.
* Option D (Activate protected shares on the recovery site): Incorrect. Activating protected shares on the recovery site (e.g.,
making them RW during failover) is a necessary step for failover, but it does not ensure seamless client redirection. Without updating
DNS/AD, clients will not know to connect to the recovery site-they will continue trying to access the primary site's IP address,
requiring manual reconfiguration (e.g., changing the share path), which is not seamless.
Why Option C?
Seamless client redirection in a Nutanix Files DR scenario requires that clients can connect to the recovery site without changing their
share paths. Updating AD and DNS entries ensures that the file server's hostname resolves to the recovery site's IP address after
failover, and AD authentication (e.g., Kerberos for SMB) continues to work. This allows clients to automatically redirect to the
recovery site without manual intervention, fulfilling the requirement for seamlessness.
Exact Extract from Nutanix Documentation:
From the Nutanix Files Administration Guide (available on the Nutanix Portal):
"To ensure seamless client redirection during a Smart DR failover, update Active Directory (AD) and DNS entries. Configure DNS
to resolve the file server's hostname to the recovery site's File Server IP address after failover, and update the Service Principal
Name (SPN) in AD to ensure Kerberos authentication works for SMB clients. This allows clients to automatically connect to the
recovery site without manual reconfiguration."
:
Nutanix Files Administration Guide, Version 4.0, Section: "Smart DR Failover and Client Redirection" (Nutanix Portal).



Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Section: "Nutanix Files Disaster Recovery".

NEW QUESTION # 91 
Deploying Files instances require which two minimum resources? (Choose two)

A. 8 vCPUs per host
B. 4 vCPUs per host
C. 12 GiB of memory per host
D. 8 GiB of memory per host

Answer: B,D

Explanation:
The two minimum resources that are required for deploying Files instances are 8 GiB of memory per host and
4 vCPUs per host. Memory and vCPUs are resources that are allocated to VMs (Virtual Machines) to run applications and
processes. Files instances are file server instances (FSIs) that run on FSVMs (File Server VMs) on a Nutanix cluster. FSVMs
require at least 8 GiB of memory and 4 vCPUs per host to function properly and provide SMB and NFS access to file shares and
exports. The administrator should ensure that there are enough memory and vCPUs available on each host before deploying Files
instances. References: Nutanix Files Administration Guide, page 27; Nutanix Files Solution Guide, page 6

NEW QUESTION # 92 
An administrator has been directed to configure Volumes to Nutanix's best practices for security.
What should the administrate! do to be compliant?

A. Enable at-rest encryption on Volume Groups.
B. Segment iSCSI traffic to a physically separate network.
C. Use data services IP for external host connectivity.
D. Configure Volume Groups to use CHAP.

Answer: D

Explanation:
Nutanix Volumes is a feature that allows users to create and manage block storage devices (volume groups) on a Nutanix cluster.
Volume groups can be accessed by external hosts using the iSCSI protocol. To secure volume groups from unauthorized access,
Nutanix recommends configuring CHAP (Challenge-Handshake Authentication Protocol) for each volume group in Prism Element.
CHAP is a security feature that authenticates iSCSI initiators and targets before allowing access to a volume group. CHAP requires
both the initiator and the target to have a shared secret (a password) that is used to generate a challenge and a response during the
authentication process. CHAP can prevent unauthorized access to volume groups and protect data from malicious attacks.
Reference: Nutanix Volumes Administration Guide, page 25; Nutanix Volumes Security Guide

NEW QUESTION # 93 
Which two platform are currently supported for Smart Tiering? (Choose two.)

A. Wasabi
B. Google Cloud Storage
C. AWS Standard
D. Azure Blob

Answer: C

Explanation:
The two platforms that are currently supported for Smart Tiering are AWS Standard and Azure Blob. Smart Tiering is a feature that
allows administrators to tier data from Files to cloud storage based on file age, file size, and file type. Smart Tiering can help reduce
the storage cost and optimize the performance of Files.
Smart Tiering currently supports AWS Standard and Azure Blob as the cloud storage platforms, and more platforms will be added
in the future. References: Nutanix Files Administration Guide, page 99; Nutanix Files Solution Guide, page 11



NEW QUESTION # 94 
Within the Prism Central Entity > Services > Objects menu option, what is the correct task order for creating an object storage?

Answer:

Explanation:

Explanation:
The correct task order for creating an object store is:
* Select ObjectStore Service and click Enable
* Click Create Object Store to start creating the first Object store
* Click Download Creation Checklist to download the list of prerequisites for deploying an Object store The first step is to enable
the ObjectStore Service, which is a service that allows users to create and manage object storage clusters on a Nutanix cluster. The
second step is to create an Object store, which is an object storage cluster that provides S3-compatible access to buckets and
objects for various applications and users.
The third step is to download the Creation Checklist, which is a document that lists the prerequisites and configurations that are
required for deploying an Object store, such as cluster details, network details, storage details, etc. The administrator should review
and complete the Creation Checklist before proceeding with the deployment of the Object store.

NEW QUESTION # 95
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