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AR #52

What (s the purpose of an architecture overview model?

= A, Toidentify the required data sources,

« B. Todetermine the sequence of projects

« C. To identify the user groups and required authorizations
= I, To sutomatically genoerate the LSA++ architecture

ARA

29

An architecture overview model is a high-level diagram that shows the main componants and data
ftows of & solution. It helps to identify the required data ssarces and how they are connected 1o the
targel system. An architechure averiew model can alse show the main business processes and
scenarios that are supported by the sofution. An architecture everview model is useful for scoping,
planning, designing, and communicating a solution.
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CrowdStrike CCFH-202b A&l Z:

=A A

=~ e Search and Investigation Tools: This domain covers analyzing file and process metadata, using Investigate
FH1 Module tools, performing various searches, and interpreting dashboard results.

¢ Hunting Analytics: This domain focuses on recognizing malicious behaviors, evaluating information

=x 2 reliability, decoding command line activity, identifying infection patterns, distinguishing legitimate from
adversary activity, and identifying exploited vulnerabilities.
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o Event Search: This domain focuses on using CrowdStrike Query Language to build queries, format and
FH 3 filter event data, understand process relationships and event types, and create custom dashboards.
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HE #57
What do you click to junp to a Process Timeline from many pages in Falcon, such as a Hash Search?

A. Process ID or Parent Process ID
B. Process Timeline Link

C.PID

D. CID

He: B

HE:

The Process Timeline Link is what you click to jump to a Process Timeline from many pages in Falcon, such as a Hash Search. The
Process Tineline Link is an icon that looks like three horizontal bars with dots on them. It appears next to each process name or ID
on various pages in Falcon, such as Hash Search results, Detection details, Event Search results, etc. Clicking on it will open a new
tab with the Process Timeline for that process. The PID, the Process ID or Parent Process ID, and the CID are not what you click
to jump to a Process Timeline.

HE #58
Which field should you reference in order to find the system time of a *FileWritten event?

A. timestamp

B. ContextTimeStamp_decimal
C. FileTimeStamp _decimal

D. ProcessStartTime decimal

4

o
m
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Y.

ContextTimeStamp _decimal is the field that shows the system time of the event that triggered the sensor to send data to the cloud. In
this case, it would be the time when the file was written. FileTimeStamp_decimal is the field that shows the last modified time of the
file, which may not be the same as the time when the file was written. ProcessStartTime decimal is the field that shows the start time
of the process that performed the file write operation, which may not be the same as the time when the file was written. Timestamp is
the field that shows the time when the sensor data was received by the cloud, which may not be the same as the time when the file
was written.

HEE#59
‘What Investigate tool would you use to allow an analyst to view all events for a specific host?

e A Process Tireline
e B. Host Search
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e C. Host Timeline

e D. Buk Tinmeline
HE: C
ME:

The Host Timeline is the Investigate tool that you would use to allow an analyst to view all events for a specific host. The Host
Timeline shows a graphical representation of all events that occurred on a host within a specified time range. It allows an analyst to
zoomin and out, filter by event type or name, and drill down into event details. The Bulk Timeline, the Host Search, and the Process
Timeline are not Investigate tools that you would use to view all events for a specific host.

EE #60
Which of'the following is the proper method to quantify search results, enabling a hunter to quickly sort and identify outliers?

A. Using the "| stats count by" command at the end of a search string in Event Search
B. Using the "leval" command at the end of a search string in Event Search

C. Using the "|stats count" command at the end of a search string in Event Search

D. Exporting Event Search results to a spreadsheet and aggregating the results

HE: A

3.

This is the proper method to quantify search results, enabling a hunter to quickly sort and identify outliers. The stats command is used
to calculate summary statistics on the results of a search or subsearch, such as count, sum, average, etc. The count by option is used
to count the number of events for each distinct value of a field or fields and display themin a table. This can help find rare or
common values that could indicate anomalies or deviations from normal behavior.

EE #61
What information is shown in Host Search?

A. Prevention Policies

B. Quarantined Files

C. Intel Reports

D. Processes and Services

HEe. D

ME:

Processes and Services is one of the information that is shown in Host Search. Host Search is an Investigate tool that allows you to
view events by category, such as process executions, network connections, file writes, etc. Processes and Services is one of the
categories that shows information such as process name, command line, parent process name, parent command line, etc. for each
process execution event on a host. Quarantined Files, Prevention Policies, and Intel Reports are not shown in Host Search.
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