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If'you are craving for getting promotion in your company, you must master some special skills which no one can surpass you. To suit
your demands, our company has launched the IAPP CIPP-E exam materials especially for office workers. For on one hand, they
are busy with their work, they have to get the IAPP CIPP-E Certification by the little spread time.

The CIPP-E Exam covers the European legal framework for data protection, including the General Data Protection Regulation
(GDPR) and the ePrivacy Directive. It also covers the principles and practices of data protection, such as data processing, data
breaches, and data subject rights. Professionals who pass the exam are recognized as experts in the field of European data
protection and are highly sought after by organizations that operate in the European Union.
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With years of experience in compiling top-notch relevant IAPP CIPP-E dumps questions, we also offer the IAPP CIPP-E practice
test (online and offline) to help you get familiar with the actual exam environment. Therefore, if you have struggled for months to pass
IAPP CIPP-E Exam be rest assured you will pass this time with the help of our IAPP CIPP-E exam dumps. Every CIPP-E exam
candidate who has used our exam preparation material has passed the exam with flying colors.

The IAPP CIPP-E Exam is formulated to ensure that the candidate has extensive knowledge of pan-European as well as national
data security laws. The candidate also demonstrates their knowledge of main privacy terminologies and applicable concepts on how
to protect personal data as well as protecting international data processes. The French and German versions of this test are ISO
certified, and the evaluation has the ANSI/ISO certificate. Moreover, the exam is updated regularly to ensure that it tests the
candidate on the most updated content in the industry. It encompasses important topics such as the EU-US Privacy Shield as well as
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the GDPR.

TAPP Certified Information Privacy Professional/Europe (CIPP/E) Sample
Questions (Q13-Q18):

NEW QUESTION # 13

SCENARIO

Please use the following to answer the next question:

You have just been hired by a toy manufacturer based in Hong Kong. The company sells a broad range of dolls, action figures and
plush toys that can be found internationally in a wide variety of retail stores. Although the manufacturer has no offices outside Hong
Kong and in fact does not employ any staff outside Hong Kong, it has entered into a number of local distribution contracts. The toys
produced by the company can be found in all popular toy stores throughout Europe, the United States and Asia. A large portion of
the company's revenue is due to international sales.

The company now wishes to launch a new range of connected toys, ones that can talk and interact with children. The CEO of'the
company is touting these toys as the next big thing, due to the increased possibilities offered: The figures can answer children's
questions on various subjects, such as mathematical calculations or the weather. Each figure is equipped with a microphone and
speaker and can connect to any smartphone or tablet via Bluetooth. Any mobile device within a 10-meter radius can connect to the
toys via Bluetooth as well

The figures can also be associated with other figures (from the same manufacturer) and interact with each other for an enhanced play
experience.

When a child asks the toy a question, the request is sent to the cloud for analysis, and the answer is generated on cloud servers and
sent back to the figure. The answer is given through the figure's integrated speakers, making it appear as though that the toy is
actually responding to the child's question. The packaging of the toy does not provide technical details on how this works, nor does
it mention that this feature requires an internet connection. The necessary data processing for this has been outsourced to a data
center located in South Africa. However, your company has not yet revised its consumer-facing privacy policy to indicate this.

In parallel, the company is planning to introduce a new range of game systems through which consumers can play the characters they
acquire in the course of playing the game. The system will come bundled with a portal that includes a Near-Field Communications
(NFC) reader. This device will read an RFID tag in the action figure, making the figure come to lift onscreen. Each character has its
own stock features and abilities, but it is also possible to earn additional ones by accomplishing game goals. The only nformation
stored in the tag relates to the figures' abilities. It is easy to switch characters during the game, and it is possible to bring the figure to
locations outside of the home and have the character’s abilities remain intact.

In light of the requirements of Article 32 of the GDPR (related to the Security of Processing), which practice should the company
mnstitute?

¢ A Encrypt the data in transit over the wireless Bluetooth connection.

¢ B. Insert contractual clauses into the contract between the toy manufacturer and the cloud service provider, since South
Africa is outside the European Union.

e C. Include dual-factor authentication before each use by a child in order to ensure a minimum amount of security.

¢ D. Include three-factor authentication before each use by a child in order to ensure the best level of security possible.

Answer: A

NEW QUESTION # 14

The GDPR specifies fines that may be levied against data controllers for certain infringements. Which of the following infringements
would be subject to the less severe administrative fine of up to 10 million euros (or in the case of an undertaking, up to 2% of'the
total worldwide annual turnover of the preceding financial year)?

e A Failure to process personal information in a manner compatible with its original purpose.

e B. Failure to provide the means for a data subject to rectify maccuracies in personal data.

e C. Failure to demonstrate that consent was given by the data subject to the processing of their personal data where 1t is used
as the basis for processing.

e D. Failure to implement technical and organizational measures to ensure data protection is enshrined by design and default.

Answer: D

NEW QUESTION # 15
Which of the following does NOT have to be included in the records most processors must maintain in relation to their data
processing activities?



A. Categories of processing carried out on behalf of each controller for which the processor is acting.

B. Details of any data protection impact assessment conducted in relation to any processing activities carried out by the
processor on behalf of each controller for which the processor is acting.

C. Name and contact details of each controller on behalf of which the processor is acting.

D. Details of transfers of personal data to a third country carried out on behalf of each controller for which the processor is
acting,

Answer: D

NEW QUESTION # 16

Please use the following to answer the next question:

ProStorage is a multinational cloud storage provider headquartered in the Netherlands. Its CEO. Ruth Brown, has developed a two-
pronged strategy for growth: 1) expand ProStorage s global customer base and 2) increase ProStorage's sales force by efficiently
onboarding effective tearms. Enacting this strategy has recently been complicated by Ruth's health condition, which has limited her
working hours, as well as her ability to travel to meet potential customers. ProStorage's Human Resources department and Ruth's
Chief of Staff now work together to manage her schedule and ensure that she is able to make all her medical appointments The latter
has become especially crucial after Ruth's last trip to India, where she suffered a medical emergency and was hospitalized m New
Delhi Unable to reach Ruths family, the hospital reached out to ProStorage and was able to connect with her Chief of Staff, who in
coordination with Mary, the head of HR. provided information to the doctors based on accommodate on requests Ruth made when
she started a: ProStorage Why is the additional measure recommended by Jackie sufficient foe using UpFinance?

A. UpFinance is based in a country without surveillance laws.
B. UpFinance is an established 7-year-old business.

C. UpFinance implements sufficient data protection measures
D. UpFinance is in a highly regulated financial industry

Answer: A

NEW QUESTION # 17

SCENARIO

Please use the following to answer the next question:

Building Block Inc. is a multinational company, headquartered in Chicago with offices throughout the United States, Asia, and
Europe (including Germany, Italy, France and Portugal). Last year the company was the victim of a phishing attack that resulted in a
significant data breach. The executive board, in coordination with the general manager, their Privacy Office and the Information
Security team, resolved to adopt additional security measures. These included training awareness prograis, a cybersecurity audit,
and use of a new software tool called SecurityScan, which scans employees' computers to see if they have software that is no longer
being supported by a vendor and therefore not getting security updates. However, this software also provides other features,
including the monitoring of employees' computers.

Since these measures would potentially impact employees, Building Block's Privacy Office decided to issue a general notice to all
employees indicating that the company will implement a series of initiatives to enhance information security and prevent future data
breaches.

After the implementation of these measures, server performance decreased. The general manager instructed the Security team on
how to use SecurityScan to monitor employees' computers activity and their location. During these activities, the Information
Security team discovered that one employee from Italy was daily connecting to a video library of movies, and another one from
Germany worked remotely without authorization. The Security team reported these incidents to the Privacy Office and the general
manager. In their report, the team concluded that the enployee from Italy was the reason why the server performance decreased.
Due to the seriousness of these infringements, the company decided to apply disciplinary measures to both employees, since the
security and privacy policy of the company prohibited employees from installing software on the company's computers, and from
working remotely without authorization.

‘What would be the MOST APPROPRIATE way for Building Block to handle the situation with the employee from Italy?

e A. Since this was a serious infiingement, but the employee was not appropriately informed about the consequences the new
security measures, the company would be entitled to apply some disciplinary measures, but not dismissal.

¢ B. Since the GDPR does not apply to this situation, the company would be entitled to apply any disciplnary measure
authorized under Italian labor law.

e C. Since the employee was not informed that the security measures would be used for other purposes such as monitoring, the
company could face difficulties in applying any disciplinary measures to this employee.

¢ D. Since the employee was the cause of a serious risk for the server performance and their data, the company would be



entitled to apply disciplinary measures to this employee, including fair dismissal.
Answer: C

Explanation:

According to the GDPR, the processing of personal data obtained through monitoring software must be lawful, fair, and transparent.
This means that the employer must inform the employees about the nature, extent, and reasons for monitoring, and the possible
consequences of non-compliance with the company's policies. The employer must also have a legitimate interest or another lawful
basis for processing the employees' data, and respect their rights and freedoms. The employer must also comply with the national
laws and guidelines of each member state where it operates, which may impose additional conditions or limitations on employee
monitoring. In this case, Building Block did not inform the employee from Italy that the security software would also monitor his
computer activity and location, and did not specify the purpose and scope of such monitoring, Therefore, the employee could not
reasonably expect that his personal data would be processed in this way, and could not exercise his rights under the GDPR, such as
the right to access, rectify, or object to the processing. Moreover, the employer did not conduct a proper assessment of the
necessity and proportionality of the monitoring, and did not consider less intrusive alternatives to achieve its security goals.
Therefore, the employer could face legal challenges from the employee, the Italian supervisory authority, or the labor courts, if'it
decides to apply disciplinary measures based on the data obtained through the monitoring software. The employer could also face
fines or sanctions for violating the GDPR and the Italian data protection law. Reference: GDPR requirements for employee
monitoring; rules to follow, Can Your Organisation Monitor Employees' Personal Communications?, I[CO publishes guidance to
ensure lawful monitoring in the workplace, [Guidelnes on processing personal data in the context of connected vehicles and mobility
related applications]

NEW QUESTION # 18
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