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Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
F&E 1 are detected or imminent, potentially compromising data or system integrity.
Information Management (IM): Information management (IM) encompasses the entire lifecycle of
E D) nformation within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.
Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
T3 mvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.
Data Security: Data security refers to protecting digital information—such as that stored in databases or
4 networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and
integrity.
Framework Design: Framework design is the process of developing a reusable structural foundation that
&S supports and guides the creation and organization of software systemns.
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Which attribute is NOT a required focus of continual ISMS improvement?

A. Adequacy
B. Effectiveness
C. Importance
D. Suitability

ZR: C

f R -

Clause 10.2 (Continual Improvement) specifies that the organization must'continually improve the suitability, adequacy and
effectiveness of the information security management system." This makes it clear that three attributes are explicitly required to be
addressed:

* Suitability: ensuring the ISMS continues to meet organizational needs in changing contexts.

* Adequacy: ensuring the ISMS covers the necessary scope and provides sufficient control coverage.

* Effectiveness: ensuring the ISMS achieves intended outcomes in protecting information security.

The word"importance'is not part of the continual improvement requirement. Importance is implicit in prioritization of risks and
actions, but it is not a required continual improvement attribute in ISO/IEC 27001.

Therefore, optionD: Importanceis the correct choice as it is not specified.

This distinction reinforces that continual improvement is not about subjective importance, but about systematic enhancement of the
ISMS'ssuitability, adequacy, and effectiveness.

FIRE #38
Which trend in information security performance is required to be considered during a management review of the ISMS?

A. Relevant external and internal requirements changes

B. Achievement of information security objectives

C. Validity of mformation continuity controls

D. Decisions related to continual improvement opportunities

Z%: B

SRR

Clause 9.3.2 (Management Review Inputs) states that management reviews shall include:

"'c) nformation on the information security performance, including trends in: (1) nonconformities and corrective actions; (2)
monitoring and measurement results; (3) audit results; and (4) fulfilment of information security objectives." This makesachievement
of information security objectives(option A) a required trend to be considered.

While external/internal requirements (C) and continual improvement opportunities (D) are also part of management review inputs,
they are not specifically listed under "trends in performance.” Option B is outside the direct requirement.

Thus, the verified answer iSA.

FIRE #39

Identify the missing word in the following sentence.

According to ISO/IEC 27000, the definition of risk [?] is a "process to comprehend the nature of risk and to determine the level of
risk."

e A Assessment
e B. Management
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e (. Evaluation
e D. Analysis
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

ISO/IEC 27000 defines:

* Risk analysis: "process to comprehend the nature of risk and to determine the level of risk" (Clause 3.58).

* Risk assessment: the overall process of risk identification, risk analysis, and risk evaluation.

* Risk evaluation: compares results of risk analysis against risk criteria to determine priority.

* Risk management: coordinated activities to direct and control an organization with regard to risk.

Therefore, the missing word in the given definition is"analysis".

This is important for ISMS implementation: organizations must understand the distinctions. Risk analysis is the core technical
evaluation stage, while assessment is the broader process including evaluation, and management refers to the overall governance of
risks.

Thus, the correct verified answer isB: Analysis.

R #40

Identify the missing word(s) in the following control relating to the Policies for information security control.

"Information security policy and topic-specific policies should be defined, approved by management, [ ? | and acknowledged by
relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes occur."”

A. established and maintained
B. published

C. communicated to

D. published, communicated to

ZX: D
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) states:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This confirms that the missing words are"published, commumnicated to."The control emphasizes not just defining and
approving policies but ensuring they are actively distributed and communicated so that relevant stakeholders are aware of and
acknowledge them. Options A, B, and D are partial but inconmplete.

Thus, the correct answer isC.

FIRE #41
Which aspect of ISO/IEC 27001 requires that contractors know about the organization's information security policies?

A. Awareness

B. Nonconformity and corrective action
C. Communication

D. Competence

BER: A

fE R A -

Clause 7.3 (Awareness) requires:

"Persons doing work under the organization's control shall be aware of: (a) the information security policy; (b) their contribution to
the effectiveness of the ISMS, including the benefits of improved information security performance; (c) the implications of not
conforming with the ISMS requirements." This applies not only to employees but also contractors and external parties under the
organization's control.

Competence (B) requires having skills, training, and experience, while Communication (C) covers defining communication processes
(Clause 7.4). Nonconformity and corrective action (A) is part of Clause 10 (Improvement).

Therefore, the specific requirement that ensures contractors are made aware of the information security policies is found in Clause



7.3 Awareness. Correct answer: D.
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