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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q113-Q118):
NEW QUESTION # 113 
A security analyst discovers the company's website is vulnerable to cross-site scripting. Which of the following solutions will best
remedy the vulnerability?

A. Server-side input validation
B. Client-side input encoding
C. Disabled JavaScript filtering
D. Prepared statements

Answer: A

Explanation:
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Server-side input validation is a solution that can prevent cross-site scripting (XSS) vulnerabilities by checking and filtering any user
input that is sent to the server before rendering it on a web page. Server-side input validation can help to ensure that the user input
conforms to the expected format, length and type, and does not contain any malicious characters or syntax that may alter the logic or
behavior of the web page. Server-side input validation can also reject or sanitize any input that does not meet the validation criteria .

NEW QUESTION # 114 
Patches for two highly exploited vulnerabilities were released on the same Friday afternoon. Information about the systems and
vulnerabilities is shown in the tables below:
Which of the following should the security analyst prioritize for remediation?

A. brees
B. rogers
C. manning
D. brady

Answer: D

Explanation:
Explanation
Brady should be prioritized for remediation, as it has the highest risk score and the highest number of affected users. The risk score
is calculated by multiplying the CVSS score by the exposure factor, which is the percentage of systems that are vulnerable to the
exploit. Brady has a risk score of 9 x 0.8 = 7.2, which is higher than any other system. Brady also has 500 affected users, which is
more than any other system. Therefore, patching brady would reduce the most risk and impact for the organization. The other
systems have lower risk scores and lower numbers of affected users, so they can be remediated later.

NEW QUESTION # 115 
An organization conducted a web application vulnerability assessment against the corporate website, and the following output was
observed:
Which of the following tuning recommendations should the security analyst share?

A. Disable the cross-origin resource sharing header.
B. Set an Http Only flag to force communication by HTTPS.
C. Configure an Access-Control-Allow-Origin header to authorized domains.
D. Block requests without an X-Frame-Options header.

Answer: C

Explanation:
The output shows that the web application has a cross-origin resource sharing (CORS) header that allows any origin to access its
resources. This is a security misconfiguration that could allow malicious websites to make requests to the web application on behalf
of the user and access sensitive data or perform unauthorized actions. The tuning recommendation is to configure the Access-
Control-Allow-Origin header to only allow authorized domains that need to access the web application's resources. This would
prevent unauthorized cross-origin requests and reduce the risk of cross-site request forgery (CSRF) attacks.

NEW QUESTION # 116 
The developers recently deployed new code to three web servers. A daffy automated external device scan report shows server
vulnerabilities that are failure items according to PCI DSS.
If the venerability is not valid, the analyst must take the proper steps to get the scan clean.
If the venerability is valid, the analyst must remediate the finding.
After reviewing the information provided in the network diagram, select the STEP 2 tab to complete the simulation by selecting the
correct Validation Result and Remediation Action for each server listed using the drop-down options.
INTRUCTIONS:
The simulation includes 2 steps.
Step1:Review the information provided in the network diagram and then move to the STEP 2 tab.
STEP 2: Given the Scenario, determine which remediation action is required to address the vulnerability.



Answer:

Explanation:

NEW QUESTION # 117 
A newly hired security manager in a SOC wants to improve efficiency by automating routine tasks. Which of the following SOC
tasks is most suitable for automation?

A. Generating incident reports and notifying the appropriate stakeholders
B. Investigating security incidents and determining the root causes
C. Reviewing logs and alerts to identify security threats and anomalies
D. Conducting security assessments and audits of IT systems

Answer: A

NEW QUESTION # 118
......
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