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CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q121-Q126):
NEW QUESTION # 121 
What elements should be addressed by a WLAN security policy? (Choose 2)

A. End-user training for password selection and acceptable network use
B. Enabling encryption to prevent MAC addresses from being sent in clear text
C. Social engineering recognition and mitigation techniques
D. How to prevent non-IT employees from learning about and reading the user security policy
E. The exact passwords to be used for administration interfaces on infrastructure devices

Answer: A,C

Explanation:
A strong WLAN security policy should encompass both technical controls and user education.
C). Educating users about secure password creation and acceptable use policies helps reduce risks due to weak authentication and
misuse.
E). Social engineering is a common attack vector, and educating users to recognize and report such attempts is critical.
Incorrect:
A). MAC addresses are always transmitted in the clear, even with encryption.
B). Policies should be shared with users to promote compliance and awareness.
D). Passwords for administrative systems should not be disclosed in public documentation or policy documents.
References:
CWSP-208 Study Guide, Chapter 2 (Security Policies and End-User Training) CWNP WLAN Security Policy Templates

NEW QUESTION # 122 
Your organization required compliance reporting and forensics features in relation to the 802.11ac WLAN they have recently
installed. These features are not built into the management system provided by the WLAN vendor. The existing WLAN is managed
through a centralized management console provided by the AP vendor with distributed APs and multiple WLAN controllers
configured through this console.
What kind of system should be installed to provide the required compliance reporting and forensics features?

A. Cloud management platform
B. WNMS
C. WIPS integrated
D. WIPS overlay

Answer: D

Explanation:
When compliance reporting and forensic analysis are required and the WLAN vendor's centralized management system does not
provide it, deploying a dedicated overlay WIPS is the most effective solution.
Overlay WIPS uses dedicated sensors independent of the WLAN's operational radios, offering detailed threat detection,
compliance logging, and reporting capabilities that often surpass native WLAN features.
References:
CWSP-208 Study Guide, Chapter 7 - Overlay vs Integrated WIPS
CWNP CWSP-208 Objectives: "Compliance Monitoring and Forensics"

NEW QUESTION # 123 
Given: XYZ Hospital plans to improve the security and performance of their Voice over Wi-Fi implementation and will be upgrading
to 802.11n phones with 802.1X/EAP authentication. XYZ would like to support fast secure roaming for the phones and will require
the ability to troubleshoot reassociations that are delayed or dropped during inter-channel roaming.
What portable solution would be recommended for XYZ to troubleshoot roaming problems?
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A. An autonomous AP mounted on a mobile cart and configured to operate in monitor mode
B. Laptop-based protocol analyzer with multiple 802.11n adapters
C. WIPS sensor software installed on a laptop computer
D. Spectrum analyzer software installed on a laptop computer

Answer: B

Explanation:
For troubleshooting fast roaming (e.g. 802.11r) across channels, a portable protocol analyzer with dual- or multi-band 802.11n
adapters enables:
Simultaneous packet capture on different channels
Capturing handoff-related frames and timing analysis in roaming scenarios This setup allows detailed capture of reassociation,
authentication, and 4-Way Handshake processes, essential for diagnosing roaming delays.
Other options (WIPS, spectrum analyzer, autonomous AP) do not support detailed 802.11 frame capture across multiple channels
during roaming events.
References:
CWSP#207 Study Guide, Chapter 6 (Roaming Troubleshooting)

NEW QUESTION # 124 
Given: The Aircrack-ng WLAN software tool can capture and transmit modified 802.11 frames over the wireless network. It comes
pre-installed on Kali Linux and some other Linux distributions.
What are three uses for such a tool? (Choose 3)

A. Transmitting a deauthentication frame to disconnect a user from the AP.
B. Probing the RADIUS server and authenticator to expose the RADIUS shared secret
C. Cracking the authentication or encryption processes implemented poorly in some WLANs
D. Auditing the configuration and functionality of a WIPS by simulating common attack sequences

Answer: A,C,D

Explanation:
Aircrack-ng is a versatile toolset commonly used for WLAN penetration testing and security auditing. Its capabilities include:
A). Injecting deauth frames to simulate or test disconnection scenarios.
B). Testing WIPS responsiveness by simulating common attack frames.
D). Performing dictionary and brute-force attacks against weakly protected networks (e.g., WPA2-PSK with a weak passphrase).
Incorrect:
C). Aircrack-ng does not probe or test RADIUS shared secrets.
References:
CWSP-208 Study Guide, Chapter 7 (Tools and Wireless Attacks)
Aircrack-ng Documentation (https://www.aircrack-ng.org/)
CWNP Attack Simulation Labs

NEW QUESTION # 125 
Given: A large enterprise is designing a secure, scalable, and manageable 802.11n WLAN that will support thousands of users. The
enterprise will support both 802.1X/EAP-TTLS and PEAPv0/MSCHAPv2. Currently, the company is upgrading network servers
as well and will replace their existing Microsoft IAS implementation with Microsoft NPS, querying Active Directory for user
authentication.
For this organization, as they update their WLAN infrastructure, what WLAN controller feature will likely be least valuable?

A. SNMPv3 support
B. 802.1Q VLAN trunking
C. WPA2-Enterprise authentication/encryption
D. Internal RADIUS server
E. WIPS support and integration

Answer: D

Explanation:
In a large enterprise:



A central RADIUS (like Microsoft NPS) connected to Active Directory is preferred for scalability and centralized policy control.
WLAN controller internal RADIUS servers are minimal and not scalable for thousands of users.
Incorrect:
A). WPA2-Enterprise is essential for strong security.
C). WIPS support is vital for intrusion detection/prevention.
D). VLAN trunking is needed for network segmentation.
E). SNMPv3 is important for secure device monitoring and management.
References:
CWSP-208 Study Guide, Chapter 6 (WLAN Controller Capabilities and Scalability) CWNP Enterprise WLAN Design
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