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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q282-Q287):

NEW QUESTION # 282
At a company party a guest asks questions about the company's user account format and password complexity.
How is this type of conversation classified?

A. Social Engneering
B. Phishing attack
C. Password Revelation Strategy

D. Piggybacking
Answer: A

Explanation:

Social engineering is the practice of manipulating or deceiving people into performing actions or divulging information that can
compromise the security of the organization. Asking questions about the company's user account format and password complexity at
a party is an example of social engineering, as the guest may be trying to gather information that can be used to launch a cyberattack.
References = Cisco Cybersecurity Operations Fundamentals - Module 6: Security Incident Investigations

NEW QUESTION # 283
Which signature impacts network traffic by causing legitimate traffic to be blocked?

A. true negative
B. true positive

C. false posttive
D. false negative

Answer: C

Explanation:
Section: Network Intrusion Analysis

NEW QUESTION # 284
Refer to the exhibit.

Interface’ 192 168.1.29 — Gx17
Internet Address Physical Address Type
192 168.1.10 dgmav-56-d7-19-ea dynamic

192 168.1.67 d8ar-56-d7-19-ea dynamic
192.168.1.1 01-00-5e-00-00-16 dtatic

What is occurring in this network?

A. DNS cache poisoning

B. MAC flooding attack

C. ARP cache poisoning

D. MAC address table overflow

Answer: B

Explanation:

The exhibit shows a network diagram with a switch, a router, and two hosts. The switch has a MAC address table that maps the
MAC addresses of the connected devices to the corresponding ports. A MAC flooding attack is a type of attack that aims to
overload the switch's MAC address table by sending a large number of frames with spoofed source MAC addresses. This causes
the switch to enter a fail-open mode, where it broadcasts all incoming frames to all ports, effectively turning it into a hub. This allows
the attacker tosniff the traffic between the hosts and the router, or launch other attacks such as ARP spoofing or man-in-the- middle

NEW QUESTION # 285
Refer to the exhibit.
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What is the potential threat identi ed in this Stealthwatch dashboard?

A. Traffic to 152.46.6.149 is being denied by an Advanced Network Control policy.

B. Host 10.201.3.149 is receiving almost 19 times more data than is being sent to host 152.46.6.91.
C. Host 10.201.3.149 is sending data to 152.46.6.91 using TCP/443.

D. Host 152.46.6.91 is being identified as a watchlist country for data transfer.

Answer: B

Explanation:

The exhibit shows a Stealthwatch dashboard displaying information on alarming hosts, alaris by type, and today's alarms. On the
left side under "Top Alarming Hosts," there are five host IP addresses listed with their respective categories indicating different types
of alerts including 'Data Hoarding' and 'Exfiltration.' In

"Alarms by Type" section at center top part of image shows bar graphs representing various alarm types including 'Crypto Violation'
with their respective counts. On right side under "Today's Alarms," there's a table showing the details of each alarm such as the host
IP, the alarm type, the severity, and the time. The potential threat identified in this dashboard is that host 10.201.3.149 is receiving
almost 19 times more data than is being sent to host 152.46.6.91, which is a sign of data exfiltration. Data exfiltration is the
unauthorized transfer of data froma compromised system to an external destination, such as a command and control server or a
malicious actor. This can result in data loss, breach of confidentiality, and damage to the organization's reputation and assets.
References = Cisco Cybersecurity Operations Fundamentals - Module 7: Network and Host Forensics

NEW QUESTION # 286

An engineer is analyzing a recent breach where confidential documents were altered and stolen by the receptionist. Further analysis
shows that the threat actor connected an externa USB device to bypass security restrictions and steal data. The engineer could not
find an external USB device Which piece of information must an engineer use for attribution in an investigation?

A. Tist of security restrictions and privileges boundaries bypassed
B. receptionist and the actions performed

C. external USB device

D. stolen data and its criticality assessment

Answer: B

Explanation:
In the context of a cybersecurity breach, attribution involves identifying the responsible party. Since the external USB device was not



found, the focus shifts to the actions performed by the receptionist. Analyzing these actions can provide insights into how the breach
occurred and may help in attributing the incident to the threat actor References = Cisco Certified CyberOps Associate 200-201
Certification Guide

NEW QUESTION # 287
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