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ISACA Advanced in Al Security Management (AAISM) Exam 52 & AAISM
B R (Q128-Q133):

R #128
How can an organization BEST protect itself from payment diversions caused by deepfake attacks impersonating management?

A. Mandate that payments be sent only once per week

B. Issue a security policy on deepfakes

C. Implement resilient payment approval processes

D. Require mandatory deepfake detection training for all employees

EfE: C

AR :

AAISM's risk management framework stresses that the most effective defense against deepfake-enabled fraud, such as payment
diversion, is resilient payment approval processes. This includes muilti-step verification, segregation of duties, and independent
confirmations for high-value transactions. Employee training, policies, or limiting payment frequency may reduce exposure, but they
cannot guarantee prevention.

Only process-based controls enforce structural safeguards that prevent fraudulent instructions from being executed, even if a
deepfake impersonation attempt is successful

References:

AAISM Exam Content Outline - Al Risk Management (Fraud and Deepfake Risk) Al Security Management Study Guide -
Transactional Resilience and Controls

BR #129
‘When addressing privacy concerns related to Al systems, which of the following is the GREATEST significance of user consent for
an organization?

A. Tt enables users to delete and modify their personal data

B. It prevents unauthorized access to data within the Al system
C. It helps the organization detect biases and ensure fairness

D. It allows the organization to process user data in the Al system

IEf#: D

fEERA -

Within AAISM's privacy governance, consent is a lawful basis that authorizes processing of personal data for defined purposes. Its
principal significance is granting the organization the authority to process user data in Al workflows in line with stated purposes and
limits. While fairness (A) and security controls (C) are essential, they are distinct obligations; data subject rights such as
rectification/erasure (B) exist regardless of consent and are not "enabled" by it. Therefore, the greatest significance of consent is that
it legally permits processing under declared purposes and constraints.

References: Al Security Management™ (AAISM) Body of Knowledge - Privacy & Data Protection in Al; Lawful Basis and
Purpose Limitation. AAISM Study Guide - Consent, Transparency, and Data Subject Rights; Privacy-by-Design Controls in Al
Pipelines.

HM #130
Which of the following BEST enables an organization to strengthen information security controls around the use of generative Al
applications?

¢ A. Monitoring Al outputs against policy

¢ B. Validating Al model training data

¢ C. Implementing a kill switch

¢ D. Ensuring controls exceed industry benchmarks

Ef: A

A -
For generative Al, the primary enterprise security exposure is data and content exfiltration or policy violations at output, including
leakage of sensitive data, toxic content, or regulatory non-compliance. AAISM prescribes policy-aligned output monitoring (e.g.,



DLP checks, PII/PHI detection, toxicity/safety filters, watermark

/attribution checks) integrated into inference gateways to enforce organizational policies and evidence compliance. Exceeding
benchmarks (A) is not a control; training-data validation (C) may be infeasible with third-party LLMs; and kill switches (D) are
essential contingency controls but do not continuously strengthen everyday security posture.

References: Al Security Management™ (AAISM) Body of Knowledge - GenAl Governance and Guardrails; Output Filtering and
DLP Controls; Policy Enforcement at Inference. AAISM Study Guide - Monitoring & Auditing of GenAl; Gateway Patterns for
Safe Use; Control Effectiveness Measures.

HH #131
A data scientist creating categories and training the algorithm on large data sets is an example of which type of Al model learning
technique?

A. Reinforcement

B. Unsupervised

C. Supervised

D. Machine learning (ML)

EfE: C

R -

AAISM classifies learmning paradigns by the presence of labeled targets. Creating categories (labels) and training on themis
supervised learning, where input features are mapped to known outputs and optimization minimizes prediction error against ground
truth. Unsupervised (B) discovers structure without labels; reinforcement (A) optimizes behavior via rewards; "machine learning” (C)
is the broad field, not the specific technique.

References: Al Security Management™ (AAISM) Body of Knowledge - A/ML Foundations; Leaming Paradigns and Data
Requirements. AAISM Study Guide - Supervised vs. Unsupervised vs. Reinforcement Learmning; Label Quality and Model
Performance Dependencies.

R #132
Which of'the following BEST describes an adversarial attack on an Al model?

A. Reverse engineering the Al model using social engineering techniques
B. Providing inputs that mislead the Al model into incorrect predictions
C. Conducting denial-of-service (DoS) attacks against Al APIs

D. Attacking the underlying hardware of the Al system

IEf#: B

fiR .-

In AAISM, an adversarial attack is defined by maliciously crafted mputs designed to cause erroneous model behavior
(misclassification, targeted misprediction) while the model architecture and parameters remain unchanged. Hardware compromise
(A) and DoS (D) are system-level attacks, not adversarial ML per se. Social engineering to obtain model nformation (C) is an
iformation-gathering or security breach vector, distinct from input-space adversarial manipulation.

References:Al Security Management (AAISM) Body of Knowledge: Taxonomy of Al Threats- Adversarial Examples and Evasion;
Distinction from SystenyNetwork Attacks. AAISM Study Guide:

Definitions and Threat Models in Adversarial ML; Attack-Defense Mapping for Model Predictions.
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