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The Interface \P address and VRREP virtual 1P address can be the same.
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¢ WLAN Technology Basics: Covers wireless LAN standards, components such as APs and ACs, WLAN
FH1 architecture, and basic configuration principles.

¢ Typical Campus Networking Solution: Covers end-to-end campus network design scenarios, integrating
M 2 switching, routing, security, and wireless technologies into a unified solution.

¢ Data Communication Network Basics: Covers foundational concepts of data communication networks
=73 including network types, reference models (OSI
e TCP-IP), and basic device roles.

¢ Data Center Network Basics: Covers the architecture and key technologies used in modern data center
A 4 networks including virtualization and high-availability design concepts.

e Network O&M and Troubleshooting: Covers network operation and maintenance practices, common
FH5 diagnostic tools, and methodologies for identifying and resolving network fauits.

¢ [P Technology Basics: Covers IPv4
¢ [Pv6 addressing, subnetting, routing findamentals, and common routing protocols such as OSPF, RIP, and

FH 6 Co
static routing,

Z| 4l HCIA-Datacom H12-811_V2.0 RS2 MEEA| (Q30-Q35):

EE #30
‘What is the broadcast address of the network that contains a host with IP address 192.168.1.147/28?

A.192.168.1.145
B. 192.168.1.159
C.192.168.1.157
D. 192.168.1.255
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m
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With the development of data centers, a large number of services are deployed on virtual machines (VMs).

The original VLAN isolation solution cannot achieve isolation between so many VMs. VXLAN uses VXLAN Network Identifiers
(VNIs) to provide a larger range than VLAN IDs, so that a larger number of VM can be isolated.

e A TRUE
e B FALSE

HE: A

Y.

This statement is true . Traditional VLANs use a 12-bit VLAN ID , which means that only about 4094 usable VLANSs are available.
In modern data centers, especially in cloud and virtualization environments, that scale is often insufficient because a very large
number of tenants, services, and virtual machines need isolated network segments.

VXLAN addresses this limitation by introducing the VNI (VXLAN Network Identifier) , which is 24 bits long. This allows support
for up to about 16 million logical segments , greatly expanding the number of isolated Layer 2 networks that can be created across
an [P underlay. Because of this, VXLAN is widely used in modern data centers to provide scalable tenant isolation, flexible service
deployment, and large Layer 2 extension across physical boundaries. HCIA-Datacom highlights VXLAN as a key overlay
technology that solves the VLLAN scale problem in virtualized data center environments. It allows a much larger number of VMs and
tenants to be isolated than traditional VLLAN-based solutions can support, making it essential for modern cloud-oriented and large-
scale data center networking,



EE #32
Which of the following configurations can enable connectivity between interfaces on R1 and R3? (Select all that apply)

HUAWE GE0/0/1 S1/0/0

10.0.0.2/24 . 20.1.1.3/24.
GEO/0/1 ® S1/0/0 ®

R1 10.0.0.1/24 R2 20.1.1.2/24 R3

A. [R3] ip route-static 10.0.0.0 24 20.1.1.2
B. [R1] ip route-static 20.1.1.0 24 20.1.1.2
C. [R3] ip route-static 10.0.0.0 24 20.1.1.1
D. [R1] ip route-static 20.1.1.0 24 10.0.0.2

dg. CD

ME.

For two directly connected edge networks to comnumicate through ntermediate routing, each end router must have a route to the
remote destination network pointing to the correct next hop on the transit link. Since

10.0.0.0/24 1s directly connected to R1 and 20.1.1.0/24 is directly connected to R3, R1 needs a route to

20.1.1.0/24, and R3 needs a route to 10.0.0.0/24.

Option A is correct because it configures on R1 a static route to the remote network 20.1.1.0/24 using next hop 10.0.0.2, which is
the neighbor toward the transit path. Option D is correct because it configures on R3 a static route to the remote network
10.0.0.0/24 using next hop 20.1.1.1, which is the proper adjacent forwarding address in that direction. Option B is incorrect
because a router cannot use a next hop that belongs to the remote destination network but is not directly reachable as a valid
immediate forwarding address in this topology. Option C is also incorrect because the specified next hop is not the correct adjacent
next-hop address for R3. HCIA-Datacom stresses that static routes must always point to a reachable next hop or outbound
mterface.

A2 #33

On the network shown in the figure, R1 serves as the gateway for PC2 and PC3, and directly connects to S1 through a physical
link. GE1/0/1 on S1 is configured as a trunk interface and permits traffic of VLANs 2 and

3. Its PVID retains the default value. Which of the following statements are true if PC2 and PC3 can commumicate with each other?
(Select all that apply)



R1

GEO0/0/1

GE1/0/1 |'

HUAWEI

j j
PC2 PC3
VLAN 2 VLAN 3
192.168.2.2/24 192.168.3.1/24
e A. PC2 and PC3 must be connected to different physical switches.
o B. Sub-interfaces GE0/0/1.2 and GE0/0/1.3 have been created on R1.
e C. S1 has MAC address entries of PC2 and PC3.
e D. R1 canterminate data frames of VLAN 2 and VLAN 3.
HE. B,CD
.

This scenario describes the classic router-on-a-stick inter- VLLAN routing design. A single physical interface on R1 connects to
switch S1, and multiple sub-interfaces are created on that physical interface to serve as gateways for multiple VLANSs. Therefore, if
R1 provides Layer 3 gateway functions for VLAN 2 and VLAN

3, sub-interfaces such as GE0/0/1.2 and GE0/0/1.3 must be configured, so option A is correct.

Because PC2 and PC3 are connected to switch S1, S1 learns their source MAC addresses dynamically and stores them in its MAC
address table, making option B correct. R1 receives tagged frames from different VLLANs on the trunk link and, through its sub-
mnterfaces, can identify and terminate frames for VLAN 2 and VLAN 3, so option C is also correct. Option D is incorrect because
hosts in different VLANS do not need to be connected to different physical switches; VLAN separation is logical, not necessarily
physical. HCIA- Datacomuses this deployment to explain inter- VLAN communication, 802.1Q trunking, and flexible campus
gateway design using limited router interfaces.

A2 #34

R1 has the following configurations:

[R1] radius-server template 1

[R1-radius- 1] radius-server authentication 10.1.6.6 1812
[R1-radius- 1] radius-server accounting 10.1.6.6 1813

[R1-radius- 1] radius-server shared-key cipher YsHsjx 202206139
[R1-radius-1] quit

[R1] aaa

[R1-aaa] authentication-scheme authl



[R1-aaa-authen-authl ] authentication-mode radius
[R1-aaa-authen-authl | quit

[R1-aaa] accounting-scheme accl
[R1-aaa-accounting-acc1] accounting-mode radius
[R1-aaa-accounting-acc1] quit

[R1-aaa] domain huawei.com
[R1-aaa-domain-huawei.com] authentication-scheme authl
[R1-aaa-domain-huawei.com| accounting-scheme accl
[R1-aaa-domain-huawei.com] radius-server 1
[R1-aaa-domain-huawei.com| quit

[R1-aaa] quit

Which of the following statements is true?

¢ A. When a terminal uses the user name hcia-datacom@huawei.com to initiate authentication, RADIUS authentication is used.

¢ B. When a terminal initiates an authentication request, R1 needs to first establish a TCP connection with the server whose IP
address is 10.1.6.6.

¢ (. The user cannot obtain authorization information after being authenticated because the IP address of the authorization
server is not configured in the RADIUS server template.

¢ D. RADIUS does not support accounting. Even if an accounting server is specified in the RADIUS server template,
accounting cannot be performed when terminals access the network.

HE: A

L

Option D is correct. The AAA configuration binds the domain huawei.com to the authentication scheme authl , which uses
RADIUS as the authentication mode, and to the accounting scheme accl , which also uses RADIUS. Therefore, when a user logs in
with a user name in the format heia-datacom@huawei.com, the device parses the suffix (@huawei.com, matches the domain, and
applies the configured RADIUS authentication method.

Option A is false because RADIUS does support accounting , and UDP port 1813 is commonly used for that purpose. Option B is
false because a separate authorization server IP is not strictly required in this context; RADIUS can carry authorization attributes
together with authentication/accounting processing depending on server behavior and device configuration. Option C is false because
standard RADIUS commumication uses UDP , not TCP, with authentication typically on port 1812 and accounting on 1813 .
HCIA-Datacom teaches domain-based AAA processing as a key concept, where the user name suffix determines which
authentication, authorization, and accounting policies are applied on the NAS device.
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