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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q226-Q231):

NEW QUESTION # 226

You have a Microsoft 365 ES5 tenant that uses a domain named contoso.com

A user named User! sends link-based, branded emails that are encrypted by using Microsoft Purview Advanced Message
Encryption to the recipients shown in the following table.

For which recipients can User1 revoke the emails?

A. Recipient3 and Recipient4 only

B. Recipient] and Recipient2 only

C. Recipient4 only

D. Recipientl, Recipient2, Recipient3, and Recipient4
E. Recipient1 only

Answer: C

Explanation:
https:/docs.microsoft.com/en-us/microsoft- 365/compliance/revoke-ome-encrypted-mail

NEW QUESTION # 227

You create a retention label policy named Contoso_Policy that contains the following labels:

* 10 years then delete

* 5 years then delete

* Do not retain

Contoso.Policy is applied to content in Microsoft SharePoint Online sites.

After a couple of days, you discover the following messages on the Properties page of the label policy:
* Status: Off (Error)

* It's taking longer than expected to deploy the policy

You need to reinitiate the policy.

How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Step 1 - Review scenario

You created a retention label policy Contoso_Policy.

Status shows Off (Error) with message: "It's taking longer than expected to deploy the policy." Requirement: Reinitiate the policy.
Step 2 - Correct PowerShell cdlet

To manage retention label policies in Microsoft Purview (compliance), the cmdlet is:
Set-RetentionCompliancePolicy

Other cmdlets:

Set-RetentionPolicy # Legacy Exchange Online retention policies, not Purview label policies.
Start- EdgeSynchronization # Sync for Edge Transport servers, not retention.
Start-RetentionAuto Taglearning # Used for auto-tagging learning, not relevant here.
Step 3 - Correct parameter

To force redistribution of a retention label policy when deployment fails, the parameter is:
-RetryDistribution

Other options:

-ForceFullSync and -FullCrawl # Apply to search/crawl, not retention.

-Train # Related to auto-tagging learning models, not retention.

Final Verified Answer

Set-RetentionConpliancePolicy -id Contoso_Policy -RetryDistribution

Reference:

Set-RetentionConpliancePolicy (Microsoft Purview PowerShell)



NEW QUESTION # 228

You have a Microsoft 365 ES subscription.

You plan to use Microsoft Purview insider risk management.

You need to create an insider risk management policy that will detect data theft from Microsoft SharePoint Online by users that
submiitted their resignation or are near their employment termination date.

‘What should you do first?

A. Configure a HR data connector.

B. Configure Office indicators.

C. Onboard devices to Microsoft Defender for Endpoint.
D. Configure a Physical badging connector.

Answer: A

Explanation:

To detect data theft from SharePoint Online by departing employees, create an insider risk management policy in Microsoft Purview,
select the "Data theft by departing users" template, and add indicators for high-volume downloads or suspicious file activity from
SharePoint. Configure the policy to trigger alerts based on these activities and integrate with a HR data connector to identify users
near their termmation date.

To incorporate the HR Connector:

1. Set up the HR Connector:

Follow the steps to set up a connector in Purview, which involves creating an app registration in Entra ID, creating an app secret,
and using a provided PowerShell script to import HR scenario data.

2. Import employee data:

This script imports data from your HR system into the msider risk management solution, including information about employees who
have submitted their resignations or are nearing their termnation date.

Reference:

https//learn.microsoft.comyen-us/purview/insider-risk-management-policies

NEW QUESTION # 229

You have a Microsoft 365 E5 subscription that uses Microsoft Purview Audit (Premium) with the 10-Year Audit Log Retention
add-on license.

The subscription contains the audit retention policies shown in the following table.

From the SharePoint Online admin center, User] performs the actions shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE; Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 230
You have a Microsoft OneDrive folder that contains the files shown in the following table.

In Microsoft Defender for Cloud Apps, you create a file policy to automatically apply a classification. What is the effect of applying
the policy?

A. The policy will apply to only the .docx and .txt files. The policy will classify the files within 24 hours.
B. The policy will apply to all the files. The policy will classify only 100 files daily.

C. The policy will apply to only the docx and txt files. The policy will classify the files immediately.

D. The policy will apply to only the .docx files. The policy will classify only 100 files daily.

Answer: A



NEW QUESTION # 231
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