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¢ SOC concepts and adversary behavior: This section of the exam measures the skills of Security Operations

Analysts and covers fundamental concepts of Security Operations Centers and adversary behavior. It
=x 1 focuses on analyzing security incidents and identifying adversary behaviors. Candidates are expected to
demonstrate proficiency in mapping adversary behaviors to MITRE ATT&CK tactics and techniques,
which aid in understanding and categorizing cyber threats.

¢ SOC automation: This section of the exam measures the skills of target professionals in the implementation

of automated processes withina SOC. It emphasizes configuring playbook triggers and tasks, which are
FH 2 crucial for streamlining incident response. Candidates should be able to configure and manage connectors,
facilitating integration between different security tools and systens.

¢ Architecture and detection capabilities: This section of the exam measures the skills of SOC analysts in the
=X 3 designing and managing of FortiAnalyzer deployments. It emphasizes configuring and managing collectors
and analyzers, which are essential for gathering and processing security data.

e SOC operation: This section of the exam measures the skills of SOC professionals and covers the day-to-

day activities within a Security Operations Center. It focuses on configuring and managing event handlers, a
= 4 key skill for processing and responding to security alerts. Candidates are expected to demonstrate
proficiency in analyzing and managing events and incidents, as well as analyzing threat- hunting information
feeds.
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A2 #20
Which two types of variables can you use in playbook tasks? (Choose two.)

A. Create
B. Output
C. input

D. Trigger

4. B,C

Y.

* Understanding Playbook Variables:

* Playbook tasks i Security Operations Center (SOC) playbooks use variables to pass and manipulate data between different
steps in the automation process.

* Variables help in dynamically handling data, making the playbook more flexible and adaptive to different scenarios.

* Types of Variables:

* Input Variables:

* Input variables are used to provide data to a playbook task. These variables can be set manually or derived from previous tasks.
* They act as parameters that the task will use to performits operations.

* Output Variables:

* Output variables store the result of a playbook task. These variables can then be used as inputs for subsequent tasks.

* They capture the outcome of the task's execution, allowing for the dynamic flow of information through the playbook.

* Other Options:
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* Create:Not typically referred to as a type of variable in playbook tasks. It might refer to an action but not a variable type.
* Trigger:Refers to the initiation mechanism of the playbook or task (e.g., an event trigger), not a type of variable.

* Conclusion:

* The two types of variables used in playbook tasks aremputandoutput.

References:

* Fortinet Documentation on Playbook Configuration and Variable Usage.

* General SOC Automation and Orchestration Practices.

AE#21

A customer wants FortiAnalyzer to run an automation stitch that executes a CLI command on FortiGate to block a predefined list of
URLSs, if a botnet command-and-control (C&C) server IP is detected.

‘Which FortiAnalyzer feature must you use to start this automation process?

A. Data selector
B. Connector
C. Event handler
D. Playbook

2
il

8H: C
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Understanding Automation Processes in FortiAnalyzer:

FortiAnalyzer can automate responses to detected security events, such as running commands on FortiGate devices.

Analyzing the Customer Requirement:

The customer wants to run a CLI command on FortiGate to block predefined URLs when a botnet C&C server IP is detected.
This requires an automated response triggered by a specific event.

Evaluating the Options:

Option A: Playbooks orchestrate complex workflows but are not typically used for direct event-triggered automation processes.
Option B: Data selectors filter logs based on criteria but do not initiate automation processes.

Option C: Event handlers can be configured to detect specific events (such as detecting a botnet C&C server IP) and trigger
autormation stitches to execute predefined actions.

Option D: Connectors facilitate commumnication between FortiAnalyzer and other systens but are not the primary mechanism for
mitiating autormation based on log events. Conclusion:

To start the automation process when a botnet C&C server IP is detected, you must use an Event handler in FortiAnalyzer.
Reference: Fortinet Documentation on Event Handlers and Automation Stitches in FortiAnalyzer.

Best Practices for Configuring Automated Responses in FortiAnalyzer.

A2 #22
Which role does a threat hunter play withina SOC?

A. Search for hidden threats inside a network which may have eluded detection
B. Collect evidence and determine the impact of a suspected attack

C. Monitor network logs to identify anomalous behavior

D. investigate and respond to a reported security incident

HE: A

MY

* Role of a Threat Hunter:

* A threat hunter proactively searches for cyber threats that have evaded traditional security defenses. This role is crucial in
identifying sophisticated and stealthy adversaries that bypass automated detection systens.

* Key Responsibilities:

* Proactive Threat Identification:

* Threat hunters use advanced tools and techniques to identify hidden threats within the network. This includes analyzing anomalies,
nvestigating unusual behaviors, and utilizing threat intelligence.

HEE#23



Which of the following are critical when analyzing and managing events and incidents ina SOC?
(Choose Two)

A. Immediate escalation for all alerts

B. Periodic system downtime for maintenance
C. Rapid identification of false positives

D. Immediate escalation for all alerts

e: AC

EE #24

You are tasked with configuring automation to quarantine infected endpoints.
Which two Fortinet SOC components can work together to fulfill this task?
(Choose two.)

A. FortiMail

B. FortiClient EMS
C. FortiAnalyzer
D. FortiSandbox
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