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(Q128-Q133):
NEW QUESTION # 128 
A company wants HPE Aruba Networking ClearPass Policy Manager (CPPM) to periodically poll Microsoft Endpoint Manager
(formerly Intune) for attributes about its managed clients.
What should you do on ClearPass to permit this integration?

A. Install the Intune extension from ClearPass Guest
B. Create an Intune authentication source on CPPM
C. Configure Endpoint Manager (Intune) as an event source on CPPM
D. Import the Intune dictionary into the ClearPass dictionaries

Answer: B

Explanation:
For ClearPass to periodically query Microsoft Intune / Endpoint Manager for device attributes (compliance, owner, OS, etc.), you
must configure Intune as an authentication source in Policy Manager. The ClearPass- Intune integration is implemented through an
API-based auth source which CPPM polls on a schedule; it is not done via Guest extensions or syslog/event sources.
Aruba's Intune integration guides describe configuring a "Microsoft Intune" (or "Endpoint Manager") authentication source in
ClearPass and supplying the Azure app registration details so CPPM can poll Intune via Microsoft Graph.
* Option A is incorrect: the Intune integration is not a ClearPass Guest extension.
* Option B is insufficient: adding dictionaries only defines attributes; it does not enable scheduled polling.
* Option D is incorrect: Intune is not used as a syslog/event source for this use case; ClearPass initiates the polling via the
authentication source.
Therefore, the correct configuration step is: Create an Intune authentication source on CPPM (Option C).

NEW QUESTION # 129 
An AOS-CX switch has been configured to implement UBT to a cluster of three HPE Aruba Networking gateways.
How does the switch determine to which gateways to tunnel UBT users' traffic?

A. The switch tunnels all users' traffic to the gateway assigned as the switch's active device designated gateway.
B. The switch load balances client traffic across the primary and standby gateway configured in the UBT zone.
C. The switch tunnels each user's traffic to the particular gateway assigned as that user's active user designed gateway.
D. The switch tunnels all users' traffic to the gateway configured as the primary gateway in the UBT zone, unless that gateway
fails.

Answer: C

Explanation:
When an AOS-CX switch implements User-Based Tunneling (UBT) to a cluster of three HPE Aruba Networking gateways, the
switch determines to which gateway to tunnel each user's traffic based on the particular gateway assigned as that user's active user
designated gateway. This ensures that traffic is efficiently distributed and managed according to the designated gateway for each
user.
1.User Designated Gateway: Each user's traffic is tunneled to a specific gateway that has been designated for that user, ensuring
efficient handling of traffic.
2.Traffic Distribution: This method allows for balanced distribution of user traffic across multiple gateways, enhancing network
performance and reliability.
3.Gateway Assignment: The switch uses the assigned gateway for each user to determine the tunneling path, ensuring that traffic is
directed to the appropriate gateway.

NEW QUESTION # 130 
A company has AOS-CX switches and HPE Aruba Networking ClearPass Policy Manager (CPPM). The company wants switches
to implement 802.1X authentication to CPPM and download user roles.
What is one task that you must complete on the switches to support this use case?

A. Specify a ClearPass username and password that match the name and RADIUS secret in a CPPM network device entry.
B. Install the root CA certificate for CPPM's RADIUS certificate in a TA profile on the switches.
C. Specify CPPM as the RADIUS server with the exact CN in CPPM's HTTPS certificate.
D. Configure empty user-roles with names that match enforcement profile names on CPPM.



Answer: B

Explanation:
To support 802.1X authentication and download user roles from HPE Aruba Networking ClearPass Policy Manager (CPPM) on
AOS-CX switches, you must install the root CA certificate for CPPM's RADIUS certificate in a Trust Anchor (TA) profile on the
switches. This ensures that the switches trust the RADIUS server certificate presented by CPPM during the authentication process.
1.Root CA Certificate: Installing the root CA certificate ensures that the switch can verify the authenticity of the RADIUS server
certificate provided by CPPM.
2.Trust Anchor Profile: The TA profile on the switch holds the root CA certificate, establishing a trust relationship between the
switch and the CPPM RADIUS server.
3.Secure Authentication: This setup is essential for securing the 802.1X authentication process and enabling the download of user
roles.

NEW QUESTION # 131 
A company has wired VolP phones, which transmit tagged traffic and connect to AOS-CX switches. The company wants to tunnel
the phones' traffic to an HPE Aruba Networking gateway for applying security policies.
What is part of the correct configuration on the AOS-CX switches?

A. VLANs assigned to the VolP phones configured on the switch uplinks
B. UBT mode set to VLAN extend
C. A UBT reserved VLAN set to a VLAN dedicated for that purpose
D. A VXLAN VNI mapped to the VLAN assigned to the VolP phones

Answer: C

Explanation:
To tunnel VoIP phone traffic from AOS-CX switches to an HPE Aruba Networking gateway, you need to configure a User-Based
Tunneling (UBT) reserved VLAN on the switches. This VLAN is dedicated for tunneling purposes and ensures that the VoIP traffic
is correctly identified and tunneled to the gateway where security policies can be applied.
1.UBT Configuration: Setting a UBT reserved VLAN ensures that the switch knows which VLAN to use for tunneling traffic to the
gateway.
2.Traffic Tunneling: The reserved VLAN helps in segregating the VoIP traffic, ensuring it is handled securely and according to the
configured policies at the gateway.
3.Policy Application: By tunneling the traffic, the gateway can apply advanced security policies to the VoIP traffic.
Reference: Aruba's AOS-CX and UBT configuration guides detail the steps for setting up reserved VLANs for tunneling traffic to
gateways.

NEW QUESTION # 132 
A company wants to turn on Wireless IDS/IPS infrastructure and client detection at the high level on HPE Aruba Networking APs.
The company does not want to enable any prevention settings.
What should you explain about HPE Aruba Networking recommendations?

A. HPE Aruba Networking recommends disabling client detection when you configure infrastructure detection at high, as
infrastructure detection includes all the client checks and more.
B. HPE Aruba Networking recommends using hybrid AP mode, as opposed to Air Monitors (AMs), when implementing
detection without prevention.
C. HPE Aruba Networking recommends turning on both wired and wireless prevention whenever you enable detection at
high.
D. HPE Aruba Networking recommends configuring infrastructure and client detection at a custom level and disabling or
tuning some of the settings that are likely to produce false positives.

Answer: D

Explanation:
When enabling Wireless IDS/IPS infrastructure and client detection at a high level on HPE Aruba Networking APs without enabling
prevention settings, HPE Aruba Networking recommends configuring detection at a custom level and adjusting settings to minimize
false positives. This approach allows for effective monitoring while reducing the risk of unnecessary alerts and maintaining the
accuracy of detections.
1.Custom Level Configuration: By customizing the detection settings, you can tailor the system to your specific environment, ensuring



that only relevant threats are detected and reducing false positives.
2.False Positive Reduction: Disabling or tuning settings that are likely to produce false positives helps in maintaining the reliability of
the detection system and prevents alert fatigue.
3.Focused Detection: Custom configuration ensures that the IDS/IPS focuses on critical detections, improving overall security
posture.
Reference: Aruba's Wireless IDS/IPS configuration guides and best practices emphasize the importance of customizing detection
settings to balance security needs with operational efficiency, particularly when prevention features are not enabled.
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