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VMware vSphere 8.x Professional Sample Questions (Q11-Q16):
NEW QUESTION # 11 
An administrator is preparing for a deployment of a new vCenter Server Appliance. The following information has been provided to
complete the deployment:
* ESXi Host name (FQDN): esxOl.corp local . ESXi IP Address: 172.20.10.200
* vCenter Server Name (FQDN): vcsa01 corp.local
* vCenter Server IP Address: 172.20 10.100
* NTP Server: 172.20.10.20
* DNS Server: 172.20.10.1
* Deployment Size: Tiny
* Storage Size: Default
Which two actions must the administrator complete before starting the installation of the vCenter Server Appliance? (Choose two.)

A. Create a reverse DNS A record for the ESXi Host server (esx01)
B. Create a DNS CNAME record for the vCenter Server (vcsa01.corp.local)
C. Create a forward DNS A record for the vCenter Server (vcsa01).
D. Create a DNS CNAME record for the ESXi Host server (esx01.corp.local)
E. Create a reverse DNS A record for the vCenter Server (vcsa01).

Answer: C,E

Explanation:
The administrator must create a forward DNS A record for the vCenter Server (vcsa01), which maps the FQDN of the vCenter
Server to its IP address. The administrator must also create a reverse DNS A record for the ESXi Host server (esx01), which maps
the IP address of the ESXi Host to its FQDN. These DNS records are required for name resolution and certificate validation during
the deployment of the vCenter Server Appliance. Reference: https://docs.vmware.com/en/VMware-
vSphere/7.0/com.vmware.vcenter.install.doc/GUID-88571D8A-46E1-464D-A349-4DC43DCAF320.html
https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-vcenter-upgrade/GUID-752FCA83-1A9B-499E-9C65-
D5625351C0B5.html If you plan to use an FQDN for the appliance system name, you must verify that the FQDN is resolvable by a
DNS server, by adding forward and reverse DNS A records.

NEW QUESTION # 12 
An administrator enables Secure Boot on an ESXi host. On booting the ESXi host, the following error message appears:
Fatal error: 39 (Secure Boot Failed)

A. The administrator attempted to boot with a bootloader that is unsigned or has been tampered with.
B. The Trusted Platform Module chip has failed.
C. The kernel has been tampered with.
D. A package (VIB or driver) has been tampered with.

Answer: C

Explanation:
Explanation
The fatal error "Secure Boot Failed" may indicate that either the kernel or a package (VIB or driver) has been tampered with, which
violates the Secure Boot integrity check.
References:
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-F8F105EC-A6EA-4

NEW QUESTION # 13 
Refer to the exhibit.



An administrator is tasked with adding new capacity to an existing software-defined data center (SDDC).
* The SDDC currently hosts two vSphere clusters (ClusterA and ClusterB) with different CPU compatibilities.
* vSphere vMotion and vSphere Distributed Resource Scheduler (DRS) are currently in use in the SDDC.
* The new capacity will be implemented by provisioning four ESXi hosts running a new generation of Intel Skylake CPUs.
* All workload virtual machines (VMs) must support live migration to any cluster in the SDDC.
The administrator noticed the running critical "ever virtual machine (VM) shown in the exhibit is not migrating using vSphere vMotion
to the original Clusters A or B.
Which three steps must the administrator take to support this functionality? (Choose three.)

A. Disable the Enhanced vMotion Compatibility (EVC) on the VM.
B. Configure the Enhanced vMotion Compatibility (EVC) on the VM to Intel Skylake.
C. Configure the Enhanced vMotion Compatibility (EVC) on vSphere Cluster A and B to support Intel Skylake.
D. Power off the VM.
E. Reboot the VM.
F. Power on the VM.

Answer: C,D,F

NEW QUESTION # 14 
An administrator is tasked with configuring certificates for a VMware software-defined data center (SDDC) based on the following
requirements:
* All certificates should use certificates trusted by the Enterprise Certificate Authority (CA).
* The solution should minimize the ongoing management overhead of replacing certificates.
Which three actions should the administrator take to ensure that the solution meets corporate policy? (Choose three.)

A. Replace the solution user certificates with trusted certificates generated from the VMware Certificate Authority (VMCA).
B. Replace the VMware Certificate Authority (VMCA) certificate with a custom certificate generated from the Enterprise
CA.
C. Replace the solution user certificates wife custom certificates generated from the Enterprise CA.
D. Replace the VMware Certificate Authority (VMCA) certificate with a self-signed certificate generated from the
E. Replace the machine SSL certificates with trusted certificates generated from the VMware Certificate Authority (VMCA).
F. Replace the machine SSL certificates with custom certificates generated from the Enterprise CA.

Answer: B,C,F

Explanation:
Option B, D and E are correct because they allow the administrator to replace the machine SSL certificates, the VMware Certificate
Authority (VMCA) certificate and the solution user certificates with custom certificates generated from the Enterprise CA, which will
ensure that all certificates are trusted by the Enterprise CA and minimize the ongoing management overhead of replacing certificates.
Option A is incorrect because replacing the VMCA certificate with a self-signed certificate generated from the VMCA will not
ensure that the certificate is trusted by the Enterprise CA. Option C is incorrect because replacing the machine SSL certificates with
trusted certificates generated from the VMCA will not ensure that the certificates are trusted by the Enterprise CA. Option F is
incorrect because replacing the solution user certificates with trusted certificates generated from the VMCA will not ensure that the
certificates are trusted by the Enterprise CA. Reference: https://docs.vmware.com/en/VMware-
vSphere/7.0/com.vmware.vsphere.security.doc/GUID-A2A4371A-B888-404C-B23F-C422A8C40F54.html



NEW QUESTION # 15 
An administrator plans to update the Supervisor cluster and has noticed some of the Tanzu Kubemetes Grid clusters are running an
incompatible version.
Which action must the administrator take before proceeding with the Supervisor cluster update?

A. Update all Tanzu Kubernetes Grid clusters to the latest version prior to the Supervisor cluster update.
B. Update incompatible Tanzu Kubernetes Grid clusters prior to the Supervisor cluster update.
C. No action is needed - Incompatible Tanzu Kubernetes Grid clusters can be manually updated after the Supervisor cluster
update.
D. No action is needed - Tanzu Kubernetes Grid clusters will be updated automatically as part of the update process.

Answer: B

Explanation:
Option D is correct because it indicates that the administrator must update incompatible Tanzu Kubernetes Grid clusters prior to the
Supervisor cluster update, as this will ensure that there are no compatibility issues or disruptions during or after the update process.
Option A is incorrect because it is not necessary to update all Tanzu Kubernetes Grid clusters to the latest version prior to the
Supervisor cluster update, as some clusters may already be compatible with the new version. Option B is incorrect because Tanzu
Kubernetes Grid clusters will not be updated automatically as part of the update process, as they require manual intervention from
the administrator. Option C is incorrect because incompatible Tanzu Kubernetes Grid clusters cannot be manually updated after the
Supervisor cluster update, as they may become inaccessible or unstable due to compatibility issues. Reference:
https://docs.vmware.com/en/VMware-vSphere/7.0/vmware-vsphere-with-tanzu/GUID-9F9E3F8C-0E2B-4B6A-8C5C-
3F8E5F6B4E9D.html
https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-with-tanzu-maintenance/GUID-292482C2-A5FA-44B5-B26E-
F887A91BB19D.html If a Tanzu Kubernetes Grid cluster is incompatible with vSphere 8, upgrade the cluster before proceeding
with the system upgrade.

NEW QUESTION # 16
......
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