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NEW QUESTION # 120 
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A. It allows the attacker to predict or control the address space layout
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B. It stabilizes the address space of the application
C. It provides a reliable base address for the heap
D. It reveals the addresses of critical OS structures

Answer: A

NEW QUESTION # 121 
Which two techniques can help prevent stack smashing exploits?
(Choose Two)
Response:

A. Avoiding memory dumps
B. Stack canaries
C. Using static memory allocation
D. Data Execution Prevention (DEP)

Answer: B,D

NEW QUESTION # 122 
What is a key feature of Windows Data Execution Prevention (DEP)?
Response:

A. Preventing the stack from being overwritten
B. Preventing privilege escalation
C. Disallowing the execution of code in non-executable memory regions
D. Preventing unauthorized network access

Answer: C

NEW QUESTION # 123 
What is an effective attack against cryptographic systems using fixed initialization vectors (IV)?
Response:

A. Flooding the buffer
B. SQL injection
C. Credential stuffing
D. IV reuse attack

Answer: D

NEW QUESTION # 124 
Which two vulnerabilities are commonly exploited in cryptographic systems?
(Choose Two)
Response:

A. Code injection in unencrypted traffic
B. Use of deprecated cryptographic algorithms
C. Poor random number generation
D. Password brute-forcing

Answer: B,C

NEW QUESTION # 125
......
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