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EE#30

You run the following command while using Nikto Web scanner:
perlnikto.pl-h 192.168.0.1 -p 443

What action do you want to perform?

A. Updating Nikto

B. Port scanning

C. Using it as a proxy server

D. Seting Nikto for network sniffing
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HAE #31
Which of the following hacking tools provides shell access over ICMP?

A. John the Ripper
B. Loki

C. Nessus

D. Nmap
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EE #32

Address Resolution Protocol (ARP) spoofing, also known as ARP poisoning or ARP Poison Routing (APR), is a technique used to
attack an Ethernet wired or wireless network. ARP spoofing may allow an attacker to sniff data frames on a local area network
(LAN), modify the traffic, or stop the traffic altogether. The principle of ARP spoofing is to send fake ARP messages to an Ethernet
LAN. What steps can be used as a countermeasure of ARP spoofing?

Each correct answer represents a complete solution. Choose all that apply.

A. Using ARP Guard utility

B. Using ARP watch utility

C. Using smash guard utility

D. Using IDS Sensors to check continually for large amount of ARP traffic on local subnets
E. Using static ARP entries on servers, workstation and routers
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HEE #33

Adam, a malicious hacker has successfully gained unauthorized access to the Linux system of Umbrella Inc. Web
server of the company runs on Apache. He has downloaded sensitive documents and database files from the
computer.

After performing these malicious tasks, Adam finally runs the following command on the Linux command box before
disconnecting,

for ((1=0;i<11;t++)); do

dd if=/dev/random of=/dev/hda && dd if=/dev/zero of=/dev/hda done

Which of the following actions does Adam want to perform by the above command?

A. Deleting all log files present on the system

B. Making a bit stream copy of the entire hard disk for later download.
C. Infecting the hard disk with polymorphic virus strings.

D. Wiping the contents of the hard disk with zeros.
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EE #34
Which of the following statements are true about Dsnift?
Each correct answer represents a complete solution. Choose two.

A. It contains Trojans.

B. It is a virus.

C. It is a collection of various hacking tools.
D. It is antivirus.
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